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AHHOTAIIUA

B HacTosIIeM DOKYMEHTE OITMCAaHBl TPeOOBaHMUSA K OpraHM3allii NPOLeaypPhl KOH-
TPOJISI IeJIOCTHOCTH IporpaMMHoro obecredyenus (I10) cucrteM Kpurrorpahuieckou
3amuTel nHPopMauuu (CK3H) u cucrtemuoro 10 (qonycTuMbI HHCTPYMEHTapU, BU-
OBl KOHTPOJIS ¥ MOPSOOK KOHTPOJIS LIEJIOCTHOCTH), a TaKXKe MOPSAO0K OeMCTBUU MPU
oOHapyXeHUU HapyIlleHus 1nemgoctHocTu I10.

IaHHBIM JOKYMEHT NpeaHa3HaveH [JIs U1, OTBETCTBEHHBIX 3a KOHTPOJIb 11€JIOCT-
Hoctu [10 B mpoiecce skcnnyatanuu CK3U.
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1 MHCTPYMEHTAPUH KOHTPO/JIA
HNEJIOCTHOCTHU U OB BEKTDBI KOHTPOJIA

1.1 IIporpamma hashfile.exe

[IporpaMMa KOHTPOJISI L€JIOCTHOCTHU (manee - mporpaMma hashfile.exe) Brimos-
HsSIeT pacyeT ¥ MPOBEPKY 3HAUYEHMU XJII-QYHKIUHU [OJI 3aJaHHOTO CIIMCKa KOHTPO-
nupyeMbIX (aiioB. [JlaHHas mporpaMMa BXOOUT B COCTaB NPOTrpPaMMHOTO KOMILJIEK-
ca BAMB.00060-06 «CK3U «Banupmata CSP» Bepcusa 6» (manee — CK3U «Banumpara
CSP»). Onucanue nopsigka paboTsl ¢ nmporpammoii hashfile.exe rmpuBeneHo B OOKY-
meHTe BAMB.00060-06 92 01 «CK3U «Banupgata CSP» Bepcusa 6. [IporpamMmMma KOH-
TPOJIS IIEJIOCTHOCTU. PYKOBOICTBO II0JIb30BATES».

[IporpamMa hashfile.exe BhInmoNHsIET X3IIHMPOBaHKWE HAaHHBIX B COOTBETCTBUHU C
I'OCT P 34.11-2012 «MudopmalnimoHHass TexHonorusa. Kpunrorpaduyeckasi 3aliura
nHpopmauu. OYHKIUS XIIIUPOBAHUST».

1.2 IIporpamMmHo-annapatrasie C3U OT HCI

[TpumenutensHo K CK3H, obecreumBaroniuM 3amuty mo ypoBHio KC2 u KC3,
00s13aTeNbHEIM SBJIsIeTCS TpeOoBaHUE HCIIOJIb30BaHUS OJI KOHTPOJISA II€JIOCTHOCTU
IMporpaMMHOM cpenbl cepTuduimpoBanHoro ®Ch Poccuu nporpaMMHO-annapaTHOTO
CpeacTBa 3alluThl OT HeCaHKIMOHNPoBaHHOTO gocTtyma (ITA C3U ot HC]I), peanu3sy-
IOIIIEero Ha alllapaTHOM YPOBHE 3allpeT 3arpy3KH OepaliOHHOU CUCTEMBI C BHEIITHUX
HOCHUTEJIeU ¥ KOHTPOJIb LIestocTHOCTH [10. [lepeyeHb pa3pelieHHbIX K KCII0JIb30BaHUIO
C3U ot HC]I ykaszaH B fokymMeHETe BAMBE.00060-06 30 01 «CK3U «Banupgata CSP»
Bepcus 6. opmynsap».

YcranoBka u Hactpouka ITA C3M ot HC]I BEIIIOTHSETCS COTJIaCHO IOJIOXKEHUSIM
COOTBETCTBYIOIIUX 3KCIITyaTallMOHHBIX MOKYMEeHTOB. HacTpoilika yCTaHOBJIEHHBIX Ha
KOHKpeTHOM pabouyem MmecTe [TA C3U monkHa o0ecrneyuTh CAaHKIIMOHUPOBAHHLIN 10-
CTYII IOJIb30BaTesiell pabodyero Mecta K Ha3HaYeHHBIM [JIs1 HUX pecypcaM U MCKIIIO-
4yaTh BO3MOXKHOCTh UX BMeIIaTeJIbCTBA B IIPOILECCH 3arpy3KHU ONEepalliOHHON CUCTe-
Mbl (OC) u npuknagHoro 1O u npoiiecc MpoOBEPKHU 1LI€JIOCTHOCTU IPOrPaMMHOM CPEMHI.

KonTtpons nenoctHoctu ¢ ucnonb3doBanueM [TA C3U ot HC]I momkeH OCyleCTB-
JIATBCS OO0 Iepexofa CPEenCTB BBIUKUCIUTEIbHOW TEXHUKHM, Ha KOTOPHIX peajn30BaHO
CK3H, B pabouee coctosiaue (go 3arpy3ku OC). Criucku aiiios, moajaexkaiinx KOH-
TPOJIIO 11eJIOCTHOCTH ¢ ucnonb3oBaHueM [1A C3U ot HCII, monKHEI cogepKaTh (paiiibl
[T1O camoro ITA C3H ot HC]I, a TakXkKe ucnonuasaeMsii ¢aiin nporpammel hashfile.exe
1 9TaJIOH Bepudukauum (mpu ucrnonb3oBanuu nporpamMmel hashfile.exe gisa koHTpo-
JISI IIeJIOCTHOCTH).

ITpumeuaHus.

1. OmasaoH 8epupukauuu - 00uH u3 caedyruLux 06 veKmos:

— co30asaemblli npozpammou hashfile.exe ¢atin, codepocaw,utli cnucok ¢patinos,
nodexcaw,ux KOHmMpo/A0 Ues0CMHOCMU, U 3HAYeHUe X3W-pYHKUUU 0151 Karco0o20
¢patina uz 0aHHO20 cnucka;

— 8emka peecmpa OC Windows, codepacau,aa nepedeHbs ¢aiano8, nodaexicau,ux
KOHMPO/0 U4,e/10CMHOCMU, U 3HAYeHUSA X3aW-PYHKUUU 0458 Kaxcdoz20 ¢atina u3 OaH-
HO20 nepeyHs.
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2. B cayyae Heobxodumocmu opaaHu3aluu KOHMpo/as 4,e/s10CMHOCMU C UCNOAb-
308aHuem peecmpa OC Windows cpedcmeamu npozpammysl hashfile.exe Heobxo0u-
Mo 0obasumb 8 peecmp X3W-3HAYCHUs 8cex Mooyell, nodiexcauLux KOHmMpoao ue-
J0CmMHoCcmu.

[Tpu xpaHeHuU 3TajoHa Bepudpuramuu B peectpe OC Windows, monkeH OBITh OP-
raHW30BaH KOHTPOJIb LIEJIOCTHOCTU COOTBETCTBYIOIIEN BETKU peecTpa C HOMOIIbo [TA
C3H ot HC]I, a TakXe IPUHSTH OPraHU3allMOHHO-TEXHUYECKUe MepHl, obecredynBa-
IOIIUe 3alIUTy OT HECAHKIIMOHUPOBAHHOTO JIOKAJIBHOTO U yOaJIeHHOTO JOCTyIa K pe-
ectpy OC.

1.3 O0BEKTHI KOHTPOJISI IEeJIOCTHOCTH

KoHTpOMIO IETOCTHOCTH IOfJIeKaT CIEeAyIolue 00 bEKTH:

— ITO nmporpaMMHBIX CPECTB KOHTPOJIA 1lesiocTHOCTU (mporpaMMa hashfile.exe);
— TT1O mporpaMMHoO-anapaTHEIX CPEICTB KOHTPOJIS 11eJIOCTHOCTH;

— ITO cpepncTB co3maHus 3aMKHYTOU IIPOrPaMMHOM Cpe[Fbl;

— IT1O CK3UY;

— CucremHoe I10;

— OTasnoH BepupUKalun.
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2 OBIIUH IMOPANOK IIPUMEHEHUWA CPEICTB
KOHTPOJIA HOEJIOCTHOCTH K OBBEKTAM
KOHTPOJIA

Iist KOHTPOJIA IEeJIOCTHOCTU OOIIYCKAETCHA IIPUMEHATH OOWMH U3 CIIEeOYIOIIUX ITOM-
XOOoB:

1. B KayecTBe OCHOBHOTO CpeACTBa KOHTPOJISA LIEJIOCTHOCTU MCIIOJIb3yeTCS IPO-
rpamMa hashfile.exe, 1nenoctHOCTE mporpaMmbl hashfile.exe u sTanoHa Bepu-
dukanuu npu 3TOM oObOecmeumBaeTcsa nubo cpepctBamu C3W ot HCI, nu6o
OpraHM3allMOHHO-TEXHUYECKUMU MepaMU, TaKMMHU KakK (pUHaIn3upPOBaHHAS 3alliCh
3TUX 00BEKTOB Ha oTUyXKpaeMbli Hocutenb (CD- unu DVD-guck), npaBuia obpaitie-
HHSI C KOTOPBIM COOTBETCTBYIOT ITpaBUJIaM OOpalleHUsI C KJTIIOYEBBIMH HOCUTEJISIMU.

2. B KayecTBe OCHOBHOI'O CpPeCTBa KOHTPOJISA LIEJIOCTHOCTU ucnomnb3dyercsa C3U ot
HC]II, a nporpamma hashfile.exe nmpu Heo6X0AMMOCTHY UCIIOJIE3YETCS B KAQYECTBE [I0-
TIOJIHUTEJILHOTO CpeAcTBa KOHTpos. LlenocTHOCTh ucnonHseMoro ¢aiiia mporpam-
Mmbl hashfile.exe 1 3TanoHa BepuduKaly Opu 3TOM oOeCIieYruBaeTCsI CpedcTBaMu
C3U ot HCII.

PaccMmoTpumMm 6osiee mogpoOHO KasKObIM 13 OIMMCAHHBIX BHIIIE TOOXO0I0B.

2.1 Acnonnr30Banue yTwinuTthbl hashfile.exe B KkKaudecTBe
OCHOBHOTI'O CpPeACTBa KOHTPOJISA IE€JIOCTHOCTH

B HacrosIleM pa3ferie OmHCcaHbl CIIOCOOBI OpraHM3allii KOHTPOJIS IIEJIOCTHOCTU
IIPY UCIIOJIb30BAaHUM B KaUeCTBE OCHOBHOI'O CPeCTBa KOHTPOJIS LIEJIOCTHOCTH YTUJIU-
TeI hashfile.exe B 3aBUCMMOCTHY OT HaJIM4YMA B 9KCIIyaTUPYIOIIed opranu3anuu [TA
C3HU ot HC]I.

2.1.1 Hcnonb3oBanue yrwinThl hashfile.exe 6e3 ITIA C3H1 or HC]I

B cny4yae, ecimu OCHOBHBIM CPEICTBOM KOHTPOJIS IIEJIOCTHOCTHU SIBJISETCS IIPOTrpaM-
Ma hashfile.exe u orcyrcTBytoT [TA C3U ot HCII, cepTudunimpoBaHHbIe 10 TpeOOBa-
HussM ®Cb Poccun, HeoOX0OMMO PYKOBOICTBOBATHLCS CIEOYIOIIUM MOPSIOKOM IIpUMe-
HEHUS CPefCTB KOHTPOJIS LIEJIOCTHOCTH:

— KOHTpOJb enocTHOCTHU I10 CK3U u cuctemHuoro I10 BEIIOIHSETCS C UCIOIb30-
BaHueM nporpammsel hashfile.exe;

— KOHTPOIb LeJjiocTHOCTHU ImporpaMmMbl hashfile.exe u sTanoHa BepudUKalluuy BhI-
TIOJTHSIETCSI C MCIIOJIb30BAaHUEM OPraHN3allMOHHO-TEXHUYECKUX Mep, TaKuX, Kak u-
HaJIM3UpPOBaHHAas 3alUCh UCIIOJIHSIEMOIr 0 MOy JaHHOW MPOrpaMMbl U 3TajioHa Be-
puduKalum Ha OTYyKaaeMbiit Hocutenb (CD- unu DVD-nuck), mpaBusia oopalieHus C
KOTOPHIM COOTBETCTBYIOT IIpaBujiaM oOpallleHUs C KJII0UeBLIMU HOCUTENISIMU. XpaHe-
HYe 9TajoHa Bepudukaiuu B peectpe OC Windows B 9TOM ciiydae He OOIyCKaeTCH.

2.1.2 Hcmonb3oBanue yruiauThl hashfile.exe coBmecTHo ¢ ITA C3U ot HC]],

B cnygae, ecinu OCHOBHBIM CPEICTBOM KOHTPOJIA LIEJIOCTHOCTHU SABJIETCS IPOrpaM-
Ma hashfile.exe u umerorcs [TA C3U ot HCII, cepTuduiimpoBaHHbIe 10 TPeOOBaHUSIM
®CB Poccuu, He06X0OUMO PYKOBOACTBOBATHLCS CJIEAYIOIINM IIOPAOKOM IIPUMEHEHUS
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CpencCTB KOHTPOJIA IEeJIOCTHOCTH:

— KoHTpob nenoctHoCcTU [1O CK3U u cucteMHOro 10 BEIIIOIHSIETCS C UCIOJIb30-
BaHueM nporpaMMsul hashfile.exe;

— KOHTPOJIb IIenocTHOCTU nporpaMMbl hashfile.exe u sTanoHa BepuduKaliuy BhI-
nonHseTcsa ¢ ucnonb3oBanueM ITA C3U ot HC]I u/unu opraEu3aliiOHHO-TEXHUYECKUX
Mep, TaKuxX, KaK (pUHaIu3MpOBaHHAs 3alMuCh HCIOIHIEMOT0 MOAYJig OaHHOMU IIpo-
rpaMMBI ¥ 3TajIOHa BepupuKalluu Ha oTYyXKpaaeMbid Hocutenb (CD- unu DVD-guck),
IIpaBujia oOpalleHus C KOTOPLIM COOTBETCTBYIOT IIpaBujiaM OoOpalleHus C KII0YEeBHI-
MU HOCUTEJISIMU;

— KOHTpPOJIb LesiocTHOCTH I1O cpencTB co3maHusa 3aMKHYTOM IIPOrPaMMHOU CPebl
(mpu ux Hanuuum) BeinosHseTcs [TA C3U ot HCII;

— KOHTPOJIb IIeJIOCTHOCTH IporpaMMHoro obecnedenus: ITA C3U1 ot HCII BuIOn-
HSIeTCs C UCIIOJIb30BaHMEM CaMUX 3TUX CPENCTB.

2.2 Acnoian30BaHue ITA C3HM or HCJ/I B KauecTBe OCHOBHOI'O
cpeacTBa KOHTPOJIsI II€JIOCTHOCTH

B HacrosIieM pa3merie onucaH CIIoco0 OpraHM3allii KOHTPOJIS IIeJIOCTHOCTU IIPU
WCIIOJIb30BAaHUM B Ka4eCTBE OCHOBHOTI'O CpeAcTBa KOHTPOJA enoctHocTu ITA C3U ot
HCII, ceptuduimpoanubix ®CB Poccuu. B aTom cnydyae He0OXOOUMO PYKOBOICTBO-
BaThCS CIIEOYIOIINM MOPSAKOM IIPUMEHEHHUSI CPEACTB KOHTPOJISA IIeJIOCTHOCTH:

— KoHTponb uenoctHoctu [10 CK3U, [1O cpencTtB co3maHUsA 3aMKHYTOU IIPO-
rpaMMHOM Cpefnnl (IIPpU UX HaJIW4duM) U cucTeMHOro [TO BHITIONHSETCS OO0 3arpy3Ku
OC cpenctBamu ITA C3U ot HCII;

— KOHTPOJIb IIeJIOCTHOCTHU IIporpaMmMuoro obecnedenus [TA C3U ot HC]I Beimos-
HSIETCS C UCIIOJIb30BaHUEM CaMUX 3THUX CPELCTB.

[Tpu “CcIoIb30BaHUM B Ka4eCTBE OCHOBHOTO CpeACTBa KOHTPOJIA LieJlIocTHOCTH [TA
C3U ot HC]I ucnonb3oBanue nporpaMMmel hashfile.exe nnst mpoBepKu 11€JIOCTHOCTH
He SBNIsAeTCs 00s3aTeNIbHBIM. [IpKu 9TOM OaHHYIO IporpaMMy HeoOXOOUMO UCIIOIb30-
BaTh B Ka4eCTBe OOIIOJHUTEJIFPHOTO CPeACcTBa KOHTPOJIA eJIOCTHOCTHU B CIIy4dasax, KO-
roa ycnoBusa skcnnyatauuu CK3U He momyckaloT IpoBedeHNe KOHTPOJIS 1eJIOCTHO-
ctu cpenctBamu [TA C3U ot HC]I (T.e. nepe3arpy3ku 9BM) B IpOU3BOJIbHEIA MOMEHT
BpeMeHHU. B MHBIX ciiydasix ucnosab3oBaHue nmporpaMmMel hashfile.exe B kauecTse no-
IIOJIHUTEJILHOTO CPeACTBA KOHTPOJIA IIE€JIOCTHOCTU OCTAEeTCSA Ha YCMOTPEHUE SKCILTY-
aTUPYIOIlley OpraHu3aluu.

Ecnu nporpamMa hashfile.exe ricnonb3yeTcs B KaueCTBe JOIOJIHUTEIBHOTO Cpef-
CTBa KOHTPOJIS LIEJIOCTHOCTH, II€JIOCTHOCTh JaHHOW IIPOTrpPaMMBbI M 3TajioHa Bepudu-
Kalluu HeoOXoOuMoO KOHTponupoBaThk cpexactBamu [TA C3U ot HCI.

2.3 PekoMeHOAIlMM 110 OPraHMU3alluU KOHTPOJISA IIEIOCTHOCTH
B 3dBHCHMOCTH OT pPea/In3yeMoOro KiidaCCa 3alIHUThbI H YCJIOBI/II/UI
3kciutyatanuu CK3U

C yuyeToMm TpeOyeMOro ypOBHS 3alIUTHl JOIYCTUMBIM MHCTPYMEHTapUM OISl KOH-
TPOJISI LIEJIOCTHOCTU MOKHO O0OOIIUTH CIeOyIoIUM 00pa3oM:

— nnsi CK3HU, obecrieuynBaroniux 3amuTty 1mo kiaaccy KC2 u KC3 (B aToM ciydae
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ucmnonb3oBanue [TA C3U ot HC]I ssBnsieTcst 00s3aTEIbHBIM), KOHTPOJIb I1€JIOCTHOCTHU
OCYIIIEeCTBJISIETCS 110 CXeMaM, OIIMCAaHHLBIM B pa3genax 2.1.2 unu 2.2.

— nnsa CK3HU, obecneyuBaloniyux 3amuTy o kiaccy KC1:

e 1ipu otrcyTcTBUM [IA C3U oT HC]I, cepTudurpoBaHHOTO II0 TpeOOBaHUIM
@®CB Poccuwu, ucnonb3yeTcs cxeMa, ollrcaHHas B pa3gerne 2.1.1;

e npu Hanmuuuu I[TA C3U ot HC]I, cepTuduiimpoBanHoro mno tpedbopanusim ©Ch
Poccum, MOXKeT UCIIOJIb30BaThCS TOT K€ CII0CO0 KOHTPOJIA II€JIOCTHOCTH, UTO I
CK3H, obecrieunBaronux 3amuTy no kimaccy KC2 u KC3.

KOoHKpEeTHBIN BHIOOP TOTO MJIM MHOTO CPENCTBA KOHTPOJIS II€JIOCTHOCTH OIpene-
nsgeTcsa TpeOyeMbIM KjlacCOM 3aluThl nHpopMmauuu, umenmumucsa [TA C3U ot HC]J,
U OOCTYIIHBIMU [JIs peaju3alliy OpraHUu3allMOHHO-TeXHUYECKMMU MepaMU 3allUATHI.
[Tpu sTOM IIpu BEIOOpPE TOTO UJIU MHOTO CPEACTBA KOHTPOJIS LIEJIOCTHOCTHU B Ka4eCTBEe
OCHOBHOTI'O JOIIOJTHUTEJIbHO HEOOXOOUMO PyKOBOACTBOBAThLCS ClIeOyloIuMu TpeboBa-
HUSAMU:

1. Ilpu opranu3anuu KOHTPOJIS LIEJIOCTHOCTU CPEACTB YOOCTOBEPSIOILIEro IIeHTpa
(1 cpenctB JI1, COBMECTHO C KOTOPHIMHU OH (DYyHKIIMOHUPYET) B KAUeCTBE OCHOBHOTO
cpencTBa KOHTPOJS 1I€JIOCTHOCTH Heobxogumo ucmonb3oBaThk [TA C3U ot HCI (cM.
pa3gen 2.2).

2. Ilpu ucCcnonb30BaHUY B Ka4eCTBE OCHOBHOI'O CpeNCTBa KOHTPOJIS LI€JIOCTHOCTH
[TA C3H ot HC]I B 06si3aTeIbHOM MHOPSIAKE HOJIXKHEI BHITIOIHSITHCS TPeOOBaHUS II0
KOHTPOJII0 MPaBUJILHOCTH PabOTHI amnmnapaTHHIX cpencTB [I9BM, mpepnuchiBaionine
MIPOBOOUTH Iepe3arpy3ky IBM c ycranoBnenHsiM CK3U ¢ mepuomoMm He Gonee 72
4acoB (3-X CYyTOK) B CBSA3U C T€M, YTO KOHTPOJIb 11eJIOCTHOCTU cpencTBamu [TA C3HU ot
HC]I BeimmonHsieTcs mo 3arpy3ku OC.
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3 BHUIbI KOHTPOJIA NEJIOCTHOCTHA

MeponpusiTHs 0 KOHTPOJIIO IIeJIOCTHOCTH OOJIXKHBI BKITIOUATh B ce0s ClIemyroIue
BUOBI PabOT:

— KOHTPOJIb IEJIOCTHOCTHU JZ[I/ICTpI/IGYTI/IBOB,‘

— HepBI/IT{HbeI KOHTPOJIb - KOHTPOJIb LEJIOCTHOCTH, BBIHOHHﬂeMI)II;I IIPpKX ITOCTaBKe
I10;

— TeKyUuu (eKegHEBHBIU) KOHTPOJIb - KOHTPOJIb 1I€JIOCTHOCTH, BBLIIOJIHIEMBIN B
mporiecce pabotsl ¢ 1O (B Hadasie pabOThI, BO BpeMsi pab®OTHl MJIM I10 3aBePIIEeHUN
paboThI) MOIb30BaTEJIEM UJIM YIIOJTHOMOYEHHBIM KOHTPOIUPYIOIIUM JTUIIOM;

— IEepUOONYECKUU (perjilaMeHTHEBIN) KOHTPOJIb - KOHTPOJIb LI€JIOCTHOCTH, BBIIMOJI-
HSeMBbI afMUHUCTPATOPOM UHDOPMAaMOHHOU 6€30IIaCHOCTU B COOTBETCTBUM C IIPU-
HSITBIM B 9KCIUIyaTUPYIOIIEN OpraHu3allui perjlaMeHTOM.

3.1 KonTpoas neaocTHoCcTH aucTpudoyrusos CK3HU

3.1.1 IlepBHYHBIH KOHTPOJIb

[TepBuuHBIM KOHTPOb qucTpudbyTuBa CK3HU BRINTONTHSAETCA Nepen ycTaHoBKoM CK-
31 Ha 9BM CcHUCTEMHBEIM afMUHUCTPATOPOM (JIMIIOM, BEIIIOJIHAKINUM yCTaHOBKY CK-
3N).

IOna CK3U, noctaBnsieMOM Ha IlepefaTOYHOM HOCHUTeJIe B BUe KOMIIaKT-OHCKa,
ncrnosnb3lyercsa nporpamMmma hashfile.exe u sTanoH Bepudukanuyu yCTaHOBOYHEBIX (aui-
J10B (OHH K€ - CITUCKU KOHTPOJIS 11eJIOCTHOCTU AUCTPUOYTHBA), TOMelllaeMble Ha JUC-
TpUOYTUBHOM OUCKE.

Onsa CK3U, nocTaBisseMOM Ha IlepefaTOYHOM HOCHUTeJie B 3JIEKTPOHHOM BHIE U
nognucanHoM JI1, ois mpoBeaeHUs IEPBUYHOT0 KOHTPoA ucnosnb3lyercsa CK3U «Ba-
nupgata CSP» unm nHoe cepTuUIIMPOBaHHOEe cpencTBo III.

OTal0HHBIE JUCTPUOYTUBHI C ITOATBEPKAEHHOM 11€JIOCTHOCTBIO JOJI?KHBI XPaHUTHCS
B YCIIOBU X, UCKJTIOUAIOLIUX BO3MOXKHOCTh ITIOAMEHBI YCTAaHOBOYHKIX (PaityioB 1 ¢aiiioB
BepuPUKAIINH.

3.1.2 IlepHoaH4YECKHH KOHTPOJIb

[TeproguyeCcKu¥ KOHTPOJIb IEJIOCTHOCTH OUCTPUOYTUBOB BBEITIOTHSIETCS JIUIIOM, OT-
BETCTBEHHBLIM 3a y4eT U XpaHeHHe IIPorpaMMHOr0o obecliedyeHusi, TeM Ke oO0pa3om,
YTO U IIEPBUYHBLIN KOHTPOJIb, C IepuoaoM He O6osiee 30 gHeH.

3.2 IlepBHYHBIH KOHTPOJIb

CK3HU ycTtaHaBIMBaeTCs Ha COOTBETCTBYIOIME TEXHUYECKHNE CPENCTBa B COOTBET-
CTBUU C €0 PyKOBOACTBOM I10 YCTAHOBKE TOJIBKO II0CJI€ YCIIEITHOU ITPOBEPKHU LIEJIOCT-
HocTu nquctpubytuBa CK3U.

B cnydae ncnonb30BaHUS B KaUEeCTBE OCHOBHOTO CPEACTBa KOHTPOJIS IEJIOCTHOCTH
[TA C3U ot HC]I, Heo6XoauMO BHECTH MOfJieKalllie KOHTPOJIIO IIeJIOCTHOCTH (pariIbl
B CIIMCOK (hpalyioB, KOHTPOJIHUPYEMBIX cooTBeTCTBYIomUM C3U ot HCII.

[Tpu ucnons3oBanuu nporpammel hashfile.exe onst KOHTPOJIS IETOCTHOCTH (KakK B
Ka4yeCTBe OCHOBHOI'O, TaK ¥ JOIIOJIHUTEJIBHOTO CPEeACTBa KOHTPOJISA) Ha BBIAEJIEHHOM
(3TamoHHOM) aBTOMATU3UPOBaHHOM paboueMm MecTte (APM) CcOTpymHUKOM ITogpasfe-
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JieHusT “HPOPMalMOHHOM 0e30MacCHOCTY UM agMUHUCTPATOPOM HMHGOPMAIMOHHOMN
O6e3omacHoCTH ¢ moMoIbio nporpamMmmel hashfile.exe paccuuThIBatoTCSI KOHTPOJIbHEBIE
(mepBUYHBIE) 3HAYEHUA X3UI-QYHKIUY (Jajee - 3TaJlOH BepupuKauu):

— s Bcex (¢aiinoB npukinagHoro ITO APM (He u3aMeHsieMBIX B IpoOLiecce 3KCILTY-
aTallun);

— mns Bcex ¢atinoB CK3U u datinos OC, mopjiekalinxX KOHTPOJIIO IIETOCTHOCTH.

ITpumeuaHue - IIpu Haauyuu oOHomunHouix APM, pabomarouiux nod ynpasaeHu-
em pasHbix OC, nep8uyHble 3HAYEHUA X3W-PYHKUUU 014 KOHMpoaupyembix ¢patiaos
OC, no0 ynpasaeHuem Komopou pabomaem APM, paccuumviearomcs 041 Kaxcoou
KoHkpemHou OC (c yuemom ycmaHo8/eHHbIX ee 06Ho8/1eHUll) u 8 OasibHelweM uc-
Nno/b3y1McCsa COBMECMHO C ¢ausamu 8epudpukayuu amaasoHHo20 APM (smasioHOM
gepugukauuu).

OTanoH BepupUKalUU B OabHEUIIIEM UCIIONb3YETCS AJIsT KOHTPOJIS 1IeJIOCTHOCTH
ITO Bcex APM.

Takke peKOMeHOyeTCs CO3haTh KOIIMM 3TajloHa BepUdUKaruu Ha OTYyKAaeMOM
HocuTese (Iubo B IIeYaTHOM BHUE) U XPAHUTh UX B 3aAIUIIEHHOM OT U3MEHEHUS BU-
e (s BO3MOXKHOCTH KOHTPOJIS MOOJIMHHOCTU 3TajiIoHa BepUUKAIIUU CO CTOPOHBI
aIMHUHHCTpPaTopa HHPOPMAIIMOHHON 6e30IMaCHOCTH).

[Tpu ycranoBke oOHOBeHuM OC moryT ObITh M3MeHeHH! ¢ainel [10 OC, Bxoms-
mue B cpeny dyukmnuonupoBanus CK3HM. B atom cinydyae nmorpedyeTcsi 0OHOBIIEHUE
aTasioHa Bepudukanuu. [ToaTomy npu yctaHoBke o6HoBineHU OC He06X0aUMO PYKO-
BOACTBOBATHCS CJIEOYIOUIUM IMOPSIOKOM OEeUCTBUU:

a) Ilepen ycTaHOBKOYM OOHOBJIEHUM IIPOBEPUTH 1IEJIOCTHOCTHL cucteMHoro I1TO ¢ uc-
IMOJIb30BaHNMEM TEKYIIETO 3TajJloHa BepuduKaluu (IPHU UCIOIb30BaHUU IPOTPAMMEI
hashfile.exe) nnu nepezarpy3ute OBM (mipu MCIIOIB30BaHUM [J11 KOHTPOJISA LIEJIOCT-
HocTu TonbKo ITA C3U ot HCI);

0) BrimonHuTh ycTaHOBKY oO0HOBIeHUM OC u nepe3arpy3uth 3BM;

IlpumeuaHue - B cayuae ucnoavzosaHusa OC Windows 10, Windows Server 2016 u
Windows Server 2019 nocie ycmaHoeKu 06Ho81eHUl Heobx00uMo 8binoAHUMb Oell-
cmeus, yka3aHHvle 8 dokymeHme BAMB.00060-06 93 01 «CK3H «Baaudama CSP»
gepcus 6. Pykosodcmeo admMuHucmpamopa uHgpopmauyuoHHol 6e3onacHocmu»

B) 3aIlyCTUTh INPOBEPKY LIEJIOCTHOCTU cucTeMHOro IIO ¢ mCcnonb30BaHUEM TEKY-
IIIero sTajoHa Bepudukanuu. Ecnu nmpoBepKa 11eJIOCTHOCTU 3aBePIINJIach YCIIEIIHO,
0oOHOBJIEHUE 3TajloHa Bepudukaum He TpebyeTcsa. B IpoTuBHOM ciydae HeoOXoOu-
MO OOHOBHUTH 3TAJIOH BepUdUKAIIMU, 3aHOBO PACCUNTAB 3HAUEHUS X3UI-PYHKIUHN s
Bcex (darinoB cuctemHoro I10, u/unu 0OHOBUTH KOHTPOJIbHBIE XapaKTEPUCTUKU U3Me-
HEeHHBIX (paiiyioB B criMcKe (ailyioB, KOHTPOJIUPYyeMBIX ¢ moMoinkio I[TA C3U ot HCI.

3.3 TeKyuiuid KOHTPOJIb

Tekymuii KOHTPOJIb 1esocTHOCTH IIO B 00si3aTEIbHOM IIOPSAKE BBIIIOTHSETCS
IMoJIb30BaTesieM Ha CBoeM paboueMm MecTe mepeq HadaioMm pabotel ¢ CK3U u mpu
He0oOXOOMMOCTH B JIIO00H ITPOU3BOJILHBEIE MOMEHT BPEMEHHU.

Ecnu B KauecTBe OCHOBHOTO CPeACTBA KOHTPOJIS [IEJIOCTHOCTU UCIOIb3yEeTCS IPOo-
rpamMa hashfile.exe, 115t mpoBegeHUs TEKyIero KOHTPOJISI HEOOXOAUMO UCIIOIb30-
BaTh OAaHHYIO IpOrpaMMy U 3TajloH Bepudukanmu. BrizoB nporpammel hashfile.exe
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IOJIs1 KOHTPOJIS 1eocTHOCTU [10O gomKeH Npou3BOOUTHCS OO0 3allyCKa IIPUKIIagHBIX 3a-
oad IoJib30BaTens (mo mmepBoro obOpalieHus K mboMy ucnomHseMomy moayiio CK-
3N).

Ecnu B KaueCcTBe OCHOBHOI'O CpeACcTBa KOHTPOJIS LIEJIOCTHOCTU UCIIOJNIb3YyITC [TA
C3U ot HC]I, TekymIuii KOHTPOJIb 11eJIOCTHOCTH, BHITIOJTHIEMBIN ITepe HadaaoMm pabo-
Thl ¢ CK3H, BrImmonHsieTcst mo 3arpy3ku OC cpenctBamu [TA C3U ot HCII. ITpu HeoO6-
XOOUMOCTHU ITPOBEOEHNSI KOHTPOJIS 1eJIOCTHOCTH B IIPOU3BOJIBHEIN MOMEHT BPEMEHU
HeoO0xoauMo 00 BBHITIOJIHUTL Iepe3arpy3ky 9BM, nmubo ucnonb30BaTh IPOrpaMMy
hashfile.exe 1 sTanon Bepudukanum (mporpamma hashfile.exe B saTom ciyyae uc-
IMOJIb3YETCS B Ka4eCTBE AOMOJIHUTEIBPHOTO CPEeNCTBa KOHTPOJIS, CM. pa3gen 2.2).

3.4 PerjiaMeHTHBIH KOHTPOJIb

Ecnm B KauecTBe OCHOBHOTO CpeACTBA KOHTPOJIS IIEeJIOCTHOCTU UCIOIb3yeTCs IPOo-
rpammMa hashfile.exe, apmMuHMCTpaTOP HHPOPMAIIMOHHON 6€30IMaCHOCTH OOIXKEH TIe-
puonudecku (c mepuonom He O6osee 30 mHeM) IIPOBOOUTH ITOJIHBIM KOHTPOJIBb IIEJI0CT-
Hoctu I[10O CK3HM u cucteMmHoro 1O Ha Bcex pabouymnx MecTax C IIOMOIIbI0 IPOTPaMMEbI
hashfile.exe 1 sTanona Bepudukanuu. [IpoBepka 11eJIOCTHOCTH B XO[€e perjiaMeHT-
HOT'0 KOHTPOJIS AOJI?)KHA OCYIIECTBISITHCS [0 MEePBOro obpalleHus K JIo00My UCIIOJ-
HsieMomy Monyito CK3U unu npuknapuoro I10.

IlpumeuaHue - Ecau IIBM ¢ ycmaHogieHHbiM CK3H He ucnoab3yemcsA (8blKato-
yeHa) 6osee 30 OHell, npo8OoOUMb pe2/iaMeHMHbIlU KOHMpoab He mpebyemcs. I[1pu
3MoM 8axcHO obecneuumbsb HAOEHCAWYHO 3aULumy om HecaHKUUOHUPOBAHHO20 UC-
nosv3osaHus I[I9BM. I[Ieped HauasiomMm 60e8020 ucno1vb308aHus 0aHHou I19BM Heob-
X00UMO npogecmu eé pez1amMeHMHbIU KOHMPO/ab, d nocjiedyru,ue nepuodsl peaad-
MEHMHO20 KOHMPO/AA OMCYUMbl8AMb C 3M020 MOMeHmd.

Ecnu B KayecTBe OCHOBHOI'O CpPEACTBAa KOHTPOJISA LEJIOCTHOCTH MCIOJIb3YIOTCS
[TA C3U ot HC]I, oToesnbHBIE MEPOIPUATHUS 10 OPraHU3allud perjiaMeHTHOIO0 KOH-
TPOJISI HEe ITPOBOMASITCS: BHITIONTHEHUE TpeboBauui mokymeHta BAMBE.00060-06 93 01
«CK3HU «Banugata CSP» Bepcus 6. PyKoBogCTBO afMUHUCTPATOPa UHPOPMalmOHHON
0e30MmacHOCTH», IPEeAIIUCHIBAIOIINX IPOBOOUTE Ilepe3arpy3Ky paboTaroiiei [I9BM c
yctanoBineHHbBIM CK3U ¢ mepuomoM He 6osiee 72 4acoB (3 CyTOK), obecriednBaeT IIPo-
BegeHue KOHTpPod menoctHocTtu 10O CK3HM u cucremuoro I10 cpegctBamu I1IA C3U
oT HC]I c TakuM ke IIeproaoM, TaK KakK IIpOBepPKa LeJI0OCTHOCTU cpencTtBamu [TA C3U
otr HC]I BEIONMHSAETCS IIPU KaXKaA0M BKioueHUu [I9BM unu ee nepesarpys3ke.
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4 OEUCTBUA ITPHA OBHAPY2KEHUHA
HAPYIIEHUA NEJIOCTHOCTHA

4.1 O6mue TpedOBaHUSI

[Tpu oOHapyKeHuU HapylleHus nenoctHocTu I10 nipexke Bcero Heo6XoauMo ycTa-
HOBUTDH IIPUUYMUHY HaApPYIIEHUS [IeJIOCTHOCTH.

Ecnu npuumHOU HapylueHus 1enocTHocTH [10 sABnsieTcs anmnapaTHBIM cO0, HEOO-
XOOuMO BHINOJIHUTEH nepeycTtaHoBKy OC, [I0 CK3UM u mpou3BeCcTU BOCCTaHOBJIEHUE
0a3 JaHHBIX (TP UX HAJIUYUH) C UCIIOTThb30BaHMEM PE3EPBHBIX KONUM. ECiu mpuynHoOM
SIBJISIETCSI IPOTrPaMMHLIM cO0i, ciieqyeT Takxke nmepeycraHoBuTh OC (eciu HapyleHa
11eJIOCTHOCTB (paiiyioB cpeanl GyHKIIMOHUPOoBaHusa KpurnrocpeactBa (CPK)) u ITO CK-
3U (ecnu HapylleHa 11enocTHOCTh (¢atinoB ITO CK3M) u Takke BOCCTAHOBUTL Oa3bl
OaHHBIX.

Ecny npuymHOM SIBISIETCS BUPYCHAs aTaka, HEOOXOOMMO YCTAHOBUTH, KAKUM ITy-
TeM OblTIO 3apaxkeHo [10, keM u Kakue TpeOoBaHUs ImpaBuin nmonb3oBauus 10 CK3U
OBIJIM HapYIIEeHHI, a TaKKe IIPOBEPUTH aKTyaJIbHOCTb MCIIOIb3YEMOT'0 aHTUBUPYCHOT'O
[TO u, npu HeoOXoOMMOCTH, OOHOBUTE €r0. [laree He0OXOOUMO OILIEHUTh BO3MOKHEIE
OoIlaCHBIE MOCJIeACTBUS BUPYCHOU aTaKu (BO3MOXKHOCTh YTE€UKM UH(pOpMalluy OrpaHuU-
4YEeHHOT'0 [JOCTyIla, UCKaxKeHue aaroputMoB ¢pyHKIuoHupoBaHusa [10 CK3U, komMmpo-
MeTanus Kinouel OI1). PekomeHnayeTcsi, mpu 00HapyKEeHUU BUPYCHOM aTaKu, BBIIIOJ-
HATH nepeyctanoBKy OC u ITO CK3H, a TakKe BOCCTaHOBJIeHUEe 0a3 MaHHBIX.

4.2 BoccTaHOBJIeHHe nejxocTHocTtH I10

s co3manust pe3epBHBIX Konui CK3W pekoMeHOyeTCs KMCIIOIb30BaTh MacTep
apxuBanuu OC Windows - ytunuty tuna Backup. ITons3oBanue MacTtepoMm ap-
xuBanuM Bo Bcex OC Windows npuMepHO OoMHaKOBO. [TogpoOHbIe TpaBuia MOIb30-
BaHUS CEPBUCOM apXMBAIllMM MOXKHO HAlWTH B CUCTEMHOM CIIpaBOYHOM ci1yk0e. Kpo-
Me TOTro, caM MacTep apXuBaluH PaboTaeT B MHTEPAKTUBHOM pexXKHMe C BbiIauen
ITOJIb30BATEJIIO ITOAPOOHEIX WHCTPYKIIMM.

PekoMeHOyeTCs 3aJaBaTh CjIeyIOIIHEe YCTAHOBKH U MapaMeTpPhI apxXuBa-
IIHH:

— HCIIOJIB30BATh BO3MOZKHOCTD BBI60pa 00BEKTOB OJIs apXWUBallviy;

— IpHU 3aJaHUU THUIIA apXUBalllM, ONPEAEsIsIolIero CTpaTeruo pe3epBHOT0 KOMU-
POBAHUS, UCXOOUTH U3 HEOOXOOUMOCTH OLICTPOrO, HAMEXKHOI'0 M MaKCHUMAaJIbHO IIOJI-
HOT'O BOCCTAHOBJIEHHUS HCXOOHBIX 00BEKTOB apxuBaliuu. CTaHOapTHAS CTpaTerus ap-
XHWBallMU - OOWH UJIM OBa pa3a B HeOeJIl0 IPOBOOUTH OOBIUYHYIO apXHUBallMio, a MeXay
Hel OOWH WU OBa pa3a B JeHb M00aBOYHYIO MU PA3HOCTHYIO. [IOCKOIbKY IIpHU pas-
HOCTHOM apXWBallUU COCTOSTHHE apXUBHOT'0 OMTa He U3MEHSIeTCSI, B KaXKyl0 Pa3HOCT-
HYI0 apXWBallMiO0 BKJIIOYAIOTCS BCe HOBBIE (paljibl, a TaKxkKe (auibl, U3MEeHUBIINECS
C mocienHel OOBIYHON apxUBalUuu. YTOOBI BOCCTAHOBUTH apXUBHUPyEMbIe OaHHBIE B
Ccllydyae Pa3HOCTHBIX apXyBalluii, HEOOXOAMMO BOCCTAHOBUThH MOCIeOHUN OOBIYHBLIA U
MIOCJIEJHUM Pa3HOCTHLIM apxXuB. [10 9TOM IprUYrMHE MOXKHO OTHAaTh IPEOIIoYTeHne pas-
HOCTHOU apXuBalluu;

— TIpU 3afJaHuU crocoba apxuBallUU 3alaBaTh MPOBEPKY MaHHBIX IIOCJIE apXuBa-
ouu;
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— TIpU 3aJaHUU MapaMeTPOB apXUBAIIUU UCIIOIb30BaTh M0OaBJIEHE HOBOT'O apXU-
Ba K y2Ke CYIIeCTBYIOIINUM ([OJII rapaHTHUM COXPaHEHUS BCEeH MCTOPUU apXHUBHUPOBa-
HUS);

— He OTKIII0OYaTh TEHEBOE€ KOIIMPOBaAHHE,

— TIIPemoCTaBUTh MPABO apXHUBAIIMU TOJILKO aMHUHUHCTPATOPY HIIKM OIEepaTopy ap-
XUBa;

— YCTaHOBUTH PriazkoK "Pa3pewamsb docmyn K 0dHHbIM MO/1bK0 8/1a0e by
u admMuHucmpamopy", 4To6bl OTPAHUYUTDH JOCTYII K CO3MaBaeMOMYy apxXuBy. B Oy-
OylieM BCe JaHHbBI€, DOITMChIBAE€MEIE K dPXHUBY, GYILYT II0IIagaTh I1IO0J 3TO OTPaHHUYEHHE
OOCTYTIa;

— MpH 3aJlaHUY IePHONUYHOCTH apXUBUPOBAHMS HCIIOJIL30BaTh 3ajaHue PacIliuca-
HUSI apXUBHUPOBAHUS, YUUTHIBAIOIIIEe PACIICAaHUE UCIIOIL30BAHUS IIPOTPAMMEI.
KpoMe TOro, peKOMEeHAYyeTCsI BLINIOTHATH C/IeAyouine IMpaBhia:

— OCYIIECTBISTh KOITMPOBaHWE Ha BHEITHUIN HOCUTEIIb;
— XPaHUTh KOITUY BHEIITHETr0 HOCUTEsSI B 6€30IIaCHOM MECTe;
pa3paboTaTh ¥ IPOBEPUTH Ha MPAaKTUKE CUCTEMY apXUBallMU U BOCCTAHOBJIEHUS;

— COCTaBUTh eXXKeHeleNlbHBIN rpaduK IPOOHOr0 BOCCTAaHOBJIEHUS OaHHLBIX. [lepuo-
OUYECKU BHIIIOJIHUTH MPOOHOE BOCCTAHOBJIEHUE [JIS1 IIPOBEPKM NPaBUJILHOCTU apXu-
Baiuu (aiinoB. [IpoOGHOE BOCCTAaHOBJIEHHE MOXKET ITOMOYb OOHAPYKUTh HEIOJIaOKu
000pymoBaHusi, HE3aMETHBIE TIPU ITPOTPAaMMHOM IIPOBEPKE;

— B CeTSX C MUHMMAaJIbHOU HUJIU CpeHHefI 3alIUTON HagdeJIuTh IIPaBaMU apXUBallun
OOHOTO IIOJIL30BATEJIdA, a ITPAaBaMM BOCCTAHOBJIIEHUA - APYI'OI'0;

— O6quTB COTPYOHUKOB C IIPpaBaMM Ha BOCCTAHOBJIEHHE€ BHIIIOJIHATHL BCE€ 3ada4lU
BOCCTAHOBJIEHHUSA B ClIy4dae€ OTCYTCTBUA aIMHUHHNCTPATOPA;

— B CeTSX C BHEICOKOU 3allUTOM BOCCTAHOBJIEHHE (baﬂHOB OOJI2ZKHO BHIIIOJIHATBECSA
TOJIBKO aIMUHHUCTPATOPAMHU;

— apxXUBUPOBATh TOMa HEeJMKOM. ApXMBAllMsS BCEero ToMa oOecIliednBaeT I'OTOB-
HOCTb K HETaTHUBHBLIM COOBITHSIM THUIIa ITOJIOMKHU AucKa. Orepaliss BOCCTAaHOBJIEHUS
BCEro ToOMa 3a OOUWH IpueM sBiseTcs 6osee 3¢hHeKTUBHON;

— [OJIS KaXXIOOM apXWBaIllMK CO37AaTh M MedaTaTh XKypPHaJIbl apxuBanuu. CIeauTh 3a
XKypHaJaM{d apXWBallMU U YOEOUTHCS B TOM, UTO apxXuBaIus OblJa YCIIEIITHO 3aBep-
meHa. st yopoIeHusT HaX0XOeHUsT KaKuX-Tu00 (aiioB XPaHUTh KHUTY KYPHAJIOB.
KypHanbsl apxuBallii, KOTOPhle MOXXHO HalleyaTaTh UJIU IPOCMOTPETH B JIIOOOM TeK-
CTOBOM peflaKTope, MOJIe3HBI ITPY BOCCTAHOBIIEHUU MaHHBIX. KpoMe TOro, eciu HOCHU-
TeJb, COOepPKaIIui KaTajloT apXuBa, MOBPeXeH, HalledyaTaHHBIN XKypPHAaJl TOMOXKeT
HauTu TpebyeMbill dau;

— obecrieynTh 6€30IIaCHOCTb YCTPOUCTB XpPaHEeHUs MaHHBIX U HOCHUTEJIeN apXuBa.
BoccTaHOBIIEHNME OJAaHHBIX C YTEPSTHHOTO HOCUTEST BO3MOXKHO KaKUM-JIM0OO0 TOJTb30Ba-
TeJeM Ha OIPyroM cepBepe, aIlMUHUCTPAaTOPOM KOTOPOTO OH SIBJISIETCH.

4.3 CniuCOK pe3epBHpPYeMEIX (paMIoB

Cnucoxk daunos I[10 CK3H, nognexkalliuXx pe3epBUPOBAHUI0, COBIagaeT CO CIIUC-
KOM (haljioB, mopJjiexkalliuX KOHTPOJIIO IIeJIOCTHOCTH.
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IIEPEYEHDb COKPAIIIEHUN

APM ABTOMaTH3UPOBaHHOE paboyee MeCcTO
K3U Kpunrtorpadpuyeckas 3aiiuTa nHGOpMaILuu
oC OnepanuonHasa cucteMa (Operating System)

[TA C3U ot HC]], TIporpaMMHO-annmapaTHBIE CpeOCcTBa 3alllUThHl UH(POpPMAILUU
OT HECaHKIIMOHUPOBAHHOTO AOCTyIa

I10 [IporpaMmMHOe obecreyeHue

CK3HU CpencTBo KpunTorpadudecKou 3alluTe HHpopMauu
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JIucT peructpauuv U3AMeHEHUN

Howmepa nucTOB (CTpaHHUI) Bcero Ne moxyMmeH- | Bxogsmmmii |ITogm | daTta
N3Mu3me- 3aMe- HOBBIX QHHYJHU- |JIUCTOB |Ta Ne compoBo-
HEHHBIX |HEHHBIX poBaH- |(CTpa- OUTEJIBHO-
HBIX HUI[) B ro JOKYyM M

JOKYyM maTa
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