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AnHOTaIIUA

[Iporpamma kouTposs regoctaoctn hashfile.exe us cocrasa [10 CK3U «Bamummara CSP» npe-
Ha3HadeHa JjIsi KOHTPOJIS 3a COCTABOM M IIEJIOCTHOCTBIO CHCTEMHOI'O IPOrPAMMHOIO 0OeCIeYeHusT
(T1O), npuriaaroro 110, a Takke st kourpods tenocraoctu CK3U «Bammmgara CSP».

ITO KOHTPOJISA TETOCTHOCTH IPEeTHASHAYEHO JIJIsi MCIIOJIB30BAaHUSA B 32- OMTHBIX U 64-OMTHBIX BEp-
cusix oneparmonsbix cucreM (OC) Microsoft Windows XP /Server 2003 /Vista/Server 2008 /7 /Server
2008 R2/8/8.1/Server 2012/Server 2012 R2.

KonTpob mestocTHOCTH 00eCIeInBaeTcs 3a CIET UCIOIb30BAHNA KPUITOrpaduniecKux QyHKIINII,
a UMeHHO, Bbraucjenus x3-dyukiuit mo aaropurmam 'OCT P 34.11-94 u T'OCT P 34.11-2012.

st obecrievennsi KOHTPOJIS MIPELyCMATPUBAETCS CO3/[aHUE CIUCKA KOHTPOJUPYEMBIX (DaitioB ¢
BBIUNCIEHHBIMU 3HAYEHUSIME X3IMI-(DYHKITNH I KazK10T0 (baiiia 1 moceayoomast MpoBepKa 3Hade-
HUN X3MI-(DYHKINN I BeeX (ail/ioB U3 CIIUCKA.
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1 COCTAB 1 OCHOBHBIE XAPAKTEPUCTUKU

B cocras I10 CK3U «Bamumgara CSP» BXoauT mporpaMMHBIi ncmoiHgeMblit Moty b hashfile.exe
(masee 1o rekcry - nporpamma hashfile.exe) kourposist nenocraocru 10, paGoratonmit mox OC
Windows (kak KOHCOJIbHOE TIPUJIOKEHNE).

[Iporpamma hashfile.exe 3amyckaercs n3 KOMaHIHON CTPOKU CO CJIEIYIONIUMA TTAPAMETPAMU:

hashfile.exe [-p] -Command Infile OutFile [/S] [/m|/M] [/G]
Ornucanne mapaMeTpos:

-p - HeoOsA3aTEeIbHBII [TapaMeTp, TPeOYIONuil BblIaun Ha SKPaH TepMuHaJja nudopMaimu o padbo-
Te nporpaMmmbl. [Ipu orcyrcTBum sToro mapamerpa nporpammva hashfile.exe nuvero ne BoIaéT Ha
9KPaH TePMUHAJIA;

- <Command > - o0si3aTe/IbHBIN TTapaMeTp, YCTAHABIUBAIONINI TUIT BBITIOJIHIEMOM OIIEPAIIH.
JlaHHBII TapaMeTp MOYKeT UMeTh J[Ba 3HAYEeHUs:

-F - coznmanme daiina, comeprkaliero cmcok KOHTposd neaocraoctn 110;
-T - BeImOTHEHME KOHTPOJIS 1iesiocTHOCTH 11O Ha OCHOBE CIMCKa KOHTPOJIS TEeTOCTHOCTH;

-C - BBIUHC/IEHIE KOHTPOJIBHOM CyMMbI (baiijia U 3aliCh ee B CIIUCOK KOHTPOJIS IEJI0CTHOCTH,
xpansgmnuiica B peectpe OC Windows;

-V - BeInOsTHEHME KOHTPOJIA TiesiocTHOCTH [1O Ha OCHOBe CIECKa KOHTPOJIS TIEJTOCTHOCTH, XPa-
usierocss B peectpe OC Windows;

- Infile - ay1a Tuna oneparun -F - uMs BXoaHOTO aiiia, cojiepKaIiero Ciucok KOHTPOJIUPYEMOTO
[1O; ms Tuma onepamuu -T - uMsa BXojaHOTO (aiiia, comep:Kallero ClucoK KOHTPOJIS IEJT0CTHOCTH
[1O; pyist Tuna oneparun -C - umst BxoiHOTO baiiia, Jijiss KOTOPOTO CJIe/lyeT BEIYUC/IUTh KOHTPOJILHYIO
CYMMY;

- Outfile - g1a tuna onepamnuu -F - umst BbIxogHOTO (haiiia, COAepKAIIero CIUCOK KOHTPOJIS
neoctaoctu 110; maa Tunos onepanun -T u -V - uMms BeIxoaHOTO (haiira, COAep:KAIEro mpoTOKOT
nposepku neaoctaoctu [10;

/S - IpekpaTuTh IPOBEPKY (HailjIoB IPU BOSHUKHOBEHUU OIMIUOKI;

/G - ucnosbzoBath anropurs™ xammposanust o [OCT P 34.11-2012;
- /m - He 3aKpBIBATH OKHO IIPU BO3HUKHOBEHUH OIUOKU;

/M - HE 3aKpPbIBaTb OKHO IIPMW BOSHUMKHOBEHU OININOKA U BbIJATh JMaJIOI'OBOE OKHO.
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2 CO3OJAHUE CIIMCKA KOHTPOJIA HNEJIOCTHOCTU

st cosmanus crmcka KOHTpoJs tesoctHocTr 110 HEoOXommMo mpeBapuTebHO MOTOTOBUTD
crimcok KoHTposmpyemoro [10. Crucok korTposupyemoro 11O npejcrapisier coboit TeKCTOBBII (haiir,
coJiepzKallnii B KasK10i CTpOKe 0 OJHOMY nMeHH daiiaa Konrposaupyemoro 110,

Hanpumep, daiis co crmckom KorTposmpyemoro 110 MozkeT BBINIAIETh TaK:

c:\test\test1l.txt

e:\test\util\file.exe

lib.dll

s co3manns crumcka KOHTPOJIA IEJIOCTHOCTH HEOOXOIMMO BBIIOJTHUTE 1porpamMy hashfile.exe
CO CJIEIYIONIMMHU TIapaMeTpaMu:

hashfile.exe -p -F list.txt hash.out

I

hashfile.exe -F list.txt hash.out

B nepBom ciydae nporpamma OyJieT BbJIaBaTh Ha KOHCOJIb WH(OPMAIUIO O MPOIEype 00padoT-
KU, 8 BO BTOPOM cJIy4dae HH(POPMAIH Ha SKPaH 0JIb30BaTe sl BHIIABATHLCA HE OyIIeT.

list.txt - 10 aitn, comepxkamuii cuncok KoHTpoaupyemoro I10;

hash.out - 310 um4a coznaBaemoro nporpammoii aiisra, B KoTophblii Oy/eT 3a1mucaH CIInCOK KOHTPO-
ag neqaocraoctu 110, T.e. crimcok daiinos (nepeunciennbx B list.txt), ux JyimHbI 1 1X KOHTPOJIbHBIE
CYMMBI (X31I-DYHKIUH COAEPKUMOro (ailyios).

B pesynbrare paboThl mporpaMMbl popMupyercs aiisl ClnucKa ¢ yKa3aHHbBIM UMEHEM W PacIlly-
peHreM, UMeIuil (IpuMep) CJIeLy oMy CTPYKTYPY:

gdbm.dl1l

000033103910F6A96340C73188AB2D6D603696682AD081C1A0246E0DS5097B71A4F1B208C

init.dll
00006000EBFB6FB7D8914D3AC11751040090A4448EB969A4564690868DABAEOF870B1B47
intl3.d1l1
00001D10D3A09A52D10A38EAB8SESOE770412B71B67B2724E40BES8893FC946B20328197 1E
spki.dbg
0O006F48C1A3AF83C4A5B5FACAB1D7942738E6AEAE042F9ED490459BFE3B285C8540038B6C

Ipumevarus

1 Ecau 6 umenu datinag, 6rodausezo 6 cnucox KOHMPOAL UEAOCTVHOCTIU, 6CMPEUAOMCA CUMBONDL
KUPUMAUYDL, UMA Pating 6 cnucke doaxncro 6vimsv 3anucano 6 koduposke Windows-1251.

2 Ilpoepamma (hashfile.exe) ne npedrnasnaverna 0aa KOWMPOAA UYEAOCTIHOCTU CAMOZ0 UCTLONHA-
emoz0 modyasn hashfile.exe u cnucka xornmpoas yesocmuocmu I10O. Cnocobv, Konmpoas ueaocmHo-
cmu amuz patinoe onucanv, 6 dokymenme BAMB.00060-05 93 02. « CK3U «Baaudama CSP» eepcus
5.0. Ilpoepamma xowmpoas uesocmuocmu. Pyxosodcmeo admunucmpamopa uHBOpmayuorrot 6es-
ONaACHOCTUS .

[Ipu pabore mporpaMMbl ¢ TApaMeTPOM -pP Ha JIUCILIeH, HAIPUMED, BBIBOJIUTCS CJIEIYIONIAs WH-
dopmarms:

IIporpamma Bepudukaiumn daitiaoB v1.12.02

O6paboran daiiia: gdbm.dll

Craryc 3aBepinenus: 0

Oo6paboran daita: init.dll

Craryc 3aBepinenus: 0

O6paboran daiix: intl3.dll

Craryc 3aBepuienus: 0

Oo6paboran daita: spki.dbg
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Craryc 3aBepinenus: 0

Heobxoaumo ormeruth, uro 32-6urHas mporpamma hashfile.exe, zamyckaemast Ha 1mrardopme
x64, ipu obparmennn K daiity, pacronoxkenHomy B cucteMHoM Karaaore % WINDIR %\ System32,
B JieficTBUTE/ILHOCTH OyieT obpaiarhes K dailly ¢ TaKUM YKe MMEHEM, HO PaCIOJI0KEHHOMY B CH-
cremuoM Karajgore %9 WINDIR%\SysWOW64. 113-3a sroit ocobenHoctu, B 00meM ciydae, Ha
wiardopme x64 ciieayer 3amyckars 64-6utayio nporpammy hashfile.exe s konTpossa 1esocTHO-
CTU UCTIOJTHSIEMBIX MOJIyJIei.
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3 ABTOMATUYECKAA ITIPOBEPKA KOHTPOJIA
HEJIOCTHOCTHU

[Iporpamma hashfile.exe mosyunia HOBbIe CepBUCHBIE BO3MOKHOCTHU: ITPU WHCTAJLIAIIN YCTAHO-
BOYHOIO 11akeTa B peectpe Windows co31aEéTcst CIIMCOK UCIIOJIHIEMbIX (DailjioB, COAEPIKAIIUXCS B STOM
YCTaHOBOHOM ITaKe€Te 1 IIOJICZKAIlNX aBTOMATUYI€CKOMY KOHTPOJIIO II€JIOCTHOCTH, HpI/I‘{éM JJId KazK-
Joro daila yKasblBaeTCsl ero KOHTPOJIbHAsT cyMMa, (xa111). [Ipu KazK10M 3aIrycke moJIb30BaTeIbCKOTo
ceanca Windows mporpamma hashfile.exe 3aryckaercss aBToMaTuvueckn ¢ mapaMeTpom -V, 4To MMpu-
BOJIUT K IIPOBEPKE KOHTPOJILHBIX CYMM Beex (hailjioB, HAXOIAIINXCs B CIICKe. B ciiyvyae HecoBITaIeHNs
KOHTPOJIBHBIX CyMM Ha 9KpaH Bblnaércs coobienne (Pucynok 1).

MWashrie &

HapylweHa uenocTHOCTE dakina W INDOW S syskem32tsplicarn. dll.

CoxpaHEHHEIA 3w 000235005FEDCEAGIFEISE 7 F0287ES46BDDCCO0CS959EFFZ 1 SABSFDDDSECE0DDTALFT 16
BeMHCNEHHBIA xaw; 00023300FA34FFSFDESZ06EED2C93141 07 194ABE] 3604949E 1 6ES9BAAGC318E]1 931 FCO997
MpoAON¥HTE NPOEBEQEY?

Pucynok 1 — CooOrrienne o HapyIIeHUun MeJIOCTHOCTH haiiia

Hazxkatne xknonku «/lay mpooO/IKAT TPOBEPKY IEJIOCTHOCTH (ailjioB, Haxkarue KHONKH «Her»
- IpeKpaTHuT MpoBepKy. B jobom ciydae, eciim B Xojie IPOBEPKHU OyJeT OOHAPYZKEHO HapPYIIEHHE
[IEJIOCTHOCTH MJIM OTCYTCTBHE XOTs ObI OZHOTO (bailia n3 cumcka, B KOHIE Oy/IeT BBIIAHO COODIIEHME
(Pucymok 2).

Whashrile x|

@ CH3M noEpex AeHa, 4aneHERWan paboTa HEBOSMOMHA, DOpaTHTECE K SAMHHHCTRATORY,

Pucynok 2 — Coobmenne o mapyienun remoctaoctn CK3U

B ciy4aae mosrydenns Takoro coobienust ucrnosib3opanne CK3U wegomycrmmo.

[Ipr HEOOXOAMMOCTH AJIMUHUCTPATOP MOXKET M3MEHHWTDb ITAJOHHOE 3HaYeHHe KOHTPOJILHOW CyM-
MbI (baitsta mim g00aBUTh HOBBIN (hailyl B CINCOK KOHTPOJIA IEJOCTHOCTHU. [ljist 9Toro HeoOXoammo
zamnyctuTh nporpammy hashfile.exe ¢ mapamerpavmu -C <PathToHash>, rne <PathToHash>
- MOJIHBIA 1IyTh K dailily, Jijig KOTOPOro BBIMKMCJIAETCS HOBash KOHTPOJIbHAsT CyMMa, HallpUMep:

hashfile.exe -C c:\windows\system32\spkicom.dll

[Iporpamma hashfile.exe Takxke mo3BosIsIeT OIYIUTH (haiily, comepzKaiuii THGOPMAIINIO O pas-
Mepe, JaTe U3MEHEHUsI M BePCUH KaXKI0ro u3 (hailjioB, BXOIAIUX B CIIMCOK KOHTPOJIS IETOCTHOCTH.
s sroro neobxoaumo 3arryctuTh nporpammy hashfile.exe ¢ mapamerpamu -V <LogFile>, e
<LogFile> - umsa daitia mpoTokosia, B KOTOPLIi Oy/ieT 3anucana nHGOpMaIus, HallpuMep:

hashfile.exe -V c:\tmp\ver.log

Heobxoaumo ormeruth, uro 32-OurHas mporpamma hashfile.exe, 3amyckaemast Ha 1mrardopme
x86, u 64-outHas nporpamma hashfile.exe, zanyckaemas na miardopme x64, XpaHaT CIIICOK aBTO-
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MaTmideckoro kourposs B paznese HKLM\ Software\ Validata\ Hashfile peectpa Windows. Ox-
HaKo, 32-OutHas nmporpammva hashfile.exe, 3amyckaemast va miardopme x64, XPaHUT CIIMCOK aBTOMa~
tuaeckoro kouTposs B pasziene HKLM\ Software\ Wow6432Node\ Validata'\ Hashfile peecrpa
Windows. U3-3a sToit ocobennocTu, B 00meM ciaydae, Ha 1aaTdopme x64 ciepyer 3amyckarb 64-
outnyto nmporpammy hashfile.exe s konrposisa nemocraocT 64-6UTHBIX UCTIOIHIEMBIX MOJLYJIEN, 1
zarryckaTb 32-6uthyto nporpammy hashfile.exe st KonTposst 1esocTHOCTH 32-OUTHBIX UCIOJIHSIE-
MBIX MOJLYJICH.
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4 KOHTPOJIb ITIPOTPAMMHOTI'O OBECIIEYEHUNA 110
CIINCKY

[Iporpammoit hashfile.exe nuarunocrupyiorcs ciemyiomnue n3menenus daitios [10:
— m3MeHeHHe pasMepa KaxkKaoro daitaa konTpoaupyemoro 110;

— M3MEHEHUe COJIEPKUMOro Kaxk1oro (daitia konrposiupyemoro 110 #Ha ocHOBe cpaBHEHUS 3HAME-
HUU X3MT-(DYHKITNIHA.

JLj1st BBITIOJTHEHMS TIPOTIE Ly PBI IPOBEPKHU KOHTPOJIs TiesiocTHOCTH 110 HEOOX0MMO MMETh TIpe/iBa-
puTeIbHO C(OOPMHUPOBAHHBIH CIIUCOK KOHTPOJIS 1estocTHOCTH [1O 1 mCroTHsIeMbIit MOJTYITh IIPOTPAMMBI
hashfile.exe (3anucanubie Ha BHelHeM HocuTe e coryaco gokymenTy BAMB.00060-05 93 02 «IIpo-
rpaMMa KOHTPOJISA [EJIOCTHOCTH. PYKOBOJICTBO ajMUHECTPATOpa NHMOPMAIIMOHHOM 6€3011aCHOCTI» ).
Bamyck nporpammbl hashfile.exe mpoussosures B KOMaHIHO#M CTPOKe ¢ MapamMeTpaMu, OIHMCHIBAe-
MBIMU HUZKE.

Bemoinenune nposepkn mesoctaoctu 110 mpousBoguTest cieayomum 00pa3om:

hashfile.exe -p -T hash.out result.log

WJTH

hashfile.exe -T hash.out result.log.

B nepBom ciiyuae mporpamma OyJieT BbIIaBaTh Ha SKPaH KOHCOJM WH(MOPMAIUIO O IMPOIEIype
IIPOBEPKH, & BO BTOPOM cCJiydae WHGOPMAaIis Ha SKPaH 0JIb30BaTe s BbIJIABATHCA HE OY/IET.

hash.out - sro daiin, comepzkammii cimcok KoHTpoJIs 1emoctaocTn 110.

result.log - sT0 uma cosgaBaemoro nporpammoii aiisa, B KOTOPBIH Oy/eT 3ammucaH TpPOTOKOJ
nposepku rnegoctaoctu [1O B TekcTOoBOM BHIE.

[TpoToKOJI IPOBEPKK BEJIETCs I KarXKI0ro (hailjia B OTJAETHLHOCTH W UMEET CJISIYIONHil BU/I:

Uwmsa daiina : test.txt

Xosm (3anucannbiii) : CEO0D64F8 16EAA63B 710262E1 25E7BC1D 09FC2E17
A14C484A 012C7B8C 3837A2C6

Xomr (Beramciiennsniii) : CEOD64F8 16EAA63B 710262E1 25E7BC1D 09FC2E17
A14C484A 012C7B8C 3837A2C6

Pasmep daiina (3anmcannoe) : 23486
Pasmep daiina (Boraucaennoe) : 23486
Craryc 3aBepiiieHust : Paiisn He U3MEHEH

Eciim npu kontpoJte I1O obHapyKuBaeTcss HECKOJIBKO OMIMOOK B PA3/JMIHbBIX (hbailiax, To Ha SKpaH
B KadecTBe Pe3y/IbTUPYIONIEil OMMOKN BbIIaeTCsi COOOIIEHNE:

ITporpammMma 3aBepmmiacek ¢ ommbkoii 1006.

CoobiieHne: MHo>XkKecTBEeHHAas OMINOKA.

[Ipu obrapyxkennn Hapymenus 1ejgoctHocTn [10 HEOOXOIMMO TPUHSATH MePhbl B COOTBETCTBUU C
pekoMmergamusimu, u3aoxkeHabiMu B BAMB.00060-05 93 02. «CK3U «Bamumara CSP» Bepcust 5.0.
[IporpaMmma KOHTPOJIS IEJIOCTHOCTH. PYKOBOJCTBO aJMuHUCTpaTOpa MHAMOPMAIMOHHON Oe301acHo-
CTH».
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5 PEI'NNIAMEHT ITPUMEHEHUNA

[Iposepka restoctrocTu 110 so6oro aBromarusupoanHoro pabodero mecta (APM), Brittouatore-
ro B cebst [10, BoImONTHATONEE KPUIITOTpadUIecKne Ipeodpa30BaHusl, JOJIZKHA BBITOJTHATHCS KarK bl
pa3 nepej 3amryckom 110 APM.

Bamyck [10 APM j10/2KeH BBITOTHATHCST 13 KOMAHTHOTO (bailjia, B cOCTaB KOTOPOTo HEOOXOINMO
BKJIFOUHTD CJICIYIOMUN HADOD KOMAHT:

hashfile -p -T file.hsh file.log

if errorlevel 1 goto err

color 7

echo CHECK OK!

< Banyck ITO APM >

goto End

:err

color C

echo CHECK ERRORS!

< Hapymiena nesoctaocts 110 APM >

:End

B narnrom mpumepe file.hsh - 3to daitn ¢ korrposbabiMu x3m-gyaknuavu [10 APM, a file.log
- 910 ailyl ¢ IPOTOKOJIOM ITPOBEPKU.

JlanHbIil HAOOP KOMAaH/I He SBJIsIeTCs 00s3aTeIbHBIM, HO €r0 MOYKHO B3sITh 38 OCHOBY IIPU CO3/IaHUN
KoOMaHHOro daiiia Jjis 3amycka Kakoro-au6o 110 APM.

Eciu 1o 3aBepriiennio paboThl TPOrpaMMbl HEOOXOIUMO BUJIETH PE3Y/IbTAT MTPOBEPKU Ha SKPAHEe
MOHUTOPA, TO HEOOXOAMMO B KoMaHIHOM daitie 3amycka [I0 APM BoimosmuTs KOMaHIy «Iay3as.
Hanpumep, ciemayronmm odpa3oMm:

hashfile -p -T file.hsh file.log

pause

B nmanHOM citydae mocsie BBITIOJIHEHUS MPOBEPKU KOMAHIHBIN (hailjl OCTAHOBUT CBOIO PabOTy, U
Oy/ieT XKaTh HaXKaTusl JIO00H KJIABUIIN Ha KJIaBHATYPe.
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6 KOJIbl BOSBPATA

Konpr Bo3Bpara, Bospaiaembie porpammoii hashfile.exe, npusenenst auxke (Tabmuma 1).
Tabmuma 1 — Koasr BosBpara, Bosppainaemble mporpaMmoii hashfile.exe

Koz Bo3Bpara Onucanue

0 Het omubku. IIporpamma BbITIOJTHEHA YCIIEIITHO

2 Ommubka oTkpbITUs aitia

1000 Hesepno 3ajanb mapamMeTpbl KOMAHIHON CTPOKH

1001 Buyrpennsgs ommbKa 1mporpamMMbl

1002 N3menen pasmep daiiia

1004 Hapymena nemoctnocts daitia. He coBnajaer 3nadenue xam-gyukmun daitia
1006 MmuoxkectBennag omubdka. Hapyiena 11ej10cTHOCTh HECKOJIBKUX (hailjioB




APM
CK31
0C
1O
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I[IEPEYEHb COKPAIIITEHIN

ABTOoMaTu3npoBaHHOE pabodee MECTO

CpencrBo Kpunrorpadudeckoil 3amuTel THGOPMAIIn
Omnepannonnas cucrema (Operating System)
ITporpammuoe obecreuenne
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INEPEYEHD TABJINII

Konpr Bo3Bpara, Bo3sparmaemblie mporpammoii hashfile.exe
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Jlucr perucrpaliin U3MeHeHUi

Howmepa smctoB (cTpanni)

Nsm

HBIX

N3MEHEH-

3aMeHEH-
HBIX

HOBBIX

QHHYJIIPO-
BaHHBIX

Bcero
JINCTOB
(cTpanmur)
B JIOKYM

Ne nmokymenta

Bxomsmuit

JIUTEJTBHOTO

Ne  compoBo-

JOKYM U JaTa

IToam

Hara
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