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AnHOTaIIUA

JlaHHBI TOKYMEHT COJIEPZKUT OMUCAHWE TIPOIECcCa SKCILIYATAINN CPEJICTBA KPHUIITOrPahUIeCKOR
samute! nadopvarmn (CK3U) «Bamgara CSP».

JoKyMeHT mpeiHa3HaYeH /I T0/Ih30BaTe/ el Kak PYKOBOJICTBO IO 9KCILTyaTaIllnd KPUITOrpadu-
1qeckoro nposaiijiepa «Bamumara CSP».
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1 HASHAYEHUE U YCJIOBUA ITPUMEHEHU A

1.1 Hazaauenue
Kpunrorpaduueckuit nposaiinep «Bamunara CSP» npennaznaden jiis:

— BBIYUCJICHUS U TPoBepKHu 3jiekTporHoil nojmucu (1) B coorsercreun ¢ 'OCT P 34.10-2001
u 'OCT P 34.10-2012;

— BBINOJIHEHU 3amdpoBanus U pacimdpoBanus ganubix B coorBercTBuu ¢ 'OCT 28147-89;

— BBIYUCJIEHUS UMHUTO3AIIATHI JaHHBIX B coorBercTBrn ¢ [OCT 28147-89 (mpu 9TOM HOIEPIKE-
BAIOTCsI UMHUTO3AIIUTA, JINHON 4 OaiiTa U UMUTO3AIIUTA, JIMHON 8 6a171T);

— BBIYHUCJIEHNs KJIo4a napHoit cessu Juddu-Xenmmana ¢ ncmob30BaHIEM TTap 3aKPBITHIX U OT-
KPBITHIX KJoueil, co3panibix B coorBercTBun ¢ 'OCT P 34.10-2001 u 'OCT P 34.10-2012;

— BBIUuCIeHns x3mu-gyukiun gaaabix B coorsercTun ¢ [OCT P 34.11-94 u 'OCT P 34.11-2012;
— BBIPAOOTKH CJIYIafiHOTO YUC/Ia 38 JAHHON JIJIMHBI;

— cosnaHus (TeHepalnum) 3akKpbITHIX Kitoudeir B coorBercreuu ¢ ['OCT P 34.10-2001 u
I'OCT P 34.10-2012;

— BBIYHUCJIEHUS OTKPBITHIX Kiitodeii B coorBercTBun ¢ ['OCT P 34.10-2001 u 'OCT P 34.10-2012.

1.2 YcaoBusi mpuMeHeHUs

Kpunrorpaduueckuit mposaitnep «Banumara CSP» paboraer nom ynpasienuem ciemyomnux OC:
— Microsoft Windows Vista ¢ makerom oOHOBJIeHMIT 1 U BBIIIIE;

— Microsoft Windows Server 2008 ¢ makerom obHOBJIeHHUIT 1 1 BBIIIIE;

— Microsoft Windows 7;

— Microsoft Windows Server 2008 R2;

— Microsoft Windows 8/8.1;

— Microsoft Windows Server 2012/2012 R2.

[Tpu srom mojepxkuBaiorcst Kak 32-6uthabie OC Microsoft Windows (x86), rak u 64-6urasie OC
Microsoft Windows (x64).
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2 CYUYUNTBIBATEJIN KJIOYEN

st BBITIOJTHEHNST OOJIBIMMHCTBA KpUIITOrpadudeckux omneparnii Tpedytores kioun. CekpeTHast
(3aKpbITast) 9acTh KJOYa OOBIYHO XPAHUTCA Ha OTUYYKjaeMbix HOocuTenax (muckerax, USB flash,
«rabierkax» - Touch Memory u T.71.). [lyist 9renns u 3anucu Kjrodeil Ha KJIIOUEBbIe HOCUTEH TIPE/I-
HA3HAYEHbI IIPOrPAMMHBIE MOJIY/N - cauThiBaTeu Kiaodeit. B cocras 110 «Bamumara CSP» wmoryr
BXO/INTH HECKOJIBKO CIUThIBATE IEH KTI0Ueil, X NCIO/Ib30BaHUe PEry/INpyeTcs KOH(PUTYpaIrimoOHHO’
nporpammMmoii «Bamunara CSP».

2.1 Hacrpoiika cunrtbiBaTesieii Kiaroveit

g samycka KoHduUrypammoHHoi mnporpammbl «Bammmara CSP» nHeobxoamMo BbIZBATDH
nyHKT MeHo «Ilyck» — «IIporpammbrs — «Bamumgara CSP» — «Kondurypannonnast nporpamma CK-
BU». g HACTPOWKHN CcUUThIBaTENIeH K/Iodel Hado mepeiitn Ha 3akiaagKy «CuauThIBaTeIn KI0day
(Pucynok 1).

e

ICY i CwiTeiBaTenu kaoua I kot I CepTHdHEATE I EDBME::THMDCTI:I Eepsw:l

— InA BCex NONES0EATENEN [ND YrOnHaHHID]

CuMTeiBaTENE Koda c gckeTel Maw USE flazh. Bepowa 1.0.258.
[MpouzEoouTene: Fornadua BANKOATA.

Briopate |

I_ PEISFIEIJJHTI: NONES0EATENAN HEMEHATE CHUTEIESTENE KAMYS

B .D..I'IH TEEYWEND NONES0ESTENA

Britpare |

()% I OTrieHa | I'IpHmEHHTbl

Pucynok 1 — Saknajika «CunrbiBaTe/n KJIodas

CunTbIBaTe b KII0UA 10 YMOTIAHIIO MOXKET ObITh 3a/1aH agMIHICTPATOpOoM (cM. «IIporpamMMubrit
koMmiuteke «Bammmara CSP» Pykosogcrso Amvmancrparopar BAMB.00060-04 34 01). Ecoin agmu-
HUCTPATOD 3aJ1aJ1 CUuThiBaTe b Katova ¢ aquckersl uian USB flash (em. Pucynoxk 1), To Bece mosb3oBa-
TeJIM TIPU TONBITKE YTeHUs KJIoda Oy/IyT obpariarbesd K jiuckere win dusim-namaTtu. [losb3oBaresnnb
HE MOXKET M3MEHUTb 3TY YCTAHOBKY, HO €CJIM aJIMUHHCTPATOD Pa3PENInI MOJIb30BATEIIM U3MEHITh
CYUTBIBATE/Ib KJIIOUA, TO MOJIH30BATE/Ib MOJIyIAeT BOZMOKHOCTD 33/1aTh CINTHIBATE/b KJIIOUa TOJIBKO
JIst cebst, HasKaB KHOIIKY «BoibpaTh» B HIzKHell qacTu 3akiajku (Pucynok 2).
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Il

OCY  CudTBIEATEMM Kkya I Knn:u'-lul EEDTH'ZIJHKEITI:-II EDBMEDTHMDCT::.I Eepsw:l

— [nA Bcex nonesoeaTenad [No YrondaHum0)

CYMTEIEATENE KNK4a ¢ AWcKETE] MW SE flazh. Bepowa 1.00258.
MpovseogHrent: Kormnanma BATHIATA,

Britpate |

p PEISI:IEIJJHTI: NONES0OEATENAN HEMERATE CHUTEIEATENE, EHHE

—nAa TEKYWErD NONEI0EITENA

k. OTreHa I peHHTE

Pucynok 2 — Ilosib3oBaTeib MOXKET U3MEHUTDH HACTPONKY CUUTHLIBATE/IA KJII0Ya

Ha skpame mosgiBuTCs rajoropoe OKHO BeiGopa caurbiBaresieii kmoda (Pucynok 3).

CyMTHIBATENH KNHYA XI

HazeaHue | MNpousEogHTEE | Bepcua | CeolicTBa |

e < CUMTBIBATENE HE YKA...
(=0 Coéranbii Ouck F.otananua BT 04T A
F.orananua BT 04T A

E CuiTeiEaTEne Peectp KornaHqa BAMTAIATA
EI Cumrbieatens eToken  Komnadua BANAIATA A CrapT-KapTa

(] 4 I OTreHa

Pucynok 3 — /Iuayior BbIOOpa cUUTHIBATE S KIIOYa

Beibepure gpyroit caurbiBaTenb Kiaoda n HaxkmuTe KHONKY «OKy. [logBurcs auamoroBoe oKHO
(Pucymoxk 4).
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Il

OCY  CudTBIEATEMM Kkya I Knn:u'-lul EEDTH'ZIJHKEITI:-II EDBMEDTHMDCT::.I Eepsw:l

— [nA Bcex nonesoeaTenad [No YrondaHum0)

CYMTEIEATENE KNK4a ¢ AWcKETE] MW SE flazh. Bepowa 1.00258.
MpovseogHrent: Kormnanma BATHIATA,

Britpate |

p PEISI:IEIJJHTI: NONES0OEATENAN HEMERATE CHUTEIEATENE, EHHE

—nAa TEKYWErD NONEI0EITENA

CyMTEIEaTENE KAda M3 [AK 'Cofons'. Bepowa 1.0.258.
MNpowzEoouTens: FornaHua BAMKOATA.

k. OTreHa MNprreHHTE

Pucynok 4 — l3amenenune canTbiBaTe /g KIOYa JJIs TEKYIIErO MOJIb30BaTEIs

ZLHH TOr0 YTOOLI CAeJTaHHbIE U3MECHEHUA BCTYIIMJIN B CUJIY, HA2KMUTE KHOIIKY «HpHMeHI/ITb».

2.2 I'pacdpuyecknii narepdeiic mosib3oBaresis nMpu padboTe ¢ KJII0YaMu

2.2.1 UVHTepaKTWBHBII BHIOOP KJIIOYa

B obrmiem ciiydae ajqroputm BbIOOpa CUMTHIBATE IS KJIIOYa TAKOB: €CJIU MTOJIH30BATENI0 PA3PEIIEeHO
U3MEHSITh CUUTBhIBATEb KJI0Ya, U OH CJlesaJj 3TO, UCIOJb3yeTcd CUUThIBATE b KJIIO4a, YKa3aHHbII
nojib3oBaTe ieM. Ec/im HeT - UCIoJIb3yeTCsl CUUThIBATE/Ib KII04a, 33/IaHHbI a/IMIHUCTPpaTOopoM. Ecn
1 aJIMMHUCTPATOP He Ha3HA4YUJI CYUTBIBATEb KJII0Ya 110 YMOJTYAHNIO, HA SKPaH BbIIAETCH JUAI0T0OBOE
OKHO, IIpeJ|jiaraoliee BpIOpaTh CUNTHIBATEb Kitoda (PucyHok 5).

BoibepHTe CUMTRIBATENE KAHOYA Xl

HazsaHue | MNpovseogHTEns | Bepcua |
(=0 CoérHbin Ouck: K.omnanua BANK AT 1.0.253
#1 Nk Cosons Komnaria BATMIATA 1.0.259
[EE CuuTRIEaTENE PREcTD K.oranaHua BATI AT A 1.0.259
E Cuvreieatens eT aken K.omnanua BANK AT 1.0.253

OTreHa |

Pucynok 5 — /Iuajior BbIOOpa CUUTHIBATEIS KIIOYa
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Bruibepure cauThiBaTeIb KIIIOYA I TEKyIIei onepamnun ¢ KiaodoMm. CreaHHbIil TaKUM 00pa3oM
BBIOOD CUMTBHIBATEIA KJIOUa HE CTAHOBHUTCS IOCTOSHHBIM - IIPU CJIEIYIONIEM OOpaIleHun K KJIIOTY,
9TOT JIMAJIOT OYJIET BhI3BAH CHOBA. B HEKOTOPBIX C/Iydasix TaKo#l JInasor OYJIeT BOZHUKATD JlaXKe IpH
HA3HAYECHHOM CUHMTBIBATE/E KJII0Ya 110 YMOJYAHWIO - HAIIPUMEDP, B CUTYallud, KOIJa HaJI0 CKOIUPO-
BaTh KJIIOY C OJJHOIO THIIA YCTpPOiicTBa Ha aApyroe. B mporecce obparieHus K KIOYaM HEKOTOPBIMU
CUNTBIBATE/ISIME KJIFOYa MOT'YT BO3HUKATD JOIOJHUTEIbHBIE IUAI0TH, TPEOYIOIINe JTOMOJTHATEIBHOTIO
yKa3aHUs UCTOYHUKA KJIIoUeBoil nadopmanuu. Hanpumep, mpu uciob30BaHUN CIUTHIBATEST KJTIO-
ga ¢ guckersl win USB flash, Ha skpane moxer mosgButhes fauanor (PucyHok 6), mpemmararoniuit
BBIOpPATDH JIMCK, HA KOTOPOM HAXOJIUTCS KJTIOY.

BruibepyTe CMEHHBIH AWK x|

Huck | CepUiHHEIR HoMER |
=1 P D 486-CRER
=IF EAC2-7192
=G 3299-AFF1

OTtieHa |

Pucynok 6 — /Iuajor Beibopa gucka

Ecin cunTeiBaTens Kiioda He 00HAPY’KHBAET HU OJIHOIO JIUCKA, OH BbLIacT coobiuenue (Pucy-
HOK 7).

ChEMHBLIA [McK x|

BCTaBbTE AMCE ANA NOMCKE KNHOYER

Cancel |

Pucynok 7 — Coobierre 06 OTCYTCTBUH KJIIOYEBOTO HOCUTEJIS

[Tocsie BBIOOpaA K/IIOYEBOTO HOCUTEJI YACTO ObIBAET HEOOXOMMO BBIOPATH OJUH U3 HECKOJbKUX,
HAXOJAIIMXC Ha HEM Kurrodeit. [Ijst 9Toro ciyzkut nuasor Bbibopa Kioda (Pucyrok 8).



9
BAMB.00060-05 92 01

YHaMMWTE KONWPYEMBIA KNy %]

WrieHa kniodeli |

OC4BCAA1-E301-43C0-9556-22FB114301EC
A0708345-8FEE-4445-BRC0-7D 471 BAEES42
S_TST_CA

OTreHa |

Pucynok 8 — /IuaJior BbiOOpa Kjo4a

BbI6epI/ITe KJIIOY JIJI OII€palluu, Ha3BaHUE KOTOpOI71 YKa3aHO B 3alr'0JIOBKE OKHa U Ha2KMHUTE KHOIIKY

«OK>».

2.2.2 TIlaposm jijist 3aIUThI KJIO4Ya

[Tpu 3amucu (reHepalu U T.J1.) KJIOYa [O0JIb30BATENIO IPEJJIAraeTCsl BBECTU apOJib JJisl 3allUThI
kioua (Pucynok 9).

Banwnarta CSP

Beegure naponke anA kaoda 1S_TST_Ch

[Maponk: I

MogTEEpHaEHHE: I

k. I OTrieHa

Pucynok 9 — /Inasior 3aj1anus napoJist Kaoda

Beeaure maposis nBa paza u naxkmure KHONKy «OK». Eciun BBenéHHBIE 3HAYMEHUS OTIUYIAIOTCS
JIPYT OT JpyTa, CHCTeMa MPEJJIOKUT MOBTOPUTH HONbITKy (PucyHok 10).

Banwgarta CSP

Maponk W NOQTEEpHAEHME HE COBMSAAKT, NONPoSYHTE BlWE pas.

Mapone: I

MNoaTEEpHaEHHE: I

k. I OTraeHa

Pucynok 10 — /Iunajior moBTOPHOrO 3aJaHUs MTapoisd KII0Ya



10
BAMB.00060-05 92 01

Ecim nosip3oBaTesb He XOUeT 3alllUINATh KJOY aposieM, OH J0JKeH HaxkaTh KHONKY «OK», e
BBOJIg T1aposist. Hazkarne kuonku «OTMeHa» OTMEHsIET He MapoJib, & BCIO OIEPAIIUIO ¢ KJIHOUOM.

[Tpu ureHNn KJro4a, 3allUIEHHOTO [APOJIEM, [OJIb30BATEN0 MIPeJIaraeTcs BBeCTH 1apoib (Pu-
cyHok 11).

Banwnarta CSP

Beegure naponke anA kaoda 1S_TST_Ch

Mapone: I

k. I OTrieHa

Pucynok 11 — /Imnasior npoBepKu mapoJist KJoda

[Ipy HenpaBUWIBLHOM BBOJIE HAPOJIsl TOJIb30BATEIIO [IPEJJIAraeTcsl IOBTOPUTH BBOJ| C yKa3aHUEM
KOJIMYECTBA OCTaBINUXCs TONBITOK (Pucynok 12).

Banwnarta CSP

HenpaBuneHeA napone. JoTanock Nonemok; 2.

Mapone: I

k. I OTrieHa

Pucynok 12 — /Iuajior moBTOpHON MPOBEPKH MMapOJId KII0Ua

Eciu kommaecTBO HEyCIHIENIHBIX TOIBITOK BBOJIA MapoJisd Kiaoda DI craHoBuTCS paBHBIM MaKCH-
MaJIbHO BO3MOXKHOMY (3 TOMBITKHM), 3arpy3ka Kjoda D1 He mpon3BoauTCs U COOTBETCTBYIONIUIT KO/
ommbKU BO3BPAIAETCs MPUKJIaHOMY porpammuomy obectiedenuto (I1110).

Ecmn kmou D11 me 3amuiien naposieM, TO IPU €ro YTEHUH JIMAJIOIOBOE OKHO IIPOBEPKH IIaPOJIst
KJIIOYa, He BbIIAeTCH.

2.2.3 Ocobennoctu paboThl C Pa3JINYHBIMU KJIIOYEBBIMUA HOCUTEJISIMU

CunrtbiBaTesim PyTokeH

B ciyaae BosauknoBenus omuboku 0xEOBESODE «Ommbka ¢d-un RtlLoginTokens mpu mcmoszo-
BaHUU CUYUTHIBaTE/IsI PyTOoKeH, HeoOXomMo OTK/II0UYNThL KamupoBanue PIN-kojoB Ha 3akiajke Ha-

crpoiiku [Tanesn ynpasienus: Pytoken, 3amyctus ee u3 [Tanenn ynpasienuss OC Windows (Pucynok
13).
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AmrsvercTpposane | HocTooi |imbopmaiss)

CuMTBATENMM PYTONEH
FTOT NADAMETD NOIBONAET YEBEMRSITE KOMFSECTED SOCT YT
CTBATEREN PyTokeH

KOM-ecTBo C-MTRIBATENE PYTOKEH: Dl

Kaunposare PIN-Kons
Fsuwnposarue PIN-+ona ynpoluset paboTy W yesmrsmaeT
oxopocTe paboTe ¢ Rutoken, wo ymessisasT ypoBes BesonacHocTi

[ ®susponate PIN+0a

Mamrmisca PIN-<008 N0 yMomraesed

B Mpennarato Nonu3oBaTeno cwerems PIN-«ON KawaL pas, koraa
] HOOML3YeTCR PIN-RKOR, 3A03HHGH N0 YHOIM3HAO

th‘mm?ﬂim

Pucynok 13 — Ilanesns ynpasienuss Pyroken
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3 JATYUKU CJIIYVYAMHBIX YIMCEJI

s paborsr «Bamumara CSP» tpebyercs narunk ciaydaitabix ances (JICH). 1O «Bamumara
CSP» moxer paborarh ¢ pazandnabivu Tunamu JICY, ux ucrnob3oBanne peryjmpyercs KOHPUrypa-
nuoHHoi porpammoit «Banunata CSP».

3.1 Hactpoiika JICYH

st 3amycka kKonduryparuontoii mporpaMmmbt «Basmmara CSP» Heobxomumo BbI3BATH IYHKT Me-
uio «Ilyck» — «IIporpammbrs — «Banunara CSP»— «Koudurypanunonnas nporpamma CK3U». Ha-
crpoiika JICY npoussogures Ha 3akiaazgre «/ICY» (Pucynok 14).

EY

ncH IE'-IHTbIEFaTEﬂH KJ‘IH:I'-IEII Knh:u'-lul EEDTH'IPHKEITbII EDBME::THMDCTbI Eepsw:l

— A Boex Nonk30BaTENEN [Na Yran4aHH]

B HonorvYeckMi 0aTHHE CNYdaiHeR Yucen. Bepoua 1.0.258.
MNpouvseogurent: Kornanua BATALATA,

Britpare |

Copoc OCH |

[T | Paspewme nonbsasarenam ismeHaATs A

—MnaA TEKYWErD NONEI0EITENA

Britpate |

k. | OTrieHa | I'IpHmEHHTbl

Pucynok 14 — Baxmagaka J1CYH

Tun JJCY o ymomdanmio MozKeT 6bITh 3a/1aH aMuHICTPATOpoM (cM. «IIporpaMMHBIH KOMILTEKC
«Bammpnara CSP» Pykosojcrso Amvunucrparopa> BAMB.00060-04 34 01).

Ecmu agvunucrparop 3aman 6uosnorndeckuii JICH (em. Pucynok 14), To mjis Bcex mosb30Ba-
TeJiell Oy/IeT BBI3BIBATHCS 9TOT JaT4uK. [lob30Bare/ib He MOXKET U3MEHUTH 3Ty YCTAHOBKY, HO €CJIH
AJIMIHUCTPATOD PA3PEIIUI 0/ib30BaTe M 3a1aBarh Tutl JICH, To mob30BaTe b Mo/IydaeT BO3MOK-
HoCTh m3MeHnTh Tutl JICH Tosbko 1t cebst, HaxkaB KHOTKY «BbiOpaThy B HUZKHENH 9acTH 38K/ KN

(Pucynok 15).
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Il

ncH IELIHTblBaTenH KJ‘IH:I'-IEII Knn:u'-lul EEDTH'ZIJHKEITI:-II EDBMEDTHMDCT::.I Eepsw:l

— [nA Bcex nonesoeaTenad [No YrondaHum0)

B Honoriyeck i 0aTYME cnydaiHe Jucen. Bepoua 100258,
MpovseogHrent: Kormnanma BATHIATA,

Britpate |

¥ | Faspewne nonbsasarenam waeHATs, AT

Capoc OCY |

—nAa TEKYWErD NONEI0EITENA

Britpate |

k. OTreHa | anMEHHTbl

Pucynok 15 — Ilonb3oBarens MoxkeT n3MeHUTh HacTpoiiky JICYH

Ha skpane nosiBurcst juaioropoe okHo Beibopa tuna JICY (Pucynok 16).

JAaTuvKK Cn¥YaHHBIH YMCEn Xl

HazeaHue | MNpousEogHTEE | Bepcua | CeolicTBa |
0 < ACH He yrazaH:
Buonoryeckui 1CH F.otananua BT 04T A 1.0.259 Tpetyer GUI

- Oy Cotons' K.orinanva BATA OAT A 1.0.253 AnnaparHer ACH
, ACH ‘Akkopn’ K.orananua BT 08T A 1.0.259 AnnaparHerd JCY

(] 4 I OTreHa

Pucynok 16 — Huasor Beibopa J1CH

Beibepure tunt JICH u naxkmure kuonky «OK». Ha skpane mosiBuTcst mCX0HOE OKHO ¢ MHMOP-
marnmeit o Beibparnom J1CY (Pucynok 17).
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Il

ncH IELIHTblBaTenH KJ‘IH:I'-IEII Knn:u'-lul EEDTH'ZIJHKEITI:-II EDBMEDTHMDCT::.I Eepsw:l

— [nA Bcex nonesoeaTenad [No YrondaHum0)

B Honoriyeck i 0aTYME cnydaiHe Jucen. Bepoua 100258,
MpovseogHrent: Kormnanma BATHIATA,

Britpate |

¥ | Faspewne nonbsasarenam waeHATs, AT MHUUMaNMSaLMA | Copoc OCH |

—nAa TEKYWErD NONEI0EITENA

Jaruk cnyyaites ydcen 'Cotank’. Bepowa 1.0.258.
MNpowzEoouTens: FornaHua BAMKOATA.

k. OTreHa MNprreHHTE

Pucynok 17 — JICY g5t TeKyImero mob30BaTe st H3MEHEH

ﬂﬂﬂ TOT'O YTOOBI CAeJlaHHbIEe U3MEHEHUA BCTYIIMJIN B CUJIY, Ha2KMUTE KHOIIKY <<HpI/IMeHI/ITb>>.

3.2 Nanmnammzamnus /1CYH

JICY Tpebyer nanmmaauzannn mocte Kaxaon 3arpy3kn OC «Windowss.

3.2.1 AsBToMaTM4ecKass MHUIINAJIN3AIUS

Nuurmumanuzarus JICY mponcxoauT aBTOMATHIECKH [IPU BBIMOJTHEHUU MEPBOil KpunTorpaduie-
ckoit oneparuu nocste 3arpy3ku OC «Windows».

Ipumevanue - rs unuyuasusoyuu JCY CK3U «Baaudama CSP» saxpumuiti xaov He mpe-
byemca.

J171s1 HEKOTOPBIX JaTIYNKOB, HampuMmep, onosorudeckoro JICH, Habop mepBUYHBIX CIyYailHbIX JTaH-
HBIX TPeOyeT BMeIaTe/IbCTBa 0JIb30BaTe s (IIPOU3BOIHLHBIX HAXKATUIT KHOIIKU KJIABHATYPBI WU JIBU-
JKeHuil «Mblkoii» ) (Pucynok 18).
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Buonoruueckyid JCY x|

MokanyHcTa, ABWMAFTE MEILBH WM HEHMMARTE KNAEHLL. .

—

OTreHa |

Pucynok 18 — Iosy4yenune ciydailHbIX YUCEST C IIOMOIIBIO ITOJIb30BaTE I

3.2.2 IlpunyauresbHasi MHUIAAJIN3AUSA

B HeKoTOpBIX ciyvasx, HAIIpUMEp, Ipu paboTe ¢ CePBEPHBIMU IIPUIOKEHUSAME, YI00HO BBIIOJI-
HuTh uHunaan3anuio JICY npuryaurensao. s sToro Hago HaxKaTh KHONKY «VIHUImam3ams»
Ha 3akjanke JICY mporpammbr kouduryparuu «Bamumara CSP». [IlporpamMmva BBITOJTHUT WHATIAA-
muzaruio JICY rak ke, Kak 6610 onucano B myHkTe 3.2.1 u Beigact coobmenue (Pucynok 19).

Banvpara CSP El

L]
1 } AT wonewHo MHMUKANKEHpOEaH.

Pucynok 19 — Coobmienne 06 yaaunoit maunmaansamnuu J1CY

[Tpu HOBTOPHOIT TIOIBITKE MPUHY/IUTETHHON HHAMATA3AIMHI TpOorpaMMa BbiaacT coobmienue (Pu-
cynok 20).

Banugata CSP x|

1 } AT v¥e HHHUHANHZHPOEaH,

Pucynok 20 — Coobmenne 06 nannmaaumzoBaraom J1CY

Yrobbr BepuyTh JICH B HavambHOE (HEMHUIMAIN3UPOBAHHOE) COCTOSIHUE MOJIH30BATE/b MOYKET
HaxkaThb KHONKY «Copoc JICY» na zakmaake JICY.
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4 CEPBUCHDIE OYHKIINN ITPOI'PAMMUBI
KOHOUT'YPAIINUN

4.1 Onepalum ¢ KJIIO4YaMu

Ha zaknajke «Kirouns» pacrioioykeHbl KHOIIKHY, TIO3BOJIAIONINE KOIUPOBATD, YAAJIATh, MEHITH I1a-
poJii, TIPeobpPa30BBIBATH KJIIOYN U OOHOBJISATL Macku kiodeil (Pucynok 21).

[0l

acy I CuMThIBaTENM Katoda Faiom | EEDTH'I'HKEITI:II EDBMEDTHMDCTbI EepBHcl

— Onepatu
" Teryw Wi nonbsoEaTen: ) MokansHas MawrHa
K.onupoEaTE | Hpanue | CrEHUTE napn:nnbl
Mpeotpasosare | Wa |validata GOST A 34.10-2001 CSP =]
B: |validata GOST R 34.10-2001 C5P =]
[T Asropurea "3 us B [ Pazpewure skenopr kamoya
™| KawpoeaTe cerpeTHEE KAy [T Ezawupoeates MWH-kons crapm-rapn
Pasmem ke e OTREsmhlE) Eaeye: 256
fd MHHMEMEHEE BREMEA HHSHN Ii
FAMHGH [rc]; ey

] I OTreHa pHEeHHTE

Pucynok 21 — Bakmagaka «Kioans

4.1.1 KomnmpoBaHue KJjroda

st KonmpoBaHUs KJII09a ¢ OJHOTO HOCUTE IS Ha JIPYyroit HaxkMmuTe KHONKY «KomupoBarsy. Kemm
nanmamsarus JICY emé He Oblia BRITOHEHA, Ha SKPaHe MOsIBATCs auajoru nauimamsanmn J1CY
(em. myHkT 3.2.1). 3arem, Jgazxe ecjid B KOHMDUIY AU 38/IaH CIUTBIBATE b KJIHOUa 10 YMOJTIAHUIO, HA
SKpaHe MOSIBUTCH JTUAJIOT BBIOOPA CUNTBIBATEIIA KIII0UA. DTO JIeJIAeTCs JJIsd TOTO, YTOOBI 0JIb30BaTE b
MOT' KOIIMPOBATH KJIIOUM C PA3HBIX KJI0UeBbix HOocuTeseil. [locie Toro, Kak moJib3oBaTe/ib BbIOEpET
KJIIOY JIJIsl KOMUPOBaHUsI, Ha SKpaHe MosaBUTCsI coobiienue (Pucynok 22).

KonuvpoEaHHe KNHUEHr C ODAHOrND HOCHTENA HA ApYTra XI

- .
l ¥ AANHTE KNHMHEEDH HOCHTENE.
WCTAHOEMTE YMCTEIA HOCHTENE AN 3aMMCH HA HEMD KAHIYEEEL KOMHA,

OTMEHE |

Pucynok 22 — CooOrrienne o0 3aMeHe KJII0YeBOr0 HOCUTEJIS
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Ecou 1151 yeTaHOBKY KJTFOUE€BOTO HOCHUTE/IsI, HA KOTOPBII TOJIb30BaTE/Ib X09eT CKOIUPOBATDH KJTIOM,
HEOOXOIUMO yJIATUTh TEKYIIHI KJIFOUeBOI HOCUTE/Ib, 9TO HAJO CJIEIATh MOC/Ie MOSABICHUS TAKOTO CO-
obmennst. B nporusHOM ciyuae (Hampumep, mpu kormpoarun ¢ guckersl Ha USB-flash), manmnoe
coo0IIeHe MOYKHO OCTaBUTh Oe3 BHUMaHus. [locste HaxkaTust Ha KHONKY «OK» HEoOxouMo BHIOpAThH
CUIUTBIBATE/Ib KJII0YA, Ha KOTOPBI Oy/eT MPOU3BOINTHLCS KOMMPOBAHUE KJTIOUa, U JTOXKIAThCS 3aBep-
menus oneparun. Ha sxkpane nosiButcs coobirerne 00 YCIENTHOM 3aBepIIeHnn U cooDIeHne oo
omubke, Harpumep (Pucynok 23).

Banupata CSP x|

KonMpoBaHKe CeKpeTHOrD KNHYa,
CuKbka OxEOBEDOLZ

K DY Y3HE CYILECTEYET

LR

Pucynok 23 — Coobrrierne 06 omubdKe Ipy KOMMPOBAHUH KJTFOUa

Cremxyer OTMETUTB, 9TO JOJIM CEKpeTa KJ4eid, c(OpMUPOBAHHBIX 110 AJTOPUTMY «3 U3 6» mjm
«2 13 3», KOMUPYIOTCS O OTJE/THHOCTH.

4.1.2 VYigajgeHue KJiiod4ei

st ynanenust Kiodeit HaXKMUTE KHOIKY «Y1aanThy. Eean nanmmannzanus JICY emé ne Oblia
BBINIOJTHEHA, HA SKpaHe mogBsaTcst auanorn nanmmammsamun JCY (em. m. 3.2.1). 3arem Ha sKpaHe
HOSIBUTCS JIAJIOr BbIOOpa Kioueil (Pucynok 24). B ormmare oT ocraibHbBIX Olepanuii, Ipu yIaaeHnn
[10JIb30BaTE/ b MOXKET BBIOPATH Cpa3y HECKOJbKO KJIoueil, moJib3ysdach Kiaapumamu Shift u Control.

YHAMMWTE ¥ aNAEMbIE KNHHH XI

HMEHa KIHOMER |
FB114301EC

AA105345 as A48E-BEC0-TD 471 BAE 6342

s I OTrieHa

Pucynok 24 — Jluasior BeIOOpa KJItoUeit /st yIaaeHusT

[To okoHuaHUM orepaIuu Ha SKPAHE MOTBUTCA COOOIIEHIE 00 YCIIEIITHOM 3aBEPINEHIH U COO0IIe-
aue 06 omubke. [Ipu yrasenun Kioda IpORCXOIUT TPEXKPATHOE 3aTUpaHne TOi yacT (hpusmdaeckoit

aMATA HOCUTEJId, T/e HAXOAUJICH KJII0Y, II0O9TOMY Ollepaliusd y/iaJleHIus MOXKET IIPOJ0IZKAThCA J10J1b-
11e, YeM IIPOCTO 3allUCh KJII0Ya.
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4.1.3 CwmeHna mapoJisi KJro4da

s cMenbI mmaposis KJiroda HaxkmuTe KHONKY «CMeHuTh maposiby. Kean naummammsanusa J1CH
emé He ObLIA BBINOJIHEHA, HA dKpaHe nosBarcd juajoru waummagnsanmn J1CY (em. m. 3.2.1). 3a-
TeM Ha SKpaHe MOABUTCs IUAJIOr BBIOOpa Kirova. FKcjm mosb3oBaTesb BbIOpas KJIHOU, Ha KOTOPbI
y2Ke ObLI YCTAHOBJIEH 11apOJib, II0JIb30BATE b JIOJI2KEH BBECTU €r'0, a 3aTeM 3a/iaTh HOBBIA I1apOJb C
HOTBEpKIeHneM (cM. 1. 2.2.2).

4.1.4 IIpeobpa3oBaHue KJro4da

QOyHKIMIO IPpeodPa30BaHmsd 3aKPhITOIO KJII0Ya CJIEyeT UCI0Ib30BaATh IPH HEOOXOIUMOCTH KOIIM-
pPOBaHUs 3aKPBITOTO KJII0Ya U3 OJIHOIO KPUITOTpaduaeckoro mpoBaiijiepa B JIpyTroi.

Brittosinerune mmpeodbpasoBaHusi BOSMOYKHO TOJIBKO JIJI 3aKPBITHIX KJIIOUel, pa3peIeHHbIX /Il 9KC-
rnopra B 3ammmdpoBaHHOM Bujie. Boimo/iHenne mpeodpa30BaHms 3aKPBHITHIX K04, COBMECTUMBIX CO
Cpencreom K3 CKA/I «Curnarypas Bepcusi 3.6, HEBOZMOKHO.

s npeobpasoBanus KJitoda HEOOXOJMMO BBIOpATh M3 COOTBETCTBYIONINX CIIMCKOB KPHUIITOTDa-
duteckue nposaiijieps! - ncTOUHUK U pueMHuK. [lajee cieayer naxkarb kHONKY «[IpeobpazoBarhs
(kronka «IIpeobpazoBaTh» CTAHOBUTCS JOCTYITHOMN IIPH BBIOOpE JOMYCTHMOrO Habopa MapaMeTpoB -
Pucynok 25).

i

acy I CuMThIBaTENM Katoda Faiom | EEDTH'I'HKEITI:II EDBMEDTHMDCTbI EepBHcl

— Onepatu
" Teryw Wi nonbsoEaTen: ) MokansHas MawrHa
K.onupoEaTE | Hpanue | CrEHUTE napn:nnbl
MNpeotpasoeaTe | W Il:ryptl:u-P'rI:u GOST B 34.10-2001 Creptographic Service Provider j
B: |validata GOST R 34.10-2001 C5P =]
[T Asropurea "3 us B ¥ Pazpewre skenopt kaoya
™| KawpoeaTe cerpeTHEE KAy [T Ezawupoeates MWH-kons crapm-rapn
Pasmem ke e OTREsmhlE) Eaeye: 256
fd MHHMEMEHEE BREMEA HHSHN Ii
FAMHGH [rc]; ey

] I OTreHa pHEeHHTE

Pucynok 25 — ITapameTrpbl nipeoOpa3oBanus yCTAHOB/ICHBI

Ha skpan OyjieT BbIJIaH CIIUCOK UMEH JIOCTYIHBIX JIJId TIpeoOpa3oBanusd Kio4eii. Beibepute Kimrod
u3 crnrcka n HaxkmuTe KHONKY «OKy. [Ipn HeobxoauMmocTn BBeIMTE 1MApO/Ib JIJIA KJI0Ya W YKasKHATe
KJIIOYEBOI HOCUTEJIb JIJIsl 3aIlUCH [TPe0OPA30BAHHOIO KITIOUA.

4.1.5 QOO0OHOBJ/IeHUE MACOK KJIIO4Ya

DyHKIMIO 06HOBIIEHHST MACOK (IIepereHeparin) 3aKphITOro KIIF0Ua CJIe/lyeT HCIOIb30BATh HCKITIO-
YUTEILHO JIJId IepereHepalun 3aKPbIThIX KJII0Yeil KBaJIMMUIIMPOBAHHBIX CePTU(MUKATOB, c(DOPMUPO-
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BaHHBIX 10 aJaroput™my «3 u3 6» win «2 u3 3». Jauayo nporegaypy HEOOXOIUMO HPUMEHSITh JIJIs
BO3MOKHOCTHU MCIIOJIb30BaHUS TAKNX 3aKPBITHIX KJIIOUeH B TeUeHNe YBEJINIEHHOT'O NHTEPBaJIa BpeMe-
HU.

it OGHOBJIEHUST MACOK 3aKPBITOTO KJIIOYa HaXKMUTE KHONKY «OOHOBUTH MacKu». Fcim uHUIm-
ammsarus JICY emé ne 6buta BBINOJIHEHA, HA 9KpaHe TosiBATCs auasoru nanimam3anun JJCH (cm.
. 3.2.1). 3areM Ha 9KpaHe MOSIBUTCSI IUATIOT BHIOOPaA KJIF0Ua, C(OOPMUPOBAHHOTO 110 AJITOPUTMY «3 U3
6» mwm «2 u3 3». Creyer 3arpy3urb TpebyemMoe KOJIMIecTBO Krodeii-1oeil cekpera (3 - /s Kitio-
qeit, cOPMUPOBAHHBIX 110 AJTOPUTMY «3 U3 6»; 2 - i Kitoueil, chOpMUPOBAHHBIX 110 AJTOPUTMY
«2 u3 3»), MOCJIe 9ero MpOM3BECTH 3aIiCh OOHOBJIEHHBIX KJIO4eil-1oteil cekpera (6 - Jyist Kirouei,
copMUPOBAHHBIX 10 AJITOPUTMY «3 U3 6»; 3 - I Kito4eil, cOPMUPOBAHHBIX 10 aJTOPUTMY «2 U3
3») Ha YUCTBIE KJIIOYEBbIE HOCUTEIIN.

4.2 Onepanuu ¢ cepTuduKaTaMmn

[Tepeitns wa 3aknajgky «CepTuduKaTbl», M0Jb30BATEIb MOXKET BBIIOJIHATH OIEPAIUU 110 YCTa-
HOBKe cepTuduKaToB B pasindnble xpanuiniia (Pucynok 26).

e

acH I CuMTBIBSTEMM KJ‘IH:I'-IEII Kmou  CeprueukaTs | EDBME::THMDCTI:I Eepsw:l

% T ekyWMA NONES0EATENE: i~ NMokaneHaA MawMHa

Brigpate | I

— HoTaHoeuTE CEPTHHRMHEAT B CHCTEMHOE XPAHWMLLE

S PEHHAMLL E; I j
MraA Enioya gna =
CERTHRMEAT ! I J

Mg
[Friendly Mame]: I HeTaHOBMTE |

— 3anMcaTh CepTHBUEST Ha ChapT-KapTy

CrapT-KapTa: I j

Kraa knoua gnAa 4

CEQTHRMEST S I j AMHCETE |
()% I OTrieHa | [ pHrEHHTE |

Pucynok 26 — 3akragka «Ceprudukarsrs

4.2.1 VYcraHoBka cepTuduKaTta B CHCTEMHOE XPaHUJIUIIIE

Kondurypanuonnas nmporpamma «Bammmzara CSP» mo3sossier nomemars cepTuduKaT B CUCTEM-
noe xpanmiuine OC Windows. Cradasia 1mojib30BaTe/ib JOJKEH BbIOpaTh cepTudUKAT, s 3TOrO
HAJ/I0 HAXKaTh KHONKY «BbIOparbs U B cTaHJApPTHOM JIMAJIONOBOM OKHE BBIOpATh (haiiyi cepTudukara.
[Tocsie aTOrO Ha SKpaHe MOSIBUTCS JIHAJIOT, 0TOOpazKaronuil Beiopanublii ceprudukar (Pucynok 27).
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DBwHe IC::ucTaE: | ryre ceprudcanm |

CeepeHWA 0 cepTHHKaTE

HeaocTaTouHo MHGOpMaLKM ANA NPOEEPKK 3TOMD
cepTHiprKkaTa.

Komy Beigan:  WCERT_IIS MEW

Ken Bb1gaH: a2

AefctenTened ¢ 02,07,2009 no 03.07.2014

.
{ ¥CTAHOEWTE CEpTHIDHKAT. .. I SAFENEHHE NOCTAEWHES |

Pucynok 27 — Orobpaxkenne BHIOpAHHOTO cepTU(PUKATA

Kondurypanuonnast mporpamMmma aHaJU3UpPyeT BLIOPAHHBII cepTHMUKAT U IIPe/ijIaraeT CUCTEMHOe
XPaHWINIIE, B KOTOPOE €ro cjeayeT ycTaHoBUTb. Jlajiee mporpamma NbITaeTcsl U3BJI€Yb U3 CEPTU-
dbukara mvs (npeHTHGUKATOP) COOTBETCTBYIONIEIO 3aKPHITOrO Kiova. [IporpaMma 3anmcsBaeT ero
(ecm obHapyzkuT) B mosie «wms kmoda mis ceprudukaray, a U3BAEUEHHOE U3 cepThUdUKATA UM
Brajenbia - B noje «Vms (Friendly Name)» (Pucynok 28).
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i

acH I CYMTEIBSTE MM KJ‘IH:I'-IEII Kmous  Ceprvemkars | EDBMEDTHMDCT::.I Eepsw:l

0 TE-'K'_-]LIJ,Hﬁ NONEZ0ESTENE e MokaneHas MawUHHa
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A knwda gna

e II]SEDLEHI]AEEIGLI'ITB j
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[Friendly Mame): IEEE RT_IE YeTaHoeuTe |

— 3aNMCaTE CEpTHERMEST HA ChApT-KapTy

CraapT-KapTa: I j

MrA Enioya ana - 3
CEpTHDMEST & I J ElnlEEn

k. | OTreHa | anMEHHTbl

Pucynok 28 — Ceprucdukar BeioOpan

[Tosb30BaTE b MOXKET U3MEHUTH XPAHUJIMINE, B KOTOPOE CJIejlyeT IIOMECTUTh BHIODAHHBLI cepTu-
dukar (Pucynok 29).

e

acH I CYMTEIBSTEMM KJ‘IH:I'-IEII Emous  Ceprudukars | EDBMECTHMDDTI:I Eepsw::l

% Terywwit nonbs0BaTeNL | MokanbHan mMaiHa
Eeitpare | ID:'\tmp'\EN =CCERT_IE.O=\aLIDATAST=M5K C=RU.cer

— HoraHoeuTe CEPTHHRMHEAT B CHCTERMHOE KPaHWMLLE

FPEHMHLL E I NuyHeE j

MrA Enioya ana
CEpTHDMEST &

y JoBEpUTENEHBIE OTHOWEHWA B NPEANpHATHH
F1A MpOME#YTOYHEIE LEHTPEI CEETHERHEALMH |
; . . ; HCTaHOBMTE

[Friendly Mame]: | Qenekr nosbsosarens Active Directon

JNoEepeHHEIE HSaATENH

CepTHEWEATEL K KOTOPBIM HET A0BEpHA

CTOPOHHME KOPHEEEIE LEHTPEI CERTHEMEALMM
ChapT-KapTa: JoEepeHHEIE AMLE

— JanucaTe CepTHEM

=

Kr4a knua gnAa
CEPTHEHE ST 5 j Janmcate |
k. I OTrieHa | [ pHrEHHTE |

Pucynok 29 — Beibop xpanuiuma Jijidg cepTudukara
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[Tosp30BaTeNIb TAKIKE MOKET U3MEHUTH UMsT (MIeHTH(MUKATOP ) 3aKPBITOTO KJII0Ya, KOTOPbIii Oy1er
npuBs3aH K ceprudukary depes coiictsa (Property) cucremuoro xpanwmnuiia. s sToro ciempyer
JIOO BBECTH UM BPYUHYIO, JIMOO BHIOPATH U3 OTKPBIBAIONIEr0Cs CITUCKA. EC/n TpuBA3Ka 3aKPbITOrO
KJIIOUa He TpeOyeTcsi, MOoJIb30BaTe/lb MOKeT 04icTuThL 910 noje. Comaepxumoe moss «Vms (Friendly
Name)», KoTOpoe HOMeIaeTcss B COOTBETCTBYIOIIEE CBONCTBO CHCTEMHOTO XPAHWJIUINA, TAKXKe MO-
JKeT ObITh OTPEJAKTUPOBAHO BpYyUHYI0. OOBIYHBIN 110Ib30BATE/ b MOXKET OMEIaTh CePTU(UKATHI B
CUCTEMHOE XPAHUJINIIE TOJBKO B pa3jiest « [eKkytnii mop30BaTe/by. Eein y mobp30BaTess eCTh COOT-
BETCTBYIOIIUE ITpaBa, OH MOXKET MOMeInaTh cepTuduKaThl B pa3jesn «J/lokagibHbIil KoMIboTeps. s
9TOT0 HEOOXOIMMO TIEPEBECTH MTEPEKTIOYATEh B BEPXHEN YacT! 3aKJ/IaJIKU B TOJIOKeHNe «JloKaabHasd
MAaIIUHA .

[Tocsie Toro, Kak Bce mapaMeTpbl 3a/aHbl, [T0JI30BATE/b JIO2KEH HaYKATh KHOIKY «YCTAHOBUTH.
[Iporpamma ompeseisier, B KaKoe XPaHUJIUIINE JOJZKEH OBITh YCTAHOBJIEH CEPTUMUKAT U TOMEIAeT
ero Tyfa. B ciaydae ycnexa Boiiaércst coobmienue (Pucynok 30).

Banupata CSP x|

‘EJ) CEpTHMKAT YOMEWHD NOMEWEH B XpaHMAKWE APy rHE NoNES0EATENH',

Pucynok 30 — Coobiierne 06 yCIenrHoM pa3MeleHnn cepTruduKara

4.2.2 3anucek ceprudukara Ha cMapT-KapTy

Kondwurypanmonnass mporpamma «Bammmara CSP» mosBossier 3ammcbiBaTh cepTudUKaT Ha
CMapT-KapTy, Ha KOTOPOW HAXOJUTCH COOTBETCTBYIONM ceprudukary kiaod DI, Cravara moab3o-
BaTe/Ib JIOJIPKEH BBIOPATH CePTUMUKAT, JJIs TONO HAJI0 HAXKATH KHOIKY «BhiOpaTh» 1 B cTaHIapTHOM
JIMAJIOTOBOM OKHe BbIOpaTh (aiiyi ceprudukara. [loce sToro Ha skpane mosiBUTCA JUAJIOT, 0TOOpa-
JKAIOMN BBIOPAHHBIN cepTuduKaT. 3aTeM He0OXOINMO BbIOPATH CMapT-KAPTY U3 OTKPBIBAIONIETOCS
CITHCKA TIOJIKJIIOUEHHBIX K KOMIIboTepy cMapT-kapT (Pucynok 31).
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k. I OTreHa | anMEHHTbl

Pucynok 31 — Beibop cMapT-KapThl

Ecim ny1s1 BBIOpaHHOIO THITA CMapT-KapThl HE YCTAHOBJIEH CINTHIBATE b Kitoda D11, Oyer BoiaHa

ommbka (Pucynok 32).

Banwparta CSP ﬂ

MNony4eHHe CrMCKa KNHHed Ha cCHapT-EapTe
! Cmbka 0xEOBEOOZFE

J&HHEIR BHA, CHMAPT-KapTEl HE NOAAEMKHESETCA

Pucynok 32 — Coobiienne o Heroiep:KuBaeMoM THIIE CMapT-KapThl

BareM cire/lyeT BBIOPATH M3 CIUCKA 3aKPBITBIX KJIFOUEH, OOHAPYKEHHBIX Ha CMapT-KapTe, TOT
KJIIOY, KOTOPBI COOTBETCTBYET 3allMChIBAEMOMY cepTuUKaTy, U HayKaTh KHONKY «3ammcaTb». B

ciiydae yerexa Boiaaércs coobmenne (Pucyrok 33).

Baniparta C5P El

1 } CepTHHHKAT YCNEWHD 3aNMCaH Ha CHADT-KAapTy.

Pucynok 33 — Coobiienne 06 ycrenrsoit 3anucu ceprudukara



24
BAMB.00060-05 92 01

[Ipu wucrosb30oBaHUN CMapT-KapT C 3AlMCAHHBIMU HA HUX CepPTU(MUKATAMEI PEKOMEHJIYETCS OT-
KJIIOUNTh UX aBTOMATHYECKOE DACIPOCTPaHeHHe (T.e. IIOMEINeHHe STHX CepPTU]HUKATOB B CHCTEM-
uele xpanmwinima OC Windows). [Ijist 9Toro cireyer HaCTpOUTh TapaMerpbl ciy:KObl «Pacmpo-
crpanenue ceprudukaray (CertPropSve) OC Windows nocpeicTBoM pelakTUPOBaHUs IPYIIIOBOM
MOJTUTUKH JIOKAJIHHOTO KOMIIBIOTEpaA, YCTAHOBHUB 3HadeHHe IapameTrpa «BkiroduTh pacipocTpane-
HUe cepTudUKATOB CO CMapT-KapThbly» (Haxojgdiierocss B nanke «Korduryparms KOMIbIOTEDa»-
> «AnmuHHCTpaTHBHBIE AGI0HBI»- > « KommonenTer Windows»->«Cmapr-kapray ) B «OTKIOUATE>.

4.3 HacTpoiiku coOBMECTUMOCTH

[Tapamerpsr coBmectumoctu ¢ apyruvmu CK3W macrpanBaroTcs Ha 3akiajike « COBMECTHMOCTD»
(Pucynok 34).

EY

Aacy I CUMTEIEATENM KJ‘IH:I'-IEII Knh:u'-lul CeprHemrarel  COBMECTHMOCTE |Eepsw:|

F TEK';ILI.I,Hﬁ NoNES0EITENE r IMakansHad rMallMHa

¥ | MpoEepATE LEROURY CEFTHBULATS MEM WHEEOEaHUA 408 CEAM Kb 0 CurHatypa

™| poBEpATE CEpTHMEHIAT Ha OTS5IE NpM WHeREosaHME 07 CE.3H CEA I CurHamypa

Ceprudukar ornpagdrend 0nd CK.3M CRA L CurHatupa no yronyaHm9m;
Bnageney; I MNokazare |
MOEHTHEHESTOR KHYE: Britparte |

k. I OTrieHa [ peHNTE

Pucynok 34 — Baknanaka «CoBMECTUMOCTD»

4.3.1 Hacrtpoiika ceprudukara mudpoBaHud No ymMosdanuio ajs «Banugara CSP»
CKA/I «Curnarypa»

[Tpu nmdposanun st CKAJL «Curnarypa» Kpunrornpoaiiiepy Heobxomum K4 (ceprudu-
KaT) mmdpoBaHUs OTIPaBUTENs MUMDPOBAHHOTO co0bIeHNsi. HeKoTopbie TporpaMMbl, HaIpUMep
Microsoft Office Outlook, He nepemator sroT Kitou (ceprudurar) nposaiiaepy. B sTom ciaydae nob-
30BaTeIb JIOJI2KEH 33/1aTh ero B Konduryparuu. /i 3roro HeobxonumMo HaxkaTh KHONKY «Bbibparh»
nanporus noJist «Vaeatudurarop kioday. Ha sxpane oTkpoercs quajior co CIIMCKOM CepTH(UKATOB
¢ kaodamu mudposanus g CKAJL «Curnarypay, eKammux B CHCTEMHOM XPaHWIAIIE «J[mIHbIe>
TeKytero nosb3osaresns (PucyHok 35).
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x

EEISepuTe CEpTMMIHE AT OTNPSEMTENA WHPPOEaHHE! COOGLLEHME
ana CK3M CEAL CurHarypa no yraondaHmmw:

B nageneL, | Mr4A kawoya | JelcTEET © | JelcTEYET No |
CH=TL5_Client, QU=w40, DC=pki, .. 108WTEUGEH0 10.02.2010 23072019
Ch=Client2, 0=\ alidata, C=ru B 7AK LIG=LOT 0&.05. 2008 18.04.2013

CH=TLS_Server. OU=v40, DC=pki.... 4961MEGDGA01T 10022010 23.07.2M13

HApaTe EbINENEHME ] I OTrEHa

Pucynok 35 — Crmcok JUIHBIX cepTuUKATOB s MU POBAHUS

Ecnu orobpazkaemoii B criimcke mH(pOpMaIUl HeJOCTATOYHO, TIOJIh30BATE/Ib MOXKET JIBAKIbI KJIUK-
HYTh IPaBOil KHOIIKON «MBIIIKK» Ha JIIOOOM cepTuduKaTe. 9TO UPUBEIAET K IOsBJICHUIO HA dKPaHe
CTaHJAPTHOTO JuaJiora mpocMorpa ceprudukara (Pucynok 36).

COwme IC::ucTaE: | riyre cepridmicaumm |

@ﬂ CeeaEeHHA 0 ceEpTHMKaATE

HeaocTaTouHo HHGBOPMALLMKM ANA NPOEEPKH 3TOrD
cepTudmKaTa.

KoMy BeipaH:  TL5_Client
Ken b1 aH: RookiZh

AercTEMTENEH ¢ 10.02,2010 no 24.07,2019

@ ECTh SaKPEITRIA KNHIY, COOTEETCTEYHILLMA 3TOMY CEpTHBMEATY,

SAAENEHHE NOCTaEWHES

Pucynok 36 — eranbHbIil IpoCMOTP cepTudUKaTa U3 CIIUCKA

[Tosib30BaTe b JTOJIZKEH BBIOPATH B CIUCKE CePTUMUKAT, KOTOPBIH MO0 YMOJIIaHUIO OyJIeT UCIOJIb-
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soBarbest i mmdposanus s CKAJL «Curnarypas u waxkarb kHonky «OKs. Muadopmarus o
BBIOpaHHOM cepTuduKare orobpasurces Ha 3akaaike «CoBmectnmocTby (Pucynok 37).

IEY

acy I CyMTEIBETEMM K.I'IH:I'-IEII Knh:n'-IHI Ceprdmrare)  COBMECTHMOCTE ||:E|:IEFHI3|

% TeruywMi NoNES0EaTen: | NokansHas MalliHa

¥ | MpoeepATE LERoUKY CEFTHBULATS MEM WHEEOEaHUA 408 CE3M ka0 CurHamypa

™| poEEpATE CEpTHEHIAT Ha OTSEIE NpH WHeposaHHH 017 CE.3H A I CurHamypa

Ceprudukar ornpaedrend 0nd CK.3M CRA L CurHatupa no yrdonyaHm9m:;
Bnagenew; IEN=TLS_EIient, OU=v40, DC=pki, D C=ricex, DC=ru Mokasars |

WaeHTHeukarop kaoya: | 1088WTEUGHDT

k. | OTrieHa MplireHTE

Pucynok 37 — Ceprucdukar jiis mmudpoBanus BbIOpaH

It Toro 9TOOBI ¢/le/TaHHbBIe M3MEeHEeHNsT BCTYIIU/IN B CHJTY, HasKMUTe KHOMIKY «[Ipumenntsy». Yro-
OBI ITPOCMOTPETh KHGMOPMAIINIO O BHIOpAHHOM cepTudukare, HaJI0 HaXKaTh KHONKY «[lokazaTby». UTo-
Obl M3MEHUTDH BBIOPAHHBIN cepTUdUKAT, HEOOXOIUMO €Ié pa3 HaKaTh KHOIKY «BblOpaTb» u BbI-
oparb apyroii ceprudurar. Hermocpeacrsennoe namenenune mapamerpos «Biagemneny n «pentudu-
KATOP KJI0Ua» BPYIHYIO HEBO3ZMOKHO. UTOOBI OUMCTUTH 9TH T0JIst (OTMEHUTH BBIOOD cepTuduKaTa 1Mo
YMOJTIAHUIO) HEOOXOJNMO HAKaTh KHONKY «BbIOpaTh» W B OTKPBIBIIEMCS JUAJIONe HAYKATH KHOIKY
«YOpaTh BBIJIEICHUAECS.

4.4 JlomosiTHUTEJIbHbIE OIepalun

CepBucable (GyHKIINN, HEe UMEMOINNe OTHOIEHN K KIIYaM U cepTudukaraM, peajn30BaHbl HA
sakiajke «Cepsuc» Konduryparmonnoii nporpammbl «Bamugara CSP» (Pucynok 38).
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Il

acH I CYMTEIEATENM KJ‘IH:I'-IEII Knn:u'-lul EEDTH'ZIJHKEITI:-II CoEtECTHMOCTE  CEQBMC |

= [ apatdETpEl KPHIT AP abUY S SNTOpHTHMaE

n
SRAETRES anrnpnul;rrpgéﬁ_u;ugiﬁ?gi IHaﬁDp MapatdeTpoe & [N YrdonHaH9io) j

Mapaazrpa anrapbl_il'rDMraDuE?%ch%Bf?l-fgg. IHaﬁDp NAparETPOE & [NO Yrom4aHH] j

M apamr?l'jr?ta E?rgpgqq‘nag#nq : I Hafop napatdeTpas & [No YrdonHaH9i] j

[lapareTpel anroptmrda dEhdd-=enaqHa j
and kakMed no FOCT B340 0-200 I

[poEEpHTE MOOYNE

k. OTreHa I peHHTE

Pucynok 38 — 3aknajka «Cepsuc»

4.4.1 VYHUYTOXKEHHE colepKumMoro daiijaa

JL1s1 HaIEXKHOTO YHIUYITOXKEHHSI COAEPXKUMOT0 (aiiyia MoIb30BaTe b H0JIKEeH HayKaTh KHOIIKY «3a-
TepeTh ailyiy U yKaszaTh 3aTHUPaeMblil (ail/l B cTaHIapTHOM JuaJjore BbiOopa daitta. IIporpamma

nonpocut nojareepzkerne (Pucynox 39).

Banwnarta C5P El

\..‘p Bkl ¥EEpEHEl, 4TO XOTHTE ZaTepeTk tann 'Diitmplddd.rnd'?

da |

Pucynok 39 — Iloarsep:xienue 3aTupanus daiiia

Ecan nonb3oBatenb HaxkKMET KHONKY <« lay, comepxkumoe aiiia OyaeT TPUKIbI IIepe3ancaHo,

rocyie gero (aita Oymer yaaacH u3 ¢GpailioBOil CUCTEMBI.

4.4.2 IIpoBepka moanucu MojyJiei
Bo wuszbexkanume yMBIIIEHHON WM CJIydYaifHON IOAMEHBI BCE HCIIOJHSEMbIE MOJLYJIA, BXOSIINAE

B IO «Bammmgara CSP», nmoammcanbl. Hukecsemyromme MOy, OTBETCTBEHHBIE 3a BBIIOJIHEHHE
kpurnrorpadudeckux oreparuii u padory c¢ kiaodamu NI, momnucansr mo 'OCT P 34.10-2012 ¢

ncnoJib3oBarneM Kioda I pazpadborunka [10:
— MOJIyJIU KpHUINTOrpadpuiIecKux OubJIMOTEK;

— MOJLyJIb OMOJIMOTEKN pabOTHI € TOJIK/TIOYAEMBIMUA MOJTYJ/ISIMHT;
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— noakodaeMbie Mojyn JICY u caurwsiaTeseir;
— MOJLY/Ib KOHMUTYPAIIMOHHO! TPOTrPaMMbI;
— MOJLYJIb IPOrPpaMMBbI ITPeoOpa30BaHUS KJIIOYEl.

OcTanbHuble MOJLYJIN TIOJIMCAHBI ¢ UCIIOJIBL30BAHIEM cepTHdHUKaTa pa3pabOTINKa, MOJIyICeHHOTO B
kommanuu VeriSign, ¢ nomorpio yruaursl Sign Tool (signtool.exe) u3z cocrasa Microsoft Windows
WDK. Ilposepka D11 mojysieit, OTBETCTBEHHBIX 3a BBINOJHEHHE KPUNTOIPAMDUICCKUX OIleparuii u
pabory ¢ kaodamu DI u 3aKkpITEIME KTI0UaMu mudPOBaHUs, BBIOJHAETCS aBTOMATUIECKU IIe-
peJl X 3arpy3Koii, T.e. MCIOTHSIeMbIil MOY/Ib He Oy/IeT 3arpyzKeH P BOSHUKHOBEHUN OIMMOKH ITPH
npoeepke ero 1.

[Ipu neobxoIMMOCTH TIOJIL30BATETH MOXKET TPOBEPUTD MOIHICH JTI000T0 Moy 110, naxkas KHoI-
Ky «IIpoBeputb MOJy/ib» U BBIOPAB MOJY/Ib B CTaHJIAPTHOM juajore BbiOopa daitra. B ciayuae
ycrexa Ha 9KpaH Oyzer BbigaHo coobiienue (Pucynok 40). Ciepyer uMeTs B BUJLY, 9TO IPU IIPO-
Bepke vdespe.dll Beimaérest ommbKa MpoOBEepKU MOJIIUCH, T.K. JIAHHBINA MOJTYJIb MOJITUCAH KOMITaHUEH
Microsoft u cpecTBamMu KoHGUTyPAIMOHHON IPOrPAMMBI HE MOXKET OBITH ITPOBEPEH.

Baniparta C5P El

L]
\lj) Moanyce mogayna 'D:iydidebugiydkdeys, dil' yenewHo npoeepena.

Pucynok 40 — Coobiierne 06 yCIentHoit mpoBepKe MOITUCH MOJTYJIs

B nporuBHOM citydae 6yzer Bbiiano coobrenne o6 ommbke, Hanpumep (Pucyrok 41).

Banupata CSP X|

MpoBsepKa Mogyna ' WINDow S setdebug, exe’
1 Owwkbka 0xENBFOOL A

' £
CIWKEKa NOMCKa Mackk darna GHanHoTekH

Pucynok 41 — Coobiienne 06 0TCYyTCTBUM TOITACH B MO/TyJTE

4.4.3 PopmarupoBanue u cmeHa IIMH-koga KiaoyeBoro HocurTeis

B nacrosmee Bpemsi dyuknusa popMaTupoBanus mojiep:kuBaeTcd s cantbiBaTesieir vd Token
(OPKH), vdToken, Cobosb u SecretNet.

JI71s1 TIOArOTOBKY KJIIOUEBOI0 HOCUTEJI K paboTe MOXKHO UCIOIb30BaTh (DYHKIINIO (hOPMATHPOBa-
HUs KJIIOUEBOro Hocutesisd. [Ijist 9Toro mosb3oBaresib H0/KEH HayKaTh KHONKY «DPopMmarupoBaTby u
yKa3aTb TpeOyeMblil CIUThIBATEh B INAJIONOBOM OKHE BbIOOpa cuuThiBaTeselt kiaoda (Pucynok 5).

anee ciemyer BHIOpaTh KJIFOUEBOi HOocUTeNb jist (popmarupoBanus (Pucynok 42).
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Bribepute vdToken (DKH) x|

CuMTeIBaTENE | CepubiHeii M2 | QnucaHue |

Yalidata wdToken O

k. I OTtieHa

Pucynok 42 — BpiOop KJIIOYEBOIO HOCHUTE/IS

B amasioroBom OkHe BBOJ@ mapameTpoB dopmarupoBaHus Kiodesoro Hocuress (Pucynox 43)
caejlyeT yKa3aTh Tpedyemble mapaMeTpbl (hopMaTHpOBaHus U HaxKaTh KHONKY «OK»:

— mapamerp «MakcumatbHBII pasMep ceprudukarTay yKa3blBaeT MAKCUMAaJIbLHBIN pa3Mep cepTu-
durara B8 DER-koupoBKe, KOTOPBIil MOXKHO OyJieT 3ammcaTh Ha KJIIOYeBOl HOCUTEID;

— 1pu BKJodeHun onmun «Paborars 6e3 [INMH-ko1a» ncnob3oBanne HOCUTE IS B KadecTBe (PyHK-
roHaJIbHOTO KrtoueBoro Hocuressi (PKH) Oyer HeBO3MOKHBIM;

— TIpU BKJIIOYEHUU OIIUHU « YCUJIEHHAas 3alluTa KJII04ay KJII0YeBOH HOCUTE b HEBOZMOXKHO OyIeT
UCIob30BaTh ¢ npeabpymumu Bepeusivmu CK3U «Bammmara CSP».

dopHaTHpoeanve ydToken x|

CepuiiHed M2 97349340

o * G140 daim 14332 dair

"MEKCHMaﬂbeIff{ pastEep CEPTHEMEATa

M uHMManeHaA nakHa MAH-koga; I a

JonycTHMOE KONMYECTED OLWME0K; I 10

I_ HeouneHHan SAWMTA ENioHa

k. I OTrieHa |

Pucynok 43 — Ilapamerpnl hopmaTupoBaHus

[lepes navaaom mporeaypsl popMaTupoBanusd OyJIeT BbIJIAHO IPEIYIPEKICHIe O HeoOpaTHMOM
yIaJeHn! TaHHBIX Ha POPMATHPYEMOM HOCHUTEJIE.

B nacrosimmee Bpems ¢yukmusa cmenbl [IMH-koma mopaepkuBaercst i cantbiBareseit vd Token
(PKH) u vdToken.

Jns emennr [TMH-koma KIF09eBOro HOCHUTE IS MOJIb30BATENb JOIKEH HaxKaTh KHONKY «CMEHUTH
[IH-kom» m ykazaTh TpeOyeMblil CYUTHIBATE/b B JIMAJIOTOBOM OKHE BHIOOPA CUMTHIBATEECH KJIIOYa
(Pucynok 5).

Hanee ciemyer BHIOpaTh KiIroueBoii Hocuresb st cmenbl [INH-koma (Pucynok 42).
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B mmasnorosom okue cmensr [IMH-koma kimodesoro Hocuresns (Pucynok 44) cieayer BBecTH cra-
poiit [INH-koz1 (ecsm on ObLT yecTaHOBIIEH paHee), BBeCTH JiBa pasa Hoblil [IMTH-kox 1 HazkaTh KHOIIKY

«OK>».

YcTanoska NMWYH-koaa Ha ydToken x|

CepuiiHeIi M2 97349940

Beeaure cTapeid MAH-koa; ||

Beegure Hoeeid [TAH-ko; I

Mogreepamre HoseE MAH-kog: I

| k. I OTrEHa

Pucynok 44 — Cwmena [TNMH-koma
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5 IIPOI'PAMMA ITPEOBPA3OBAHNIY KJIIOYEN

B cocrap CK3U «Bamumara CSP» BxoanT mporpamMma mpeodbpa3oBaHnst KJIOYEH, ¢ TOMOIIBIO
KOTOPOIi MOKHO BBIIIOJIHUTDH IIpeodpaszoBanue kioda u3 gpopmara CKAJl «Curnarypas B dopmar
Kpunrorpaduieckoro nposaiijiepa «Bammmara CSP».

[Iporpamma mpeobpazoBanms KJIIOUEHl BBINOJHEHA B BHUJAE YTUJIUTHI KOMAHIHONH CTPOKU
WO2CSP.EXE, koTopasi HAXOIUTCS B KATAJOre YCTAHOBKH KPHUIITOrpaduaeckoro mposaiigepa (o
ymosaaanio C:\Program Files\Validata\VDCSP).

C nomomipio porpammbl WO2CSP.EXE M0KHO BBITIOJTHUTE TTpeoOpa3oBaHme KT0Ueil, KOTOphIe
HAXOJIATCS Ha KJIIOYEBOM HOCHUTEJIE THIA <«JIMUCKeTa» WM Ha KJIFOYEBOM HOCHUTENIe TUIa «(JIdii-
aMATh». KC/I KIII0Y PACIIONIoKeH Ha KJII0YeBOM HocuTe e apyroro tuma (Hanpumep, Touch Memory
«AKKOpZIa» ), TO TIepeJi BBIIOJHEHHEM TTPeoOpa3oBaHmsT HEOOXOMMO CKOIMPOBATEH KJIIOY [P TOMO-
mu «Bamunmata CSP» CKAJI «Curnarypas Ha KJIIOYEBYIO «JIUCKETY» WM Ha KJIFOYEBONW HOCHUTE]D
«USB-flash».

151 BBIIOTHEHNS Tpeodpa30oBaHus HEOOXOMMMO YCTAHOBUTDH KJIIOYEBYIO «IHCKETY» B IUCKOBO/L
win kiao4ueBoit Hocuresib «USB-flashy 8 USB mopr. Ilociie sToro 3amycrurs u3 riiasaoro mexnio OC
Windows KOHCOJIb «KOMaH/IHO CTPOKU», TEpeiTH B KATAJOl YCTAHOBKH KPHUITOIPadUIeCKOTO MPo-
Baiiiepa ¢ momorbio Komas el CD «C:\Program Files \ Validata \ VDCSP» u 3amycruts mporpammy
1peoOpa30BaHms CJIC/LYIONIM 00Pa30M:

wo2csp.exe 1 a:

- JIJTsl «JIACKETBI» WJIH

wo2csp.exe 1 f:

- st mocuresst «USB-flashy, koTopbiit ofkitouena kak auck «f:» (BO3MOKHBI BapuaHThI «d:»,
«e, ...).

[Iporpamma npeobpaszopanus cunraer K04 B (popmare CKAJl «Curnarypay ¢ HocuTessd TUIIA
«JTUCKETa» WU C HOCHUTEN TUIA <«(JII-IAMAThY W BBIJIACT JUAJOTOBOE OKHO JIJIsi BBIOOPA KJIIO-
YEBOTO HOCHUTEJIsI, KOTOPBIH 0//iepKuBaeTcs KpunrorpaduaeckuM mposaiigepom «Baaumara CSPs.
YcraHOBUTE HOCUTE b M YKAKUTE €ro B TUAJIOTOBOM OKHe JIjIsT 3amucy Ha Hero kormn Kiaoda CKAJT
«Curnarypa» B popmare «Bamummara CSP».

Ecim B kOMaH HO# cTpOKe 3aIrycKa MporpaMMBbl Ipeodpa3oBanus Kirodei 3a1atb Homep 3 (Ha-
npumep, wo2csp.exe 3 a:), To Oyer BoiroJHeHo npeobpasosanue Kioda CKAJl «Curnarypas, cdop-
MUPOBAHHOI'O TI0 aJIropuTMy «3 u3 6». B aTOM ciydae jijist YTeHus: KJIIOYa HYKHO OyJIeT 11OC/Ie/10Ba~
TEJIbHO YCTAHOBUTH B JINCKOBOJ TPY KJIIOUEBBIE «JIMCKETBI», a [IOCJIEe 3TOrO JJIsT 3AIIMCH KO KJTI0YIa
moTpedyeTcst TOCIe0BATEIHHO YCTAHOBUTD IMIECTh YUCTHIX KJIFOUEBBIX HOCHTEJIEH.

JlomotTHuTE ILHO TTpOrpaMMa ITpeodPa30BaHMsa MOXKET BBIIOJHATH MIpeobpa3oBaHue K/Iodeil u3
CJIEJIYIOIINX KJIIOUEBBIX (hOPMATOB:

— dopmar kmova («VCERT PKI») Tonbko s Beimosnsenust D11 (B KoMaHIHON CTPOKE HY?KHO
yKazaTb HOMED 2);

— dopmar kioga (« VCERT PKI») mia seimosaenust 911 u mudpoBanus (B KOMaHHOI cTpOKe
HY?KHO yKa3aTh HOMeD 4);

— dopmar kimoga 1o cxeme «3 u3 6» (« VCERT PKI») na oxun kiiodeBoil Hocure/ib B (hopmate
«Bamiara CSP» (B KOMaH/IHON CTPOKe HYZKHO yKa3aTb HOMED 5);

— dopmar kimova 1o cxeme «3 u3 6» («VCERT PKI») Ha 6 xiioueBbix HOocutTeseil («3 u3 6») B
dbopmare «Bammmara CSP» (B KoMaHIHOIT cTpOKe HY?KHO yKa3aTh HOMeD 6).
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INEPEYEHDb PUCYHKOB

Baknanka «CIUTBIBATEIN KITIOUAS . . . . o . o o o o o e e et e e e e e
[Tonb30BaTe/ b MOXKET U3MEHUTH HACTPOUKY CUUTBHIBATENA KIIOYA . . . . . . . . . . . .
JImaor BeIOOpa CIUTBIBATEST KIIOUA . . « o o o o v e e e e e e e e e e e
Vzmenenne canThbiBaTe/d KJIOYA JIJIs TEKYIIErO MOIb30BATEA . . . . . . . . . . . . .
Jluajior BBIOOpA CUUTBIBATEIIS KITIOU& . . . .« o o o o o oo o oo e e e e
JIMamor BBIOOPA JIUCKA . . .« o v o v v e e e e e e
Coobrrienne 00 OTCYTCTBUU KJIFOIEBOTO HOCUTEIS . . . . « o o o o o oo o e o o
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