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AHHOTAIUS

Hacrosmmii 1OKyMEHT COIEpKUT ONMCAHUE YCTAHOBKM M HacTpouku IIporpammer PesepBHoro

konupoBanus (manee — IIporpamma) mox ymnpasienuem OC Linux.

[Iporpamma mpenHa3Ha4YeHa Ui OpraHU3AMK PE3EPBHOIO KOMUPOBAHMS PA3IMYHBIX JTaHHBIX
(¢paiisbl, KaTasmoru, apXxuBkl, pe3epBHbie Komuu bJ]) Ha cepBepe ¢ OC Linux. [TporpamMa aBToMaTu4ecku
BBITIOJTHSIET HACTpaMBaeMbIe TPOIEAYPHl CO3IaHUS PE3ESPBHBIX JAHHBIX, TEPECHUIKY X HA PE3CPBHBII
cepeep (OC Linux), a takke oOccrieyMBaeT 3allUTy IMEPECHUIAEMBIX JaHHBIX. JIOMOJHUTEIBLHO B
[Iporpamme peanuzoBan «TLS mocpeaHuk» uisi co3MaHUs 3alUIICHHBIX TPOKCU coearHEHUH, «TLS
IUTIO3» NIl co3gaHus BHUPTyaubHbIX 4YacTHBIX cerel (VPN) u «TLS daiinm» ans opranuzanuu

aBTOMATHUYECKOTO 0OMEHA MOMMCAHHBIMU (haiiflaMy MEXIy CEPBEPOM H €T0 KIMEHTAMHU.
[IpenycMoOTpeH KIIacCTEpHBIN pexXUM pabOTHI.

HOKYMGHT npeaHa3Ha4CH IJid aIMUHHUCTPATOPOB B Ka4CCTBC PYKOBOJACTBA IIO YCTAHOBKE H

HAaCTpOMKeE.
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1 OBILWE CBEJEHUS

1.1 HA3HAYEHUE
HpOl"paMMa PeBepBHOFO KOIIMPOBAHHA npenHasHaqua AJIs1 OpraHu3altuu:

® pE3epBHOrO KOMUPOBAHMS PA3JIMYHBIX JaHHBIX ((hailibl, KaTanoru, apXuBbl, pe3epBHbIC
koru BJT) Ha cepepe ¢ OC Linux;

® 3aNIMIIEHHOHN NMepPeChUTKN JaHHBIX yepe3 TLS mocpennuk (Mpokcu);

® 3ANIMIIEHHBIX CETEBHIC B3aUMOJICHCTBUI MEXKYy CEPBEPOM U €T0 KIMEHTAMH C IIOMOIIBIO
TLS nuto3a a1t opraHusaiuy BUPTyaabHbIX YacTHBIX ceteit (VPN);

® 3aNIMIIEHHOTO aBTOMAaTHYECKOTO oOMeHa (haiiimamMu MeXIy cepBepOM U €ro KIHMEHTaMH

no TLS npoTokomny B moAnucaHHOM BHJIE.

[TporpamMma nmoiiepKUBaET KIaCTEPHBIA PEKUM paOOTHI.
1.2 YCJIOBWME BBITIOJIHEHUS

1.2.1. TPEBOBAHUS K YCTAHOBKE

Ecnu IIporpamma He ucnionb3yet TLS u kimactepHblil pesxuM paboThl, TO BHIIOIHSTH

NpeABAPUTCIIbHBIC YCTAHOBKH HE HYXHO.

[Tpu ucnione3oBanuu TLS mepen ycranoBkoit [IporpaMmbl HEOOXOIUMO BBIITOIHUTH YCTAaHOBKY

cnenytomrero [10:
o [IK «Banmunara Knuent L» Bepcus 6.
Ecnu [IporpaMma ycraHaBIMBaeTCsl Ha KJIACTEP, TO HY>KHO JIONIOJHUTENIBHO YCTAHOBUTD:
e Kiacrepnoe 10 Corosync.

[Tpumepbl yCTaHOBKH 3TUX MPOTPaMMHBIX MakeToB st deb qucTpubyTrBa JaHbl HIKE.

1 sudo dpkg -i zpki-6.0.464.0-0.amd64.deb [IK «Banmunara Knuent L»

Hozaxmounts CD muck ¢ OC Linux u yctaHOBUTB BepcHs 6

nomnojHuTeNsHOe HeoOxoaumoe T10.

sudo apt -f install -y

2 sudo apt install pacemaker pcs —y Knacrepuoe 1O Corosync
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1.2.2. TPEBOBAHUS K CEPTUGUKATAM
[Tpu ucnosnb3oBaHUU POTOKOIA TLS HY)KHO YUYUTHIBATh CIEAYIONTHE TPEOOBAHMS K
cepruduKaram.
1.2.2.1. CEPTU®UKAT CEPBEPA

Ceprudukar TLS cepBepa gomkeH comepkaTh o0s3arenbHbii nacHtudukarop (OID) B

«pacuImpeHHoOM 00IacTH MPUMEHEHHs»: TTpoBepka noaymuaHocTd TLS ceprepa (1.3.6.1.5.5.7.3.1).
Ceprudukar TLS cepBepa JOHKCH COIEPKATh JOMEHHOE MMl CEPBEPA B «AIIbTEPHATHBHOM
umenu Branenbiay DNS: «1omenHoe uMs cepBepay (Hampumep, TLS.server).
1.2.2.2. CEPTU®UKAT KIIMEHTA

Ceprudukar TLS kimuenTa nomkeH coaepkars oos3arenbhbiii uaeHtudukarop (OID) B

«pacuImpeHHoM 00IacTh MPUMEHEHUs»: TIpoBepKa nouymaHoctd TLS knuenta (1.3.6.1.5.5.7.3.2).
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2 YCTAHOBKA ITPOI'PAMMABI

2.1 YCTAHOBKA

YcranoBka [IporpamMmmbel ApxuBaTopa ocymiecTsisiercs Ha APM wim cepBep, paboTaromue mo;i

yrpasienuem OC Linux, u3 guctpubyrusa bucopvd.deb ¢ momornipro koMaub:
sudo dpkg -i bucopvd.deb

Bce mporpaMmel Pe3epBHOr0 KOMMpOBaHMsI yCTaHABIMBAIOTCS B pazaen «Y tumthhy (Utility)

OHCpaHHOHHOﬁ CHCTCMBI.

Jnst onepanmonnbix cucteM (OC) Linux (manpumep, OpenSUSE) ycTaHoBKa BBITTOTHSIETCS C

nomoipio auctpudyrusa bucopvd-1.0.1-1.x86_64.rpm (Bepcus 1.0.1-1 MOXKET U3MEHSITHCS):
sudo rpm -i ./bucopvd-1.0.1-1.x86_64.rpm
WITH

sudo zypper install ./bucopvd-1.0.1-1.x86_64.rpm

2.2 OTKJIIOYEHUE FIREWALL

Ecnu nog OC Linux ycranoBien FIREWALL To ero paboTa Meniaet ApXuBaTopy co3/1aBaTh
BupTyanbHbie yacTHbie ceTu (VPN) B pexxume TLS mimiosa. B atom cnyqae FIREWALL nyxHO

otkimounTh. Hanpumep, mog OC Linux OpenSUSE oH ycTaHaBiIuBaeTcst O YMOTYAHHIO.
[Tposeputh Hanuure FIREWALL M03HO ¢ TOMOIIIbI0O KOMaH/IbI:
systemctl status firewalld
YOparthb ero u3 aBTo3amycka MOXKHO TaK:
sudo systemctl disable firewalld
J1Jist ero OCTaHOBKH BBITIOTHUTH KOMaH/Y:

sudo systemctl stop firewalld

2.3 COCTAB YCTAHOBJIEHHOTO ITO

/opt/validata/bucopvd Karasor pasmernienus I10

1 | ./bin [ToakaTasor ¢ mporpaMmmamu

bucopvd CepBuc ApxuBaropa, padOTalOLIHii B aBTOMAaTHYECKOM PEKHME
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bucopvdcfg Kondurypauronnas nporpamma, paboraromiasi B ”HTEpaKTHBHOM

(pyuHOM) peXUME

bucopvd_d CepBHCHas yTHIINTA, KOTOPas HEOOXOAUMA JIJISl PEIICHHSI

po0OJIeMBI 3arpy3KH KITI04a B KIIACTEPHOM PEKUME pabOThI

bucopvdmon WuTepakTuBHAs MporpaMMa MOHUTOPHHTA, 00eCTIeunBaroIas

3aIlyCK M OCTaHOBKY IIporpamMMsl (hailioBoro numo3a

bucopvdlic [IporpamMma yCTaHOBKH JIMIICH3HH

2 | .Ishare [ToakaTaaor ONMCAHUM IS «IECKTOIa»
bucopvdcfg.desktop Onucanue KOHPHUTYPAUOHHOHN TPOTPAMMBbI
bucopvd.desktop Onwucanue cepBuca
bucopvdmon.desktop Onucanue nmporpaMMbl MOHUTOPHHTA

bucopvdcfg_root.desktop Onucanue KOHPHUTYPAUOHHOHN TPOrPaMMBbI JIJIsI 3aITyCKa OT

ru.X509.bucopvdcfg.policy | HMEHH AnviHicTpaTopa (100t)

bucopvd_root.desktop Onwucanue cepBrca IS 3aycKa OT UMEHU AJIMUHUCTpATOpa

ru.x509.bucopvd.policy (roof)

bucopvdmon_root.desktop | Onmcanue nporpaMMbl MOHUTOPHHTA TS 3aITyCKa OT HMCHH

ru.x509.bucopvdmon.policy | A/MHHKCTpaTopa (roof)

bucopvdlic_root.desktop Onucanue MporpaMMbl YCTAHOBKH JIMIICH3UU JIJIS 3aITyCKa OT

ru.x509.bucopvdlic.policy | MEHH AaMumHCTpaTOpa (TO0t)

3 | Jsignal [Toxkarasor yrnpasJsFOIIEr0 CUTHAJIA
system_add KomanHast mporieiypa Co3anusi cepBuca
8 | .Isignal/proceed [ToaxaTamor ympaB/sioIIero CUrHaa JjIs MPOI0KEHUsS paObOThI

B peXHMeE KiacTepa

bucopvd.in VYnpapisromuii cUrHaJ cepBHUca
9 | /signal/quit [ToaxaTanor ynpaisioero CUrHaia NpuHyIUTeIbHOTO
3aBepILICHUS

bucopvd_d.in VYHpaBIsIOMUN CUTHA 1715l CEPBUCHOM yTUIIUTBHI
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10 | ./signal/stop [ToaxaTamor yrpaB/sioOIIero CUrHaa sl OCTAHOBKH
bucopvd_d.in VYHpaBIsIOMINN CUTHAI 1715l CEPBUCHOM yTUIIUTBHI
bucopvd.in YpaBstomuii CUrHa Jjisi cepBrca

11 | ./signal/suspend [ToaxaTamor yrpaBisioOIIero CUrHaia OCTAHOBKH B PEXKHME

KJacrepa

bucopvd.in

VYIpaBisOMMM CUTHAT JJIs CEpBUCA

2.4 JIONOJIHUTEJIbHBIE KOMAH/IbI

sudo dpkg -r bucop

JenHcTamranusa PainoBoro Muro3a

dpkg -l bucop

dpkg -1 | grep bucop

[TocMOTpeTh COCTOSIHME YCTAHOBKHU
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3 HACTPOWMKA ITPOT'PAMMDBI

3.1 KOHOUT'YPALIMOHHAS [TIPOTPAMMA

3.1.1.3A1IYCK

3anmyck KOH(UTYpalloHHOM MporpaMMbl ocyluecTBisieTcss B riaaBHoro meHio OC, B pasupene
«YTruTh», B cTpoke «Konduryparust Apxuaropay. Jlis 3amycka or uMeHH A MuHACTpaTopa (root)

HeoOxoauMo BeiOpath «Kondur. Apxus. (AaMuH.)»
3aIycK MOKHO BBIMOJIHUTB U3 TEPMUHAIBHOIO OKHA C TOMOIIBIO KOMaHIbl:
/opt/validata/bucopvd/bin/bucopvdcfg

Ha OKpaH BbIAACTCA CICAYIOIICC TNAaJIOr0OBOC OKHO.

@ KoHbwurypauwoHHas nporpamMma

Beixog CepeBuc CnpaBka

HacTpoiika npoguneit
Ymony | AKTME | HaumeHoBaHue WaeHTUpMKaTop HactpouTs
O B Npoduns cactemel Apxusmposarua bucopvd_profile_0
fobaBuTb
MNepenmeHoBaTh
yaanuTb

KaTanor pasmeLueHns KoHpurypaumm : /home/aboimov/.validata/bucopvd/config

Pucynok 1. 'naBHoe 0kHO KOHGUTYPALMOHHON MPOrpaMMBbI

[Ipu mepBoM 3amycke co3maercst HyseBoi npoduib ¢ umeneM «lIpoduins cucremsr PesepBHOTO
KomupoBaHus» ¢ uaeHtuduxaropom «bucopvd_profile_0», koTopslii OTMeYeH Kak 3amycKaeMbIi 110

YMOJTYAHUIO.

JlanHbIi AMAIOT MO3BOJSET N00ABIATH HOBbIE MPO(UIHN, YAAIATh U NepeuMEeHOBbIBaTh MX. Ho

MIPU MIEPEMMEHOBAHNH HEIb3s1 U3MEHATh UJIEHTU(DUKATOP.
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[Mpu nobGaBneHnu TpoduIss HYKHO 33/JaTh €ro HaUMEHOBaHHE (3TO MPOW3BOJIBHAS CTPOKA,
KOTOpasi HECET TOJIPKO BU3yaJIbHYIO0 HH(GOPMAIIHMIO) U UICHTU(PUKATOP, KOTOPHIH sBIsieTcs umeHeM XML
¢aitna co BcemMH KOH(UTYpalMOHHBIMHM THapameTrpamu. MaeHTudukaTtop MOXKET colep aTb TOJIBKO
JaTUHCKUE OYKBBI B HUKHEM pPErucTpe, nudpsl 1 CUMBOJ Mog4epKa « ». JnuHa uaeHTudHUKaTopa He

MOXKET MPEeBbIIATh 64 CUMBOJIA.

B HmxHEH cTpoKe OKHA 0TOOpa)kaeTcsl KaTajnor KOHpUTrypauu, Kotopsiid Haxoautes B HOME

paszerne moyib30BaTeNs, 3ayCTUBLIETO IPOrpaMMy KOH(UTrypanuu.
~/.validata/bucopvd/config

Bce HaCTPOCHHBLIC KOHCI)I/IpraI_II/IOHHBIe HpO(I)I/IJ'II/I 6y,[[}7T AOCTYIIHBI TOJIBKO IJISA pa6OTBI OT UMCHH

9TOTI'O IIOJIB30BAaTCIIA.

Criucok npoduiieii pa3meriaercs B ocHOBHOM (atiie bucopvd_config.xml. Bece nmpodunu nexar
psioM B daitnax «uneHtupukarop». Xml (manpumep, bucopvd_profile_0.xml). ITpu mo6om u3MeHeHUH
coiep)KUMOro mpoduiis, Mpeabaylias Bepcus coxpansercss B (aiiie  «uaeHTupukarop». Xml~

(manpumep, bucopvd_profile_0.xml~).

WNnentuduxatop npoduis HyXeH A 3amycka cepBuca IIporpaMMmbl, KOTOPBIN BBITOJIHAETCS

CJIEIYIOIIUM 00pa3oMm:
lopt/validata/bucopvd/bin/bucopvd <unentnduraro>
Hampumep:
/opt/validata/bucop/bin/bucopvd bucopvd_profile_0

Ecnu 3anyctuth cepBuc 0e3 mapamerpa, ToO OH OyAer paborarth ¢ KoHpurypamuei npoduis,
OTMEYEHHOI'0 10 YMOJYaHHUIO, Kak OyaTO OH ObUT 3amylieH ¢ HapaMeTpoM HAEHTHU(HUKATODA,

OTMCYCHHOTI'O IO YMOJIYaHHIO.

Henp3st 3amycTuTh 1Ba cepBUCa C OJJUHAKOBBIM UIEHTU(DHUKATOPOM TTPOQHIIS.

3.1.2.T TABHOE MEHIO ITPOI'PAMMBI
FJ’IaBHOC MCHIO HpOFpaMMBI ITIO3BOJISICT BBIIIOJIHUTH CJ'ICI[YIOH_II/IC ,Z[Cf/iCTBPISL

e BriiiTu u3 nporpaMMbl KOHQUTypauu.

e Hacrpouts mapamerp (mo ymomuanuto /usr/bin/kate), comepskarumii ¥Ms TPOTrpaMMBI
TEKCTOBOTO PEIAaKTOpa, KOTOPBIM OyAeT HMCHONB30BaThCs MPU MPOCMOTPE TEKCTOBBIX
¢aiinoB ¢ mpoToKoIaMH pabOThI IPOrPaAMMBI.

e Brigats uHpoOpMaImio 0 mporpaMmme.
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3.1.3.HACTPOMKA

Jlis HacTpoiiku mapaMeTpoB MPoduiis ero HyXHO BHIOpaTh M HaXKaTh KHONKY «HacTpoutsby.

3.1.3.1. OBILME ITAPAMETPBI

Ha sxpan Oynet Beigan pazaen «O0mume»

HacTpoiika KoHpUrypaunoHHbIX NapaMeTpoB npo@una o
HammeHoBaHue : Mpo¢uab CUCTEMbI ADXMBMPOBaHAA

Wpermgmkatop: bucopvd_profile_0

O6wme | [ONOAHWTENLHBIE | WHuUmanmsauma | Jeidctena | TLS nocpegHmnk | TLS W03 | TLS daiin
Hactpoiku
MNeproa HEAKTUBHOCTK (CEK.) : 60 - +
3aflepxka ANA ONPeENeHNA M3MEHEHWA paina: | 1 = <+ | cekyHg 0 + | munnucekyHa (o1 0 go 1000)
CeTeBOWA TaiiMayT 0TNPaBKM AaHHBIX (CeK.) : 8 - + CeTeBoiA TalMayT NONYYEHUS AaHHBIX (CeK.): | 8 - +
MNpotokon
Katanor BefieHMA NpoToKoNa © /home/aboimov/.validata/bucopvd/log/bucopvd_profile_0 A
MaKCMManbHLIA pasmep npoTokona (K6aiT) : 5120 - +
BKKOUMTb OTNEA04HBIA NPOTOKON [0) NoaknwounTs pacuimpeHHoe 0TAa04HOE NPOTOKOAMPOBaHNE
BrNHO4MTL 3aNMck olWnBoK B syslog BbIKNHO4MTE 38NMCh B NPOTOKON COBbITMA

He 3an1celBaTh NOETOpAKOLAECA owunbkm

OWunBKM

CoxpaH;m: nocnearioio OLUHSKY Karanor: _ Pann: —

CoxpaHuTb OTmeHa

Pucynok 2. Hactpoiika o61mux napameTpos
B pazgene «Hacrtpoiiku» B mapametrpe «lleprnon HeakTHUBHOCTH (CEK.)» YCTaHABIMBAECTCS
3HAYEHUE TEepUoJa «3ACBIIAHUS» MPOrPAMMBI  II€PE]  BBIIOJIHEHUEM  KaXJOW IPOBEPKOU

WHUNUAIW3allHOHHBIX JaHHBIX.

[Tapamerp «3anmepxka st ompeneieHUs M3MEHEHHH (aiiiay MO3BOJIIET HACTPOWUTH TMEPHUO]

BPEMEHH MEXAY ABYMs YTEHUSAMU (ailsia, 4ToObI ONpeIeIUTh HaTu4nue ero MU3MEeHEHUH.

[TapameTrpsl «CeTeBoil TaiimMayT OTIpaBKH AaHHBIX (cek.)» W «CeTeBod TalMayT MOITydYeHUS

JaHHBIX (CCK.)» OnpeacCIAOT BpCMs 3aBUCAHUS ITPU OTIPABKEC U MMOJYUCHUH JAHHBIX IO CCTHU.
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B paspene «lIporokom» B mnapamerpe «Karajmor BeneHHs NIPOTOKOJIA» YCTaHABIUBACTCS

3HAYEHHUE KaTajlora, B KOTOPOM OyayT pazmelarbes (aiibl IpoTOKoa paboThl cepBUCa MPOTPAMMBI.
Karasor BeeHus MpOTOKOJIA 3a/1a€T MECTO XpaHEHUs (PaiiyIOBBIX POTOKOJIOB:

e bucopvd.log - mporokona omubok cepBuca [IporpaMmer;

e bucopvd_report.log - npoTokos cobbiTHit cepBrca [IporpaMMsl.

MakcuManbpHBIA pa3Mep IPOTOKoJa 3aaeT napamerp B Kbaiitax, mocie TOCTHXKEHUS KOTOPOTO
¢daiin mporokona Oymer mepecosmaBaThes. llpempimymuii (aiiin coxpaHsercs ¢ JA00aBICHHEM
nopsaKoBoro Homepa (mampumep, bucopvd.log, bucopvd~1.log, bucopvd~2.log, ...). Ecmu stoT
napametp paseH (), To MPOTOKON OyJEeT 3aMUCHIBATHCA B OJIMH (haiiil. DTOT mapamMeTp pacnpocTpaHsIeTCs

Ha IPOTOKOJ OUIMOOK U MPOTOKOJIbI COOBITHH.

[TapameTpsl «BKJIFOYUTH OTIIAJOYHBINA IIPOTOKOI» U «IIOAKIIOUNTE pacIIMPEHHOE OTJIAI0YHOE
IIPOTOKOJIMPOBAHUC) MMPCAHA3HAYCHBI TOJIBKO MJIA PCHICHUA HpO6J’I€MbI, Korga gaxe p33pa60T‘lI/IK I10
HE MOXET pa300paTbcs C BOZHUKAIOIIeH omnokoii B padote [Iporpammel. J{ns mrataoi padotst [10 stu
mapaMeTpbl BKIKOYATh HC PCKOMCHAYCTCH. Ecnu BxiIrouen OTJIaIquHBIﬁ PEKUM IPOTOKOJIIMPOBAHUA, TO
JOTIOTHUTEIBHO K IITaTHBIM (paitiiamM MpoToKoJa OyleT co3AaBaThCs OTIA0UHbIe (DaiIbl MPOTOKOTA €
umenamu: debug_bcp.log, debug_socket.log, debug_gw_send_socket.log, debug_gw_recv_socket.log,

debug_gw_socket.log.

[Mapametp «BximrounTth 3anuch ommOOK B SySlOg» MO3BONISET OpPraHU30BaTh JIOMOJHUTEILHOES
NPOTOKOJMPOBaHKWE OMIMOOK B cucTeMHbI mpotokosn OC LinuX, xotopsiit HaszeiBaeTcs Syslog. Dra

3aliCh HE OTMEHSIET BEJCHUE ITATHOTO TEKCTOBOTO MPOTOKoJa omubok (bucopvd.log).

C INoMOoIbrO TIMapaMeTpa «BBIKIIIOUNTh 3alUCh B IIPOTOKOJ COOBITHIT» MOXKHO OTKIIIOYHMTH

npotokoJ coosiTuii (bucopvd_report.log).

[TapameTrp «He 3amuchiBaTh MOBTOPSIFOIIUECS OMTUOKMY TO3BOJISIET HE 3aMUCHIBATH B MPOTOKOII

omm6ok (bucopvd.log) Gosbiire 3 MOBTOPSIONIMXCS OMIMOOK 32 KaXKIbIi Jac.

B paznene «OmmOku» MOXHO yka3aTh KaTajor ¥ uUMs Qaiina, B KOTOpbIM OyneT 3amucaHa
nociuenHss ommobka [Iporpammel. JlanHast mporeaypa mo3BoseT OTCIEANTh BOSHUKHOBEHUH OIIMOKH U

BBITIOJTHATH €€ 00pabOoTKYy.

3.1.3.2. JIOTIOJIHUTEJIGHBIE ITAPAMETPBI

J1s HacTpOMKY AOTOJTHUTENBHBIX TAPaAMETPOB BBIOEPUTE 3aKIAKy «/{omoNmHNTEIbHBIC)



14

BAMB.00197-01 91 01

HacTpoiika KoHDUIypaLMOHHBIX NapaMeTpoB npoduan

HaumeHoBaHWe : [po¢Kib CMCTEMbI ADXMBAPOBAHMA

Wpermgmkatop: bucopvd_profile_0

I [JononHuTeneHble

BBINONHUTL MHALMANM3ALMI0 KPAMTOrPagMHeckoro Mpoguas

WHUUManu3aums l Jedctena l TLS nocpe AH1K ITISLunmI TLS daiin

Mpoguns : (0) Be3 3arpysku kmioYa | 3anonHWTE

ncn:

ncn:

LDAP:

YeTaHaBNMBaTL TONLKO AR Knactepa: || Npeasapuiensian 3arpy3

Hactpoikn TLS
(M) Menonb3oBaTe Bepauio TLS 1.2 OTKN0YUTL KpUnTorpagmio (TLS) Bo Bcex nogcucremax
OrpaHmueHne TLS ayTeHTUGMKaLMM (CeK.) : 16 - + OrpaHu4eHrUe HeaKTMBHOCTA TLS (MUH.) © 0 +
Bpema nepe3arpysku coefuHeHUA TLS LWN03a (Yac.) : 0 +

HacTpoiikin ®aiin-knneHta n ®ain-cepsepa

(W] BecTu BXOAALMIA BPXME B KaTanore : /home/aboimov/ validata/bucopvd/archive/in/bucopvd_profile_0
(M) Bectw noxogAwmMiA ApXUE B KaTanore : /home/aboimaov/.validata/bucopvd/archive/out/bucopvd_profile_0

(M) Nepewmelwate owmnEoyHbIe paiinbl B katanor: | /home/aboimov/.validata/bucopvd/error/in/bucopvd_profile_0

(M) Cosgasats nogkatanor : 96%Y'YYY %6%6/%%MM36%,/%% D D %%/% % LOGIN Y%/ %% QU EUEH /%% TIMEY %/ -
MNpw cOBNAAEHAN UMEH halNoB : CoXpaHWUTk ¢ A0BaBNeHMEM HOMEpa (*~N.*) ¥
OTNpaeNATE KEMTaHLMM B BMje: XML daiina -
CoxpaHiTs OTmeHa

Pl/lcyHOK 3. Hachoi'lKa AONOJTHUTECJbHBIX MAPaAMETPOB.

Jnis 3amonueHust kpunrorpapudeckoro npoduis (Bxarouas [ICII, JICIT u LDAP) nHeo6xoanmo
BBIOpaTh pazien «BBIMONHUTE WHUIUAIM3AINIO KPUNTOTPAhUIECKOro MpOoPMIs» U HaXaTh KHOIKY
«3GanonHuTh». Ha o3kpan OymeT BbIIAH AWAIOT CO CIHUCKOM KpunTorpaguueckux mpoduiei
MOJIH30BATENIs, 3aIMYCTUBIIETO MporpaMMmy KoH(urypamuu. [IpeaBapuTenbHO ASTOT TOJIB30BaTElNb
noipkeH cos3aarh ¢ momompbio [1IK «Bamumgata Knuent Ly oauH miaM HECKOJIBKO KpUMNTOrpadUUIECKUX

npoduei.

Ecnu nactpoiika kpunrorpaduyeckoro npoduiis BeimonHsercs i LS nuto3a, To npodumu
ITK «Banuaara Kimnent Ly Hy»KHO c031aBaTh IO yU€THOU 3aMKUChI0 A IMHUHKCTpaTopa (root). J{ist atoro
ycTaHoBKa [IporpaMmel co3ziaet crienuanbHbIA MyHKT MeHI0 «CripaBoyHuk Cept. (AIMHH.)», KOTOPBITA

obecnieunBaet 3amyck «CrpaBoYHHUKA CEPTHPHUKATOBY» OT UMEHH AMUHHUCTpaTopa (root).
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OKHO YCTaHOBKK KpMI‘\TOI’pE(“JHHECKOI’G KOHTEKCTa

BLIGOP KPUMTOrpaguHeckoro npoguns

KpunTorpaguueckui npoguis  MNepcoHansHeIA CNPaBoyHKMK NOb30BaTeNs NoKansHBIFA CNPaBoYHKMK NONL30BATENA CeTe

TLS knueHT cCK3W Banugata  pse://signed//home/aboimov/.Validata/TLS knueHT c CK3W Banupaata/local.pse file://fhome/aboimov/ Validata/TLS knueHT c CK3W Banmpaata/local.gdbm

TLS ceppep cCK3WBanugata  pse://signed//home/aboimov/ Validata/TLS cepeep c CK3W Banupata/local.pse file:///home/aboimov/ Validata/TLS cepsep ¢ CK3W Banmaata/local.gdom

OK OTMeHa

Pucynok 4. Bei6op kpunrorpagpuyeckoro npodus

Bribepere HyxHbII kpunTorpapuueckuil npoduib U3 cucka U HaxxMuTe KHONKY «OK»

OnuuoHadbHBIA  TapaMeTp «be3  3arpy3kum  kmouda» — oOecrieuuMBaeT  3arpysKy
Kpunrorpaduueckoro npopuist 0e3 3arpy3ku Kioda. Takod KpunTorpapuuecKuil mpoQuib MOXKeET

HCIOJI30BAaTHCA JIs1 aHOHUMHOT'O pEKUMa pa6OTLI kiuenTa TLS IIPOKCH.

Ecnu BBl coOMpaeTech UCob30BaTh cepBUC [IporpaMmebl B KIIaCTEPHOM PEXKUME, TO YCTAHOBUTE
onMoOHANBHEIA napamerp «IIpenBapurensHas 3arpy3ka Kiro4a». B aTom cirydae cepBHC TIOCe 3amycka
3arpy3uT Kitod, HOo pabortaTh He Oyxaer. yis Havana u 3aBeprieHUs paboThl DailyoBBIA MUTIO3 OyIeT
oxugate curHanoB ot Cepsucuoit yruautel (bucopvd_d), xkoTopoil MO/DKEH YIpaBiATh KiacTep

(corosync).

Hactpoiika kpuntorpaduueckoro npo@uis MOXKET BBIINIAAETh TaK, KaK 3TO IOKa3aHO Ha

CleAyroueld KapTUHKE.
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HacTpoiika KoHpUrypaunoHHbIX NapaMeTpoB npo@una - O x
HammeHoBaHue : Mpo¢uab CUCTEMbI ADXMBMPOBaHAA

Wpermgmkatop: bucopvd_profile_0

OBuwe | JonodHdTeNbHble | WMHAUWanusauwa =~ JedctBaA | TLS nocpegHnk | TLSwnwos | TLS daidn

(M| BBINOAHWTD MHALMANM3ALIAIO KPUMTOTPadMHECKOro MPOGKAS

MNpoguns: | TLS knueHT ¢ CK3W Banugarta Bes3 3arpy3kum knya m

Ncn: | pse://signed//home/aboimov/ Validata/TLS knmeHT c CK3W Banmaata/local.pse

ncn: | file:///home/aboimov/ Validata/TLS knneHT c CK3W Bannaata/local.gdbm

LDAP:
YcTaHaBNMBaTL TONLKD ANA KNacTepa: MNpeABapuTenbHan 3arpy3ka knio4a
Hactpoikn TLS
(9] UcnonbzoBaTh Bepauio TLS 1.2 OTKNHYUTE KpunTorpagmio (TLS) BO BCex NoAcMcTEMaX
OrpannyeHne TLS ayTeHTUHMKALMA (CEK. ) | 16 - + OrpaHu4eHrUe HeaKTMBHOCTA TLS (MUH.) © 0 +
Bpema nepe3arpysku coefuHeHUA TLS LWN03a (Yac.) : 0 +

HacTpoiikin ®aiin-knneHta n ®ain-cepsepa

(M) Bectw BxoAAWMIA apXME B KaTanore : /home/aboimov/ validata/bucopvd/archive/in/bucopvd_profile_0
(M) Bectw noxogAwmMiA ApXUE B KaTanore : /home/aboimaov/.validata/bucopvd/archive/out/bucopvd_profile_0

(W] NepemeaTs olMEOUHbIe daidnbi B kaTanor: | /home/aboimov/.validata/bucopvd/error/in/bucopvd_profile_0

(M) Cosgasats nogkatanor : 96%Y'YYY %6%6/%%MM36%,/%% D D %%/% % LOGIN Y%/ %% QU EUEH /%% TIMEY %/ -
MNpw cOBNAAEHAN UMEH halNoB : CoXpaHWUTk ¢ A0BaBNeHMEM HOMEpa (*~N.*) ¥
OTNpaenAaTs KBUTAHLMK B BUAE: XML ¢aiina v
CoxpaHuTb OTmeHa

Pucynok 5. Hacrpoiika kpuntorpaguyeckoro npoguas.
Hacrpotiiku pa3nena «Hacrpotiku TLS» mo3BoSIOT 3a1aTh CIeAyIONIHI HA00p TTapaMeTPOB.

VYcranoBka napamerpa «Otkmounts kpunrorpaduio (TLS) Bo Bcex moacuctemax» OTKIIOYAET
3arpy3Ky Kpuntorpagpuueckoro mpopuis U Bcex Kpunrorpaduieckux (QyHKIUH JaHHOTO MPOdUIIs.

JlanHbIi pexxuM paboThl MOKHO MPUMEHSTH JIJIs1 TeCTUpOoBaHus paboTsl [Iporpammer 6e3 kpunrorpaduu

U KIIIOYEil.

[TapameTtp «Mcnonb3oBath Bepcuto TLS 1.2) BkiltoyaeT ucnoib30BaHUE HOBOTO MTpoTokoia TLS,

KOTOpBII paboTaeT Ha HOBOM Kpuntorpapuieckom airoputme («Ky3zHednk»).

[Tapamerp «Orpannuenue TLS ayreHTudukanmm (cek.)» oOecneynBaeT YCTAaHOBKY BPEMEHH
OKUJIaHUSl BBIONHEHHs ayTeHTH(uKanuu 1o mnpoTtokomy TLS. Ecam 3a oTBemeHHoe Bpems
ayTeHTH(UKauUs He OyJeT 3aBEPIICHO, TO IIPOU30MIET aBTOMATHIYECKHIA Pa3pPhIB CETEBOTO COSTUHEHHSL.

VYcranoBka ) BRIKITFOUAET PUMEHEHHE 3TOTO TTapaMeTpa.
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YcranoBka BpeMeHH B mapameTpe «OrpaHudeHne HeaKTHBHOCTH TLS (MuH.)» 1MO3BOJISET
pa3pbiBaTh CETEBbIE COCAMHEHHMS, 110 KOTOPHIM HE UAET OOMEH JaHHBIMU, Yepe3 YKa3aHHOE BpeMmsl.

VYcranoBka (0 BBIKJIIOYAET IPUMEHEHUE 3TOT0 IapaMeTpa.

[MTapametp «Bpems nepesarpy3ku coeauneHuid TLS nuio3a (4ac.)» N03BOJISET TPUHYAUTEIHLHO
pas3pbIBaTh CETEBBIE COCAMHEHUS Yepe3 YKa3aHHOE BPEMsl BHE 3aBUCUMOCTH OT TpaduKa, IPOXOAALIETo

4epe3 OTU COCAUHCHU. Vcranoska (0 BRIKIIFOUAET IIPUMEHECHUEC DTOI0 nmapamMeTpa.

Paznen mapamerpos «Hactpoiku daiin-kinuenra u @ainn-cepepa» NpeaHa3sHAYeH TOIbKO IS

ciryk0b1, paboTaromieii B pesxxume «TLS daiimy.
JlaHHBIC TapaMETPBI TIO3BOJISIOT:

® BECTU apXUB BCEX BXOAAIIUX (ailjioB B 3aJJaHHOM KaTaJore;
® BECTH apXUB BCEX MUCXOIIMUX (paiiIoB B 3aJaHHOM KaTaJIoTe;
e B Cilydyae BO3HHKHOBEHHS OMIMOOK 1O MpUEMY BXOISIIUX (HailIoB mepeMenarb ux B

YKa3aHHBIM KaTaJor.

HapaMeTp «COSI[aBaTL noAaxKarajor» IMpeaoCTaBJIsI€T BO3MOXKHOCTb  CTPYKTYPUPOBATH
pasMEIICHUC (I)aﬁHOB B ApXMBHBIX KaTajlorax MW KaTaJore OIIIHOOK. CHCI_[I/IaJ'ILHLIe CHUMBOJIbHBIC

MOCJIEI0BATEILHOCTH OYyT 3aMEHEHBI CIEAYIOITUM 00pa3oM:

o %%YYYY%% - 3amensiercst Ha TeKymuii roj (Hanpumep, 2023);

o  %%MM%% - 3amensieTcst Ha TeKymuii Mecsil (Hampumep, 03);

o  %%DD%% - 3ameHsieTCs Ha TEKYIIUi IeHb (Hanmpumep, 27);

o %%LOGIN%% - 3amensiercss ansi cepBepa Ha JIOTUH KIHWEHTAa, C KOTOPBIM
B3aMMOJICHCTBYET CepBep, a ISl KIIMEHTA 3aMEHSETCS Ha €ro JOKAJIbHBIN JIOTHH;

o %%QUEUE%% - 3ameHsieTcst Ha MISHTH(PHUKATOP UCTIONB3YEMON OYepeH;

o %%WTIME%% - 3amensiercs Ha Tekymiee Bpems B ¢opmare HHMMSS (mampumep,

133657).
Ecnu cnenuanbHbIX CUMBOJIOB HET, TO 3aMEHA HE TIPOU3BOJUTCS.
Hactpoiika «[Ipu coBnageHnu uMeH (aitaoBy MO3BOJSET 334aTh TPH peKUMA:

o «Ilepe3anucats (aiiny;
o «Coxpanuts ¢ no6aBneHuemM Homepa (*~N.*)»;

e «Brigars cooOuieHue 00 OLIMOKEY.

Y cTaHOBIEHHBIN OMIIMOHATIBHBIN TapameTp «OTHpaBIATh KBUTAHIIMIO B BUAE» OY/IET 3aCTaBIATh

«Daiin-xkmueHT» wim «Pain-cepBep» OTIPABIAThH KBUTAHIIAIO O TIoyydeHnH ¢aitna B Buae XML wmm
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TEKCTOBOM BuJe. KBUTaHIIMS CONEPKUT UMsI TTOJTydyeHHOTro (haiiia, ero pasmep, Xau-QyHKIUIO U JaTy

MOJIyuCHM.

3.1.3.3. WHUIATU3ALIMA ITPOT'PAMMEBI

Ilepeitnute B paznen «MHUIManA3anUs»

HacTpoiika KoHDUIypaLMOHHBIX NapaMeTpoB npoduan

HaumeHoBaHWe : [po¢Kib CMCTEMbI ADXMBAPOBAHMA

Wpermgmkatop: bucopvd_profile_0

JeAcTBAA l TLS nocpe AH1K ITISLunmI TLS daiin

I[ 06Lue l JononHATeNbHbIE MHULManmsauma

(@) YcraHoBKa BpeMeHn

Bpemacrapta: | 0 +  uyacoe |0 + | MuHyT Mepuoa oxuaanma: | 0 +  uvacoe 0 + | MuHyT

Hann4me daiina Ha gucke

MonydeHue gaina no ceT

1P agpec: _ - Nl 0696 — + [ Ts [ Tpeboeats cepTugukar

W3meHeHnA ¢paidna

CoxpaHiTs OTmeHa

PucyHnok 6. O6mue HacTpoiikn

3aknaaka «VHUIMANM3anus» TO3BOJSIET BBIOpaTh ONWH W3 4 PEKUMOB HWHHUIHAIIA3AIIH

BBITTOJTHCHUA Ha6opa ﬂeﬁCTBHﬁ, KOTOPBIC 3a1at0TCA B CJ'ICILYIOHICﬁ 3aKJIaJKe ((I[eﬁCTBHH)>.

B pasacie «Y CcTaHOBKa BpEMCHU» MOKHO YCTABUTH BPEMSA AKTHBALIUU Ha60pa JeUCTBUI B

MEPUOJIe KXKIBIX CYTOK.

[Tapamerp «Bpemsi crapTa» oOecrieurBaeT BBIMOJHEHUE ACHCTBUN KaXKIbIM J€Hb B 3aJlaHHOE
BpeMs. Hanmpumep, ecnu ycranoBuTh 23 yaca 30 MUHYT, TO cepBUC OyI€T BBITTOHATHCS KaK]IbIi JICHD B

23.30.
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«[lepuox oxugaHusD MO3BOJSIET YCTAHOBUTH NIEPUOANYHOCTD BBIIIOJIHEHUS Habopa AeHCTBUI B
TeyeHuu nHsA. Hampumep, ecnu ycraHoBuTh 6 yacoB (0 MMHYT, TO CEpBHC OYAET BBIIOJIHATHCS

NIEPUOANYECKH Yepe3 Kaxkple 6 yacoB, HaUMHAsI C BpEMEHH, 3a/laHHOM B napameTpe «Bpems crapTay.

Ecnu «Bpemst crapTa» ycTaHOBUTH paBHbIM 0 yacoB 0 MHHYT, TO BpeMsi cTapTa OyeT CUUTATHCS

paBHBIM BpEMEHHU 3aIycKa CEpBUC.

((HepI/IOI[ OXUOaHUA» paBHHﬁ 0 gacos 0 MHHYT O03HA4acT, YTO HEPUOIAUIHOCTD 6yz[eT COCTaBJIATH

CYTKH (24 4Jaca)

Ecnu ycranoButh «Bpemst crapta» paBHbiM 0 yacoB 0 munyt u «Ilepuos oxunanus» paBHbii 0
yacoB 0 MUHYT, AeHCTBUS cepBHca Oy1yT BBIIIOJHEHBI OJIMH pa3 B MOMEHT 3aIlycka IpOrpaMMbl, a ocie
BBINOJIHEHUST Tporpamma 3aBepmutcsi (Oynmer BwirpykeHa wu3 mnamsatd OC). JlaHHBIA pexum

IIPEYyCMOTPEH JUIsl OAHOKPATHOTO 3aIlyCKa IPOrpaMMBbl.

Paznen «Hanmmuume daima Ha amcke» oOecredyWBaeT 3ammycKk HaOopa JEHCTBUM, KaK TOJBKO
nmporpaMMa OOHApYKUT 3aJaHHBIA (ailn B 3agaHHOM Katanore. [Ipum uHHULIManM3anuu STOT Gailn He
ynansercs. Ecau B Habope aelicTBUiA HE 3a/1aTh yAajeHHe 3Toro (aiina, To mporpaMma mnocie nepuojaa

HeaKkTUBHOCTH «lleproa HeakTUBHOCTH (CeK.)» OyIeT akTUBUPOBATh HAOOP IEHCTBUM Kax/blil pas.

B paznene «Ilonyuenue daiina mo ceTu» 3agaroTcs ceTeBble mapameTpsl |IP aapeca u Homepa
nopra, Ha Kotopoe OyneT mepeman ¢aiin. CoxpaHeHue monydeHHoOro (aiina OyneT BBIMOIHEHO B
yKa3aHHBIH Katanor. Ecnu yeranoBuTh napametp « TLSy», To mporpamma 6yaet npuHuMaTh (haiiia ToIbKO
Mo MpoToKoIy TLS, ams koToporo HeoOX0IUMO 00s3aTEIBHO 33J1aTh KpunTorpadgudeckuil mpoQus.
VYcranoBka mapamerpa «TpebGoBarh cepTudukary 3ampemniaeT UCMoJIb30BaTh KIUEHTY aHOHUMHBIN

pexxum TLS.

Paznen «3menenus ¢aiina» obecnieunBaeT 3amyck Habopa AeWCTBUIA, Kak TOJIBKO Mporpamma
O0OHApYKHT, 4TO 3aJaHHBIN (haliyl B 3aJaHHOM KaTtajore Obut m3MeHeH. Eciu daiin HaxoauTcs B Karaiore
MIPH 3aITyCKe MPOTPaMMBbI, TO CYUTAETCS, 9YTO OH ObLT U3MEHEH.

3.1.3.4. JIEMCTBUS ITPOTPAMMBI

PaCCMOTpI/IM Ha3HA4YCHUC TapaMETPOB B pa3JiCiI ((I[CI‘;ICTBI/ISI)).
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HacTpoiika KoHpUrypaunoHHbIX NapaMeTpoB npo@una = @
HammeHoBaHue : MNpo¢uab CUCTEMbI ADXMBMAPOBaHAA
Wpermgmkatop: bucopvd_profile_0
OBuwwme | JlononHWTenbHble | WHAUWanMsauwa — JedctBmA | TLSnocpegHnk | TLSwnwos | TLS daidn
AxkTMBHOe | TWn geAcTBMS  HaMMeHoBaHWe AeACTEMA No6aBnTb
BCTaBWTb
M3MEHWTE
Ynanute
K Bepxy
Beepx
BHu3
K Hu3y
CoxpaHuTb OTmeHa

Pucynok 7. Hactpoiika aeiicTBuii nporpaMMsl.

3aknanka «JlefcTBus» oOecreunBaeT 3alaHue CIIUCKA ICHCTBHIA, KOTOPHIE OYAYT BBITIOTHITHCS
MOCJIeI0BATENbHO OT MEPBOIO J0 MOCIEAHETO, MOC/Ie MPUMEHEHUS OJJHOTO U3 4 pEeKUMOB

WHHIMAIU3alMH1, 3aJaHHBIX B 3aKjIagke «HUIIHATIH3a1nsy.

Knomnka «/[o6aBuTh» 1mM03BOJIsSET 1OOABUTH OJTHO JICHCTBHE B KOHEIT CITHCKA.

Knomnka «BcTaButh» 100aBiIseT 0AHO JEHCTBUE MEepe]] CTPOKOM, BBIJICICHHOW KypCOPOM.
Jns n3MeHeHus AeMCTBUS, BBIIEIEHHOTO KypCOpOM, MpeycMOTpeHa KHomnka «M3MeHUuThb».

Y nanuTh 0JIHO WJIM HECKOJIBKO AEHCTBUM MOYXHO C TIOMOIIBI0 KHOMKU «Y MaJIUThy». JIJaHHBIN CIIHMCOK
MpeyCMaTPUBAET MHOKECTBEHHOE BBIJIETICHHE KYPCOPOM C MOMOIIBI OJJHOBPEMEHHOTO HAKATHS

«Mbimu» ¥ KHOTKH «Ctrhy («Shifty).

Knonku «K Bepxy», «BBepx», «BHu3» u «K HU3y» mo3BoJISIIOT U3MEHHUTH TTOCJIEI0BATEILHOCTD B

CIIMCKE IICfICTBHfI, nepemeiias BbIACICHHBIC KypCOPOM OJJHO JIefiCTBHE WIIM HECKOJIBKO JICHCTBUIA.
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[Tocne HaxkaTusi Ha KHOMKY «/{00aBUTH» Ha 3KpaH BbIIAETCS CIETYIOMINN UAIIOT.

OkHo goBaBnNeHUa HOBOro AeMCTBMA - O x

(] JlefAcTBME aKTMBHO
MapameTpsl efcTema

Tan AeACTBMA : - Hactpouts

HanmeHoBaHWe : b

OK OTmeHa

Pucynoxk 8. Jlo6aBienue qefcTBus.

[lo ymomnuanuio nuanor mnpezajaraeT 100aBUTh aKTHBHOe neiictBue. Ecnu yOpaTh OTMETKY
napamerpa «/leiicTBue akTUBHO», TO J0OaBIECHHOE JACHCTBHE OyIeT MPUCYTCTBOBATH B CIIMCKE, HO

BBITIOJHATHCS HE OyIeT.
[Ipexne Bcero HyxHO 3anath Tun aercteus. [lapamerp «Tum geficTBus» UMeeT 5 BapUaHTOB:

e «KoHCONBHAs yTHIINTAY;
o «OtnpaBka daiinay,

e «Komuposanue (aitnay;
e «3amyck IporpaMMal»;

e «Hanuuue daiinay.

I[OHOJ'IHI/ITCJ'ILHO HYXHO 00s13aTeIBLHO 3a1aTb IIPOU3BOJIBHOC HAUMCHOBAHHUEC 3TOI'0 I[CﬁCTBPISI,

KOTOpoe OyJIeT UMEeTh TOJIbKO HH(POPMAITMOHHOE 3HAYCHHE.

Ilocme wHaxaTtus Ha KHOIIKY «HaCTpOI/ITB» BBLJACTCA AHAJIOTr 3allOJIHCHUA IapaMCTpOB

BBIOPAHHOTO TUNA JEHCTBUH.

Tun geiicrBus «KoHcoNbHAS YTHIUTA.

OKHO YCTAIHOBKW NapaMeTpoB KOHCONBHOM YTHUNKNTEI

KoHconeHaa YTHUIWTA C KW aHWEM 3aBEPLUEHAA

CTpoKa 3amycKa : | v

Mcnons3oBars naponb :

He npoBepATL Koj BO3BpaTa

Macka Napons B CTPOKe 3anycka : %%PASSWORD%%

0K OTMmeHa

PucyHnok 9. KoHcosibHasi yTuJiura.
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B crpoke 3amycka 3amaercsi MCIONIHsAEMas KOMaHJa TaK, KaKk 3Ta KOMaH/a 3aliChIBAeTCs B
KOHCOJIM JUIsl BBIMOJIHeHUs. Hampumep, aist yaanenus ¢aiiia MOKHO 337aTh Takyro komaxmy (rm —f

/home/username/file/text.txt).

Ecin B KOMaHJHOW CTpPOKE HYXHO MepeAarh Mapojib, TO BMECTO HET0 HYXHO YyKa3aTh
cnenuanbHoe uMs B BepxHeM peructpe (%%PASSWORD%%). Bxitounts napamerp «Mcnonb3oBarhb

apoJjb» U BBECTH 11apOJib, KOTOpBIﬁ B Auajore 6y,I[CT 0T06pa}KaTLC}I CHMBOJIAMH ).

[Ipu BHIMOTHEHWN KOMAHIHOW YTHJIUTHI OOBIYHO MPH YCHEIIHOM BBITOJHEHHH BO3BPAIACTCS
HYJIEBOH KOJI BO3BpaTa M HE HyJeBoi rpu ommoke. [To ymomganuto [Iporpamma 3aBepmunTcesi ¢ ommOKoii,
€CJIM IIOJIyYUT HE HYJIEBOM KO BO3Bpara. Eciu BkiItounTh napamerp «He nmpoBepsaTs Ko BO3BpaTa, TO

ITporpamma OyzeT ero UTHOPUPOBATh.
Heiictue «KoHconpHas yTriauTay OyeT 0)KUIaTh 3aBEPIICHUS BHIIOTHICMON KOMaH/IbI.
Tun aeicreus «Ornpaska ¢aiiay.

OKHO YCTAHOBKW MNapaMeTpoB OTNpaekK daina - O x

OTnpaska ¢aina

IP agpec: || ‘v MK AOMEH : ~  [Mopt: | 9696 — +

Katanor :
Dain ; -
Nepecsinate no | 5120 — + kunobaiAT cnepepbisoMm | 0 + | cekyHj

TLS MmaTLS cepeepa:

OK OTmeHa

Pucynox 10. Ornpaska ¢aiina.

OTHpaBKa q)afma BBITTOJIHACTCA 110 CETH Ha YKaBaHHLIﬁ IP aipeC UJIK HAa 3aJaHHOC IOMCHHOC UM

(HOHC «I[OMCH»). HOMCp mopTa HY>XKHO 00s13aTeNbHO 3aMKcaTh B MOJIE «HOpT».

OtnpaBrnseMslii ¢aiin 3anaercs B noye «Daiiy», a KaTanor ero pazMenieHus B moie «Kartamory.
JIyist ympoItieHust 3aroTHeHUS TUX TOJIeH B KOHIIE CTPOKH BBOJIA TIPEIYCMOTPEHA «UKOHKA), HAXKATHE

Ha KOTOPYIO BBIJIACT JUAJIOT 3aII0JHEHUs KaTajora nwiu (aiina.

daiin nepeaacTes 1mo CCTu 6J'IOI(aMI/I, 3aJJaHHbIMH B KujaoOaiTax. I[J'I}I YMCHBIICHUA HAI'PY3KH Ha
CCTh MPEAYCMOTPCHA BO3MOXKHOCTH IOCJIC MEpCaavyn Kaxaoro O10Ka ACJIaTh IICPCphiBa, 3alaHHBIC B

CEeKyHaxX.
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Onuwmst «TLS» mo3BoJisieT BBIMOTHUTE Tiepeady (aiiyia B 3aUIIEHHOM BU/IE HAa IPUHUMAIOITUH
cepBep. Ha npuHHMaromeM cepBepe Takke J0JDKHA ObITh BKIFOUeHa ommus «TLS». B mone «Mms TLS

cepBepay 3aluChIBaCTCS TOMEHHOE UM cepBepa u3 ero ceprudukara (mose DNS).
Tun peiicrBus «KonupoBanue gaiiaay.

OKHO YCTaHOBKM MapaMeTpoB KOMWPOBaHWA haina - 0O x

KonvpoBaHue paina

W3 kaTanora: ‘ | ‘

®ain : | |
B kaTanor:
Mpw cOBNageHMN MMeH : Mepezanucate ¢aitn -

Co3gaeatk Nogkatanor [TTT/MM/Af

CoxpaHAte nocnegHue | 0 + ¢$ainoB CoAWHAKOBLIMA MMEHAMM

OK OTMeHa

Pucynok 11. KonupoBanue ¢aiina.

Konuposanue ¢aiina ocyiecTBiasieTcss U3 OJTHOTO KaTajora B Apyrou. J(uamor mpeaycMarpuBaet

COOTBCTCTBYIOIIHE ITOJIA UX 3aIIOJIHCHUS.

Ecmm B karamore Ha3HaueHUS YKC IMPUCYTCTBYCT (I)aI;’IJI C TaKMM Ha3BaHHUECM, TO BO3MOXXHBI 3

BapuaHTa JeicTBuil [Iporpammsr:

o «Ilepe3anucath Qaiin»;
e «Coxpanuts ¢ fob6aBmeHueM Homepa (*~N.*)»;

e «Brrgares cooOmenne 00 ommodKe.

Brutouenne onmun «CosnaBath nojkaranor I'TTT/MM//I[1» no3Bossier konupoBath (aiiia B

noaxarajior € TeKy'IJ_Ieﬁ J1aTOl B MOMEHT €TI0 KOIIMPOBAHUA.

Omuust «Coxpansare mocinenaue N (daitioB ¢ 0AMHAKOBEIMH HMMEHAMH» TIPEIOCTaBISET
BO3MOXKHOCTh COXpaHSATh B OJHOM KaTtajore He Oosee N mocimemHux pes3epBHBIX komuil. C
OpUTHHAIIFHBIM MMeHeM (aiiina Bceraa OyneT MocheaHssl pe3epBHas Konus. Bee mpeapiaynme nMeHa

(baiioB pe3epBHBIX KOMHH MOIy4YaT HOPSIKOBEIH HOMEp B Bue (*~N).

Tun peiicTBUs «3amycK NpPorpaMMbDy.
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OKHO YCTEHOBKW MNapaMeTpoB 3anycka NporpaMMbl - O x

3anyck nporpaMmel 6e3 0XMAaHWA 3a8epLUeHUA

Mporpamma || ‘ -

MapameTpe : -

PasgenuTens napameTpos: <|>

OK OTMeHa

Pucynox 12. 3anyck nporpamMmsl.

JlanHoe neiicTBUME aeT BO3MOXKHOCTh 3allycKa BHEIIHeW mporpammbl (Hampumep, gedit) c
yKa3aHHEeM IepeaBacMbIX napameTpoB. Ecii mapamMeTpoB HECKOJIBKO, TO MX HEOOXOIUMO pa3/ieiuTh

CcrieruaaIbHbIMU TpeMsi cuMBojaMu (<|>). Hanpumep, filel.txt<|> file2.txt<|> file3.txt.
JlaHHOE JIeHCTBUE HE KIET 3aBEPIICHUS 3aMyIIEHHON MPOrPaMMBI.

Tun aeicreus «Hammume daiiiay.

OKHO YCTaHOBKM MNapaMeTpoeE NPOEEPKK Hanuuus daina

MpoBepuTb HanWM4Kne padna

Karanor : ‘ |

WA parina: B =
CoflepxumMoe paina: -
Bpema oxnaHuA (cek.): | 0 +

OK OTmeHa

Pucynok 13. Hanunumue daiina.

JlanHoe nelicTBHE MpOBEPsIeT HATMYKME YKa3aHHOTO daja B 3aJaHHOM KaTtajore. Hamuue daiina

OKUJaeTcs B TeUEHHE BPEMEHH, 3a/IaHHOTO B 1osie «Bpems oxunanus (cex.)».

ITone «Conepxumoe (aitna» MO3BOJISIET NMPOBEPUTHh Haluuue B Qaile 3aJaHHOH CTPOKH.
CpaBHeHHE CTPOK BBINONHAETCA O0e3 yueTra peructpa. Ecnu ero He 3amoiHUTh, TO OyIeT MpOBepAThCs

TOJIKO Hanuuue ¢aiina B Karajore.

3anoHeHHBINH CIHCOK JIEHCTBUM MOXKET BBITJIAJIETh TaK, KaK ATO IMOKa3aHO Ha CIICTYIOIICH

KapTHUHKEC.
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HacTpoiika KoHpUrypaunoHHbIX NapaMeTpoB npo@una
HaumeHoBaHWe : [po¢Kib CMCTEMbI ADXMBAPOBAHMA
Wpermgmkatop: bucopvd_profile_0
I[ 06Lue l JononHnTensHole | MHAUManuMsauma | [eidctenA | TLS nocpegHMK l TLS wnko3 l TLS daiin
AkTMBHOE | TWN AeACTBMA HanmeHOoBaHWe AeACTBMA No6aBnTb
() OTnpaeka daina OTNpaenTs daiina
BCTaBUTb
() KoHconbHasa yTwAWTa BeINONHWTE KOMaHAy
() KonupoeaHue parna CKonupoBatk gpain IEnerin
| 3anyck NporpamMmel  3aMycTUThb BHELLHIOW Nporpammy
() Hanwume paitna YBeAWNTbCA B HANW4MK paina YaannTb
K Bepxy
Beepx
BHM3
K HU3y
CoxpaHuTb OTmeHa

Pucynok 14. Cnincok aeiicTuii.

Cronbery «AKTHUBHOE)» MO3BOJISIET BKJIIOYATH M BBIKIIOYATEH JEHCTBUA C ITOMOIIBI «MBIIIIH).

BriximroueHHbIC I[CﬁCTBPISI MOTYT IIPUCYTCTBOBATL B CIIUCKC, HO HC BBIIIOJIHATBHCA.

3.1.3.5. TLS HOCPEJIHUK

Jlist HacTporiku TLS mocpennnka (IpoKCcH) HYKHO OTKPBITh 3aKIaaKy «TLS mocpemauky.
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HacTpoiika KoHDUIypaLMOHHBIX NapaMeTpoB npoduan

HaumeHoBaHWe : [po¢Kib CMCTEMbI ADXMBAPOBAHMA

Wpermgmkatop: bucopvd_profile_0

06Lme l JonoNHWTeNbHbIE l WHUUManu3aums l AeictenA | TLS nocpegHAK TISu.lnml TLS daiin ‘

) TLS knneHt

BXOAALLEE OTKPLITOE COEJUHEHNE

IPagpec:

VicroaLlee 3aluMd poBaHHOE Coe fUHEHUE

1P agpec:

WmaTLS cepsepa :

) TLS cepBep

Bxogslee 33l pPOBaHHOE COeANHEHUE

IPagpec: - al/: el 9698 — +
[0 Tpe6ogats ceprugunxar [0 cnons3osars ccok gonycka | Cncok gonycka O fonycxats Beex

McxoAnlee OTKPLITOE COe gUHEHNE

1P apec:

CDxpaHmb| ‘ OTmeHa

Pucynox 15. TLS nocpexnuk.

JlaHHast 3aKia/iKa MO3BOJISIET HACTPOUTH KaK KITMEHTCKYIO 4acTh 1 LS mocpeaHuka (IpoKCcH), Tak
U CEepBEpPHYI0 YacTb. YCTAaHOBKAa KIMEHTCKOM YacTH W CEpBEPHOU MpeayCMaTpHBAeTCS Ha Pa3HBIX

KOMITbIOTEpax.

JIy1st HacTPOWKH KITMEHTCKOW YacTH HY)KHO BBIOpaTh pasnel «TLS kimeHT.
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HacTpoiika KoHDUIypaLMOHHBIX NapaMeTpoB npoduan

HaumeHoBaHWe : [po¢Kib CMCTEMbI ADXMBAPOBAHMA

Wpermgmkatop: bucopvd_profile_0

I[ 06Lue l JononHATeNbHbIE MHULManmsauma l Jedctena

@) TLS knmeHT
BXoAALLee OTKPbITOR CoeuHEHNE

IPagpec: | [EFSEERIREY - Mopt: 9697 — +

VicroaLlee 3aluMd poBaHHOE Coe fUHEHUE

IPagpec: 192.168.22.137 - WNK AOMEH : > Mopt: 9698 = +

WmaTLS cepsepa : | TLS.server

TLS cepeep

Bxogslee 33l pPOBaHHOE COeANHEHUE

|_] TpeGosate ceprndmrar [ Mcnone3soeats ciucok gonycka | CnMcok gonycka [ AonyckaTs Brex

McxoAnlee OTKPLITOE COe gUHEHNE

CoxpaHuTb OTmeHa

Pucynox 16. TLS kauent.
B pasnmene «Bxojsiiee OTKPBITOE COeAMHEHHE» HYKHO 3anath IP agpec m HOMep mopTa, Ha
KOTOPOM KIIMCHTCKAs YaCTb 6y,HCT O0KHNIaTh OTKPBLITOC CCTEBOC COCAWHCHHUEC OT KIIMCHTA IIO TCP

IIPOTOKOJLY.

B paznene «Mcxonsmiee 3ammdpoBaHHOE COSAMHEHUEY 3a/Ial0TCS TapaMeTPBl CEPBEPHOI YacTh
TLS cepsepa: IP aapec wim goMeHHOE WMsI, HOMEp mopTa U uMs | LS cepBepa (I0OJPKHO COBMIANATh C

nosieM DNS B ceptuduxare cepsepa).

HaCTpoﬁKa CepBepHOﬁ YaCTH OCYHICCTBJIACTCA aHAJIOTUYHO Ha APYIroM CEpBCPEC.



28

BAMB.00197-01 91 01

HacTpoiika KoHpUrypaunoHHbIX NapaMeTpoB npo@una - O x
HammeHoBaHue : MNpo¢uab CUCTEMbI ADXMBMAPOBaHAA

Wpermgmkatop: bucopvd_profile_0

OBuwme | JlononHdTenbHble | WHAUWanusauwa =~ JedctBaA | TLS nocpegHie | TLSwnwos | TLS daidn

TLS KnneHt
Bxogdlee oTKpeITOE COAMHEHKE

IP agpec: - Mopt:
Mcxogauee sallngpoBaHHOE COBJMHEHNE
IP agpec: - WNK AOMEH : > Mopt:
WmaTLS cepsepa :
(®) TLS cepeep

Bxogslee 33l pPOBaHHOE COeANHEHUE

IP agpec: 192.168.22.13?| - Mopt: 9698 — +

|®)} TpeGosate ceprugmkar |®} Mcnone3oeate cnucok gonycka | Ciucok gonycka [onyckats Bcex

McxoAnlee OTKPLITOE COe gUHEHNE

IPagpec: | 192.168.23.138 - WU JOMEH : o Mopt: 9697 =— <+

CoxpaHuTb OTmeHa

Pucynok 17. TLS ceprep

B paznene «Bxopsmiee 3ammdpoBaHHOe coenuHeHne» 3anatorcs IP angpec m Homep mopra, Ha
koTopoMm TLS cepBep Oymer oxuaarh Bxonsiiee 3amudpoBanHoe TLS coenunenue ot TLS knuenra.
[Tocne ero momyuenus TLS cepBep momxkeH Oyaer yctaHoBHTH OTKpeiToe [CP coemuHenue c
KOMIIbIOTEpOM, nMeromeM |P aapec wnm JOMEHHOe UMS W HOMEp TIOpTa, 3aJaHHBIE B pasJele

«Hcxopsiee OTKPBITOE COSTMHECHUEY.

be3 ycranosnenHnoro napamerpa «TpeboBath ceptudurar» TLS cepBep Oyaer npuHUMATh Kak
COEIMHEHUS OT KIJIMEHTOB C cepTU(UKATaMH, TaK U COCIMHEHHs OT aHOHMMHBIX TLS knuenTos. Ecnu
BKJIFOUNTH 3TOT TapameTp («TpeboBarh ceprudukar»), To TLS cepBep Oymer mpuHUMATH COSTUHEHUS

TOJIBKO OT KJINEHTOB C CepTH(PHUKATAMHU.

Ecin HeoOX0AMMO OTpaHUYUTh CITUCOK T LS KIIMEHTOB ¢ cepTU(dUKATaMHU, TO MOKHO YCTAHOBUTH

napameTp «Hcronp30BaTh CIIUCOK AOITYCKay. Kuonxka «Crmcok JOITyCKa» obecrieynBaeT 3aJaHuC 3TOro
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cnircka. Brurrodenue onmmu «JlomyckaTh Bcex» MO3BOJISIET UMETh CITMCOK JIOMyCKa U MMPHUHUMATh BCEX
TLS knueHToB ¢ cepTuduKaTamu.

[Tocne naxarust Ha KHONKY «CIHMCOK JIOMYCKa» OYyAeT BhIIAH CIIEeIYIOIIUI THaJIOT.

Cnucok gonycka N S

CrMCoK AOMYLLEHHBIX nonb3oearenei

PUnbTp Noncka(*?): | | v Haidtn MpogonxnTe OTMeTUTb HaRAeHHbIE

[v] | Wma Bnagensua ceptugurkara [-=] 1P agpec fAomeHHoe uma | MopTt JobasuTe
CN=AboimovTLS-Client,0U=ASZPO,0=CBR,C=RU —>  192.168.23.177 9999
H3meHnTb

VaanuTL

Patneuarartb

OTMEeTUTE BCe CHATL BCE OTMETKMN

OK OTmeHa

Pucynok 18. Cnucok 10mMyleHHBIX N0JIb30BaTe€eil.

JlaHHBII TUaIoT TT03BOJISIET T00ABIISATh, YAAISIThH, U3MEHSTh U PaclieuaThIBaTh B TEKCTOBBIN (aiii

CIIMCOK JOIMYHICHHBIX CepTI/I(pI/IKaTOB.

[To cnucky MOXHO BBIOMHSATH MOMCK JOMYIIEHHBIX MOJb30BaTENIeH 10 MMEHAM BIIaJleNblIeB
cepTrduKaToB. J[JIs TOMCKA MOXHO 33J]aBaTh MacKy MOMCKa, KOTOpasi MPeayCMaTprBaeT CIeUaIbHbIC
CHMBOJIBI (CUMBOJ «*» - IUIS 3aMeHBI JIFOOOW TOCIIEOBATEIFHOCTH CHMBOJIOB U CHUMBOJI «?» — JUIS
3aMeHbl OJHOro cuMBona). Hampumep, macka (CN=a*) Haiimer Bce wHMeHa cepTU(UKATOB,
HauMHaroImuecss Ha OYKBY «a». BepxXHUIl WM HWKHUN PETHCTp B 3TOM IOMCKE 3HAYECHUS HE HMEET.
ITouck ocymecTBusieTcss ¢ MOMOIIbK HaxaTuss KHomkM «Haitm», a kHomka «IIpomomxuts»

IIPeSyCMOTPEHA AJIs IPOJIOJKEHUS TIOUCKaA.

YaansaTh W3 CIHMCKa MOKHO TOJBKO CTPOKH, OTMEUEHHBIE «rajioukoi» B cronome [V]. Dt

OTMCTKHU MOXXHO ACJIaTbhb «MBITIIKOMY WU C IIOMOIIBIO HaXaTHUsd KHOIIOK «OtMeTuTh Bee» min «CHSITH
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BCE OTMETKU». JIOMOIHUTEIBHO MOKHO UCIIOIb30BaTh KHONKY «OTMETUTh HAllICHHbIE» IIPH 3aJaHHOU

MacKe IOUCKa.
HaxxmeMm kHOTIKY «J[06aBUTDY.

NobaeneHyWe NoNb30BaTENA - 0O X

I'IapaMEprl COEAWHEHWA NONBE30BATENA

Mms 13 cepTudukata: | | |

3TOro NoNb30BaTENA COEANHATE CO LNeayHWAM CEDBEDOM &

IP agpec: v MM JOMeH : v Mopr:

OK OTMeHa

Pucynox 19. /lo6aBiieHue noap3oBaTeJis.

[Mone «Mmst w3 ceprudukara» HYKHO 3aloOJHUTh MMEHEM Blajaenblia ceptudukara. Jlms
YIPOLIEHUS NPETyCMOTpPEHa «MKOHKa» (hailia B KOHLIE CTPOKH BBOJIA, KOTOPAsi BBIIACT AUAJIOT ITOMCKa
¢aitna. Eciu BeIOpath daiin ¢ ceprudukarom B DER koaupoBke, To 3Ta cTpoka OyAeT 3amojHeHa

ABTOMAaTUYCCKU.

B TLS cepBepe mpenycMOTpeH MEXaHW3M TUHAMUYECKOH Tepeampecanuu BXomsmmx 1LS
KJIMEHTOB B 3aBHCHUMOCTH OT UX MMEH. J[J BKIIIOUEHHUS 3TOr0 MEXaHU3Ma HY)XHO BKJIIOYHUTH OINIIHUIO
«3ITOro MoJIb30BaTENs COSAUHUTH CO CIEAYIOLUIMM cepBepoM» U ykaszaTh ero IP agpec wnm nomenHoe

ums (rmoJie «aoMen») u Homep nopta TCP coenunaeHus!.

3.1.3.6. TLS 1uutto3

TLS nwiro3 mpeaHasHaveH Uil CO3MaHUS BUPTyalnbHbIX 4acTHbIX ceteil (VPN) Ha ocHOBe
mmdposanus no TLS mporokony Ha 3 cereBom ypoBHe, korjaa IP makeTsl OT KJIMEHTa K cepBepy

nepeznarorcs no 3ammdpoanHomy TLS nmporokony.

Hactpotika TLS nurro3a JToJpKHA BBITTOTHATHCS TOJIBKO MO AJMHHHCTpATOpPOM (root), Tak Kak
Linux mo3Bossier padoTats Ha ypoBHe IP makeToB TONBKO MO ympaBicHHEeM AIMHHHCTparopa (root).
[IporpamMma mpemycMaTpuBaeT 3amyck KOH(PHUTypallid B OTOM pEXHME C TOMOIIBI0 MEHIO

«Konpurypanus [TPK (Aamun.)».
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HacTpoiika KoHDUIypaLMOHHBIX NapaMeTpoB npoduan

HaumeHoBaHWe : [po¢Kib CMCTEMbI ADXMBAPOBAHMA

Wpermgmkatop: bucopvd_profile_0

TLSwnios | TLS daidn

I[ 06Lue l JononHATeNbHbIE l MHULManmsauma l Jedctena l TLS nocpegHnK

LLnro3 kKneHTa

Bxogawue OTKpbIThie IP NakeThl

BHYTpeHHWIA ceTeBOW MHTeperc: _ ~  BWpTyanbHbiA ceTeBOR MHTepdeRc: _ -

© Pexum map

L :.' JoKanbHBIA pexum TNoKansHbIA aapec: _ b BMpTyaﬂI:Hblﬁ agpec: _ b 0000000 NN

IP npoTokonel: (@) Bee

(@ Bui6opoutbie: [Micmp [igmp Mitcp Mudp [Desp [Dah [Opim

BHyTpeHHue ajpeca BupTyansHsie ajgpeca

) sctp

Mcxognlee 3alungpoBaHHoe coe fuHeHNe

LLinto3 cepeepa

Bxogsllee 38l POBAHHOE COEANHEHUE

1P agpec: _ b Mopt: REGEE] = oo CI'IIICOKAOI'IYLI.I'EHHI:D(I'IOJ'II:BOBaTEIIEﬁ! PejakTnpoBaHue

Wcxoaduime oTkpbIThie [P NakeTsbl

BHYTPEHHWIA CeTeBOW MHTEpheic: _ *  BUpTYyanbHbIA CETRBOA UHTEpdERC: _ -

@ Pexum mapwpyTmaatopa BHyTpeHH1e agpeca BupTyanbHele ajpeca

@ NokanbHbIA pesknm TNokanbHbii agpec: _ ~  BupTyansHblid agpec: _ T 000X 000NN

IP npoToKONEI : © Bce

© BuGopourbie: Micmp [Higmp Mtwp Mudp [Desp [Hah [@Dpim [ scp

CoxpaHuTb OTmeHa

Pucynox 20. TLS murio3.

Paccmotpum 3akmanky Hactpoiiku TLS morro3a. OHa coctouT u3 paszgena Hactpoek «lllmo3a
KJIMeHTa» U pas3zena HacTpoek «lllnro3a cepBepay». JJaHHBIE pa3ienbl MpeaycMaTpUBalOT HACTPOUKH Ha

pa3HBIX KOMIBIOTEpPax (cepBepax).

TLS nurro3 MOXHO HACTPOUTH JUIsl paOOTHI Kak B PeKUME MapIIPYyTH3ATOPa, TaK ¥ JIOKAITBHOM
pexxume padboTsl. COBMENIaTh Ha OJHOM KOMITBIOTEPE PEXKHM MapUIpyTH3aToOpa M JIOKATBHBIA PEXUM

HCJIb34.

TLS o3 moanepskuBaet nepenaudy yepe3 VPN kak Bcex |P mpoTOkooB, Tak U BBIOOPOYHBIX

IP mporoxosos (ismp, igmp, tcp, udp, esp, ah, pim, sctp).

[Tapametp «IP mpOoTOKOIBI» TO3BOISET OTPAHUYUTH MEPEYCHBb MPOITYCKaeMbIX depe3 nuto3 |IP
MaKeTOB. YCTaHOBKA ATOr0 mapamerpa B pexxuM «Bce» obecrieunBaeT CHATHE BCEX OTpaHUYCHHM, HO

C€CJIM YCTAHOBUTD €r0 B PCIKUM ((BLI60p0‘-IHLIC», TO IIJIIO3 6YI[CT HOpOoITyCKAaTh TOJIBKO IP makeThI TOJIBKO
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TeX MPOTOKOJIOB, KOTOPhIE OTMEUYEHBI «Talloukoiy. [lo ymMomuanuio mporpamma npejaraeT npornycKkaTh

tonsko ICMP, TCP u UDP.

Jlnst HaCTPOMKH KJIIMEHTCKOM YaCTH LITK03a B PEKUME MAapUIPYTU3AaTOPA HYKHO BKIIFOUUTh Pa3 e

«l1lmr03 KAMEeHTa» U BEIOpATh MapaMeTp «PexXuM MapuipyTuzaropa.
HacTpoiika KoHpUrypaunoHHbIX NapaMeTpoB npo@una - O x

HammeHoBaHue : Mpo¢uab CUCTEMbI ADXMBMPOBaHAA

Wpermgmkatop: bucopvd_profile_0

I‘ 06wue | JoONOAHWTENbHbIE | WHuumanmsauma | [eidctenA | TLS nocpegnmk | TLS w3 | TLS daidn
@) LUnios knueHTa
Bxogalime OTKpbIThie IP NakeTh
BHYTpeHHWiA ceTeBor MHTepdedc:  ethl ~  BupTyanbHblid ceTeBoAd mHTepgedc: | tuni -
@ Pexum MapLipytm3atopa BHyTpeHHWE aapeca BupTyansHele aapeca
TNokanbHbIA pexum NokanbHbIiA agpec: ¥  BupTyanbHblii agpec: T 00000N000NN

IP npotokonel: (@) Bee

Buibopoubie : (M) icmp igmp [H]tcp (M) udp esp ah pim sctp

Voxogawiee 3aluMdpoBaHHoe Coe JUHEHNE

IPagpec: 192.168.23.167 b WKW JOMEH | b Mopt: | 9699 = <+ | MmaTLS cepeepa: |TLS.SETVEY

LLinto3 cepeepa

Bxogsllee 38l POBAHHOE COEANHEHUE

1P agpec: _ b Mopt: REGEE] = oo CNUcok AonyLeHHBIX nonb3oearenei: Pejakin poBaHWe

Wcxoasuime oTKpbIThe [P NakeTsl

BHYTPEHHWIA CeTeBOW MHTEpheic: _ *  BUpTYyanbHbIA CETRBOA UHTEpdERC: _ -

@ Pexum mapLupyTH3aTopa BHyTpeHHWe afpeca BupTyanbHele agpeca

MOKaNbHLIA PEXAM NokanbHbli agpec: _ ~  BWpTyanbHbIid agpec: _ T OO0GXCXKK. XXX/NN

IP npoToKonsl: (@) Bce

opoutbie: [@icmp [Tigmp Mt Mudp [Desp [@Dah @Dpim [Oscp

CoxpaHuTb OTmeHa

Pucynok 21. 111103 KiIMeHTa B pexXMMe MapuIpyTH3aTopa.

HyxHo 06s3aTenbho 3a1aTh «BHyTpeHHuit ceteBoii uatepdeiic» (Hanpumep, eth0), kK koropomy
MOJIKJIFOYAETCSl BHYTPEHHSIS 3alllMIlaeMasi MOJICeTh, U BBHIOpATh MPOU3BOIbHOE MMs «BHpTyanbsHOTO

ceTeBoii mHTepdeiica» (Hanpumep, tunl).

BAYKHOE IIPUMEYAHMUE! lmena BuUpPTyalbHBIX CETEBBIX HWHTEP(PEHCOB TOJDKHBI
OTJIMYATBCA OT BUPTYaJbHBIX CETEBBIX MHTEPPEHCOB APYruX KIMEHTCKHX MUTI030B (Hampumep, tun2,
tun3, ...), MOAKITIOYAOIIUXCSA K OJHOMY CEpBEpHOMY NLTIO3Y, Tak Kak «lllmo3 cepBepa» Oymer mis

KaX/I0TO KJIMEHTa CO3aBaTh BUPTYaIbHbIH ceTeBoil untepdeiic Tuna TUN. Ecnu y AByX KIMEHTCKHUX
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IIUTI030B OyJIET OJIMHAKOBOE UMS BUPTYaIBHOTO ceTeBOro nHTepdetrica (Hanpumep, tun3), To cepBepHbIit

[UTI03 3aTPET Mpeablayuid nHTepdeiic mpu co3gaHu HOBOTO.

3a1aTh CHMCOK BHYTPEHHHX 3allMIIAEMbIX aJIpECOB MOKHO Ha)KaB Ha KHONKY «BHyTpeHHue

aapecar.
CNWCOK BHYTPEHHWX aApecos - 0O =
CNWCoK ajpecoB
[v] IPappec JomeHHoe umA | MNogceTs | HaMmeHoBaHWe
192.168.22.10 KoMmneioTep gupexTopa
V3MEHUTD
YaannTe
Pacneyarate
OTMETATE BCE CHATb BCE OTMETKK
OK OTmeHa

Pucynox 22. Cnucox BHyTPeHHUX apecoB.
I[aHHLIﬁ AUAJI0r IIO3BOJIACT IIO6aBJI$ITL, YAAIIATh, U3MCHATH U paClicdyaTbIBaThL B TEKCTOBBIN (1)3171.]'[

CIIMCOK BHYTPEHHHUX aJIpECOB.

VYaanare W3 CIUCKa MOXKHO TOJIBKO CTPOKH, OTMEUYCHHBIC «rajloukoi» B ctonbie [v]. Dtu
OTMETKH MOXHO JIeaTh «MBIIIKOM» WU C MOMOUIbI0 Ha)XKaTus KHOMOK «OTMeTUTh Bce» Wi «CHSATh

BCC OTMCTKH.

Ilocne HaxxaTHUsl KHOIKHU ((I[06aBI/ITB» 6y):[eT BbIJIaH CJ'ICII}’IOIJ_[I/Iﬁ JAUaJior.
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DobaeneHwe agpeca - 0O x

MapameTpel agpeca

IP agpec: 192.168.22.12 -
WK AOMEHHOE MMA >
WK NoJACeTh : T 000000000/nN

HaumeHoBaHue : | KomnbioTep Gyxrantepd

OK OTMeHa

Pucynok 23. [lodaBieHue ajapeca.

HyxHo 3agats unu IP agpec komnproTepa Uiy €ro TOMEHHOE M.

Bo3mokHO 3amaHue Bceil 3ammimaeMol mojacetd B opmare XXX.XXX.0.0/16 (mampumep,

192.168.22.0/24). B aTom cityuae Bce KOMIBIOTEPBI U3 3TOM mojceTu OyayT noaxiodeHsl K VPN.

«Crcok BHYTPCHHUX aApCCOB» MOAACPIKHMBACT KaK HCCKOJIBKO aJpeCOB, TaK U HCCKOJIBKO

HOoJCETEN B OJTHOM CITHCKE.
«HanmeHnoBanue» 100aBIsIEMOro aapeca UMEET TONbKO HH(OPMAIIMOHHOE 3HAYEHUE.

BAKHOE ITPUMEYAHME! Ecnu k 0THOMY CEpBEPHOMY IIITIO3Y MOJIKIIOYAIOTCS HECKOIBKO
KJIMEHTCKUX MUI030B, TO MX MOJCETH HE JODKHBI COBNAAATh M Iepecekarbcs. Hampumep, Henb3s
JIOITyCKaTh, 9TOOBI y IBYX KIMEHTOB Obuth moaceTn 198.168.1.0/24, Tak kak B 3TOM CiIydae CEpBEPHBII

1UTI03 He OyJIeT 3HaTh KaKOMy KJIMEHTY oTnpaButh IP maker ¢ anpecom nomyuatens 198.168.1.3.

Ilocne 3aBCPHICHUA CO3daHUA CIIMCKAa BHYTPCHHHUX aJApCCOB HYKHO 00s13aTeILHO 3aIIOJIHUTH

CIIMCOK BUPTYAJIbHBIX aIp€COB. I[JISI 9TOr'0 HAJKMHUTC KHOIIKY ((BHpTyaJIBHLIe azapecar.
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CNWCOK BUPTYanbHbIX 3ApECOB - 0O =
CNWCoK ajpecoB
[v] IPappec JdomeHHoe umAa | MoaceTs | HaumeHoBaHwWe JoBaBuThb
B 192.168.22.254/24 BupTyanbHbIM agpec 254 B 22 NoAceTH

YaannTe

Pacneyarate

OTMETATE BCE CHATb BCE OTMETKK
OK OTmeHa

Pucynox 24. Cnucok BUPTYaJIBLHBIX a/[pecOB.

I[aHHLIﬁ JAHUAJIOT ITO3BOJISACT I[O63,BJ'I$ITB, YAAIATh, U3BMCHATH U paclicyaTbIBaTh B TEKCTOBBIN (bal‘/'m

CIIMCOK BHYTPEHHHUX aJIpECOB.

VYaanare W3 CIUCKa MOXKHO TOJIBKO CTPOKH, OTMEUYCHHBIC «ralloukoi» B ctonbie [v]. Dtu
OTMETKH MOYHO JIeJIaTh «MBIIIKON» WM C TOMOIIBIO HAXKATUSI KHOMOK «OTMETUTh Bce» Uiu «CHSATH

BCC OTMCTKU».

[Tocne maxkatust kKHONKM «J{00aBUTH» OYyJET BBIIAH CICTYIOIINI THAIIOT.
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DobaeneHwe agpeca - 0O x

MapameTpel agpeca

IP agpec: | 192.168.20[254/24 | v | x000000003000/MN
WM JOMEHHOE MMA & -
WM NoOACETE © b H00C00000C0/NN

HammeHoBaHWe : | BMpTyanbHblid agpec

OK OTMeHa

Pucynok 25. /lodaBjieHHe BUPTYAJILHOTO ajpeca.
B nanHoM nuanore nosis « JTOMEHHOE UMSD» M «IIOJICETh» HE JOCTYIHBI JIJIS 3alI0JTHEHUS.
B none «IP agpec» HyXHO yKazaTh BUPTyalbHbIN (Hampumep, 254) aapec mojacetu, KoTopas

HCIIOJIB3YCTCA B «Crncke BHYTPCHHUX aApCCOB». BI/IpTyaJ'IBHHﬁ aJ[p€C HC MNOJLKCH COBIIaAAaTb HU C

OJTHUM PEaJIbHBIM BHYTPEHHHM aJPECOM ITOH MOJICETH, TaK KaK pabdoTa ¢ HUM OyJeT He BO3MOKHA.
«HammenoBanme» 100aBIsieMOTo agpeca HMEET TOJIBKO HH(POPMAIMOHHOE 3HAYCHHE.

BAKHOE IPUMEYAHMUE! Ecnu B civcke BHYTPEHHUX aJIpeCOB MPUCYTCTBYIOT HECKOIBKO
nojiceTeil WM aJpeca U3 HECKOJbKHMX IMOJICeTeH, TO HYKHO 0053aTeJbHO J00aBUTh B CIIHCOK
BUPTYaJIbHBIX IPECOB CTPOTO IO OJHOMY BUPTYaJIIbHOMY aJipecy Julsl Kax o1 nojaceru. Hanpumep, ecnu

B CIIHCOK BHYTPEHHHUX aJPECOB COCTOUT H3:
192.168.22.10, 192.168.22.12, 192.168.23.5, 192.192.0.0/16,
TO B CIIMCKE BUPTYaJIbHBIX aPECOB JOJLKHBI IPUCYTCTBOBATH CIEAYIOIIME aapeca:

192.168.22.254/24, 192.168.23.254/24, 192.192.254.254/16

BAYKHOE INPUMEYAHMUME! Bce xkommproTepsl, KoTopble OyayT paborate ¢ VPN uepes
«KnmmeHTcknii TITI03», JOJDKHBI 337aTh B KadyecTBE U032 (MapUIpyTH3aTopa) peajbHBINA aapec

BHYTPEHHETO CeTeBOT0 nHTepdeiica (Hampumep, eth0) ceprepa «KimeHTCKOro HuTr03ay.

B paznene «/cxopsiee 3ammdppoBaHHOE COSAMHEHUE) 3a/1al0TCS TapaMeTPhl CEPBEPHON YacTH
TLS cepsepa: IP aapec wim goMeHHOE MM, HOMep mopTa U uMs 1LS cepBepa (JIOJDKHO COBIAIAThH C

nosieM DNS B ceptudukare ceppepa).

JIns HACTpPOWKM KIMEHTCKOM YacTH LUII03a B JIOKAIBHOM PEXUME HYKHO BKIIOUUTH pasell

«I1lnro3 kMeHTa» U BHIOpATh mapaMeTp «JIoKambHBIN peKUMY.
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BAKHOE ITIPUMEYAHMUE! TLS nuto3 He MOXET OJHOBPEMEHHO paboTaTh Kak B JIOKATLHOM

pPEeKUME, TaK ¥ B PSKUME MapIIPYTH3ATOPA.

HacTpoiika koHDUrypauroHHbIX NapaMeTpoB npoduna

HaumeHoBaHWe : Mpo¢uib CUCTEMBI ADXMBAPOBaHNS

WMaeHtugMkatop: bucopvd_profile_0

TLS wnios | TLS dain

I[ 06Lume l [onoNHUATENBHEIE | MHULMaNU3aLma l [eicTEna l TLS nocpe AHAK

@) LUnkos knueHTa

Bxogiauime oTKpbIThie TP NakeTs!

BHYTPEHHWIA CeTeBOi MHTepherc: ¥  BMpTyanbHbIA ceTeBOR MHTeppedc: | tunl -
PexuMm MapLipyTu3atopa BHyTpeHHuWe aapeca BupTyantHele ajpeca
(@) NokanbHbIA pexvum NokanbHbiid agpec: | 192.168.99.10 ~  BupTyancHbid agpec: | 192.168.99.254/24 T 000K 000NN

IP npoTokonsl: (@) Bee
BuI6OpouHbe : (M) icmp igmp (W]tcp (W] udp esp ah pim sctp

Vicxogawiee 3aluMd pOBaHHOE COe JUHEHUE

IPagpec: 192.168.23.14[? |v ANK IOMEH * Mopt: | 9699 — + | WmATLScepsepa: | TLS.server

LLinto3 cepeepa

Bxogdwee 3al M¢ poEaHHOE COeJMHEHNE

1P agpec: _ = Topr: [ELEERS o n . CNMCoK AoMyLYeHHBIX NoNb3oBatenei :  Pejaktnposaine

Vcxoaauime oTKpbIThe [P NakeTsl

BHYTpeHHWIA ceTeBOW MHTeperc: _ ~  BWpTyanbHbiA ceTeBOR MHTepdeRc: _ -

'@ PexmMm MapLuf yTr3atopa 3Hy‘[pE‘HHIr’e ajpeca 3Ir’pTyﬂﬂ:|the afjpeca

D) JIoKanbHbIA pexm NokansHeIf agpec: _ ~  BUpTyanbHsId agpec: _ T 00CX000L00UTN

IP npoTokonel: (@) Bee

pourbie: [[icmp [igmp Mip Mudp [Desp [@Hah [@Dpim [ scip

CoxpaHWTb OTmeHa

PucyHnok 26. JlokaabHbIii peskuM KJIMEHTCKOI0 ILII03a

[Tone «BayTpenHuii cereBoit HHTEpEHC» MOKHO HE 3arOTHSTh.

Hns «BupTyanbHOTOo ceTeBOro HMHTEep(deiicay HYKHO BBECTH MPOU3BOJIHLHOE KOPOTKOE WMS

(mammpumep, tunl), koTopoe He JOHKHO MPUCYTCTBOBATh Y JPYTUX KIMEHTCKUX IIUTIO30B.

B nokanbHOM pexumMe HEOOXOAMMO 3allOJIHUTh TOJBKO OJWH JIOKAIBHBIM aJpec U OJUH
BUPTYQJIBHBIA aJipec, BHIOpaB JOOYI0 MPOM3BOJBHYIO MOACETh, KOTOPOH HET B PEATbHOW CETH.
Hampumep, eciim He cymiecTByeT peanbHOW 99 mojceTH, To JIOKamsHBIH aapec Oymer 198.168.99.10, a

BUPTYyaJIbHBIN agpec 198.168.99.254/24.
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B paznene «Mcxonsmiee 3ammdpoBaHHOE COSAMHEHUEY 3a/Ia0TCS TTapaMeTPhl CEPBEPHOI YacTh
TLS cepsepa: IP aapec wim 1oMeHHOE MMs, HOMEp mopta U uMs | LS cepBepa (I0JDKHO COBMHAIaTh C

nosieM DNS B ceprucdukare ceppepa).

JI1s1 HaCTpOMKM CEepBEPHOM YaCTH LITK03a HYKHO BKIIFOUNTH pasaen «LLlmo3 cepsepay.

HacTpoiika KoHDUIypaLMOHHBIX NapaMeTpoB npoduan

HaumeHoBaHWe : [po¢Kib CMCTEMbI ADXMBAPOBAHMA

Wpermgmkatop: bucopvd_profile_0

I[ O6uyme l [lononHATENbHbIE

TLSwnios | TLS daidn

MHULManmsauma l Jedctena l TLS nocpegHnK

LLnro3 kKneHTa

Bxogawue OTKpbIThie IP NakeThl

BHYTpeHHWIA ceTeBOW MHTeperc: _ ~  BWpTyanbHbiA ceTeBOR MHTepdeRc: _ -

@ Pexum mapLupyTusatopa BHyTpeHHue ajpeca BupTyansHsie ajgpeca

© JokanbHbIA pexinm NokansHeIf agpec: _ ~  BUpTyanbHsId agpec: _ T 00CX000L00UTN

IP npoTokonel : (@) Bee

®
8
]

VicxosiLee 3aLUMdpoBaHHOE CoeAUHEHNE
(@) LNtz cepeepa
Bxogsllee 3alungpoBaHHOE COEANHEHME

IPagpec: 192.168.23.147 b MopT: 9699 - + CI'IMCOKAOI'IYLIJ'EHHI:IJ(I'IOJ'II:3OBaTEIIEI7I! PejakTnpoBaHue

Wcxoaduime oTkpbIThie [P NakeTsbl

BHYTpeHHWIA ceTeBOW MHTeppeidc: | ethl *  BMpTyanbHbIA CETEBOM MHTEPpeAC: | tun99 -
(®) Pexwum MapLupyT3aTopa BHyTpeHHWe aapeca BupTyantHele ajpeca
NokanbHbIA pexnm NokanbHbli agpec: ~  BWpTyanbHbIid agpec: T OOCXNXXXK.XXX/NN

IP npoToKONEI : '@ Bce

BuI6OpouHbe : (M) icmp igmp (W]tcp (W] udp esp ah pim sctp

CoxpaHuTb OTmeHa

Pucynoxk 27. 11lii03 cepBepa.

B paznene «Bxopsmiee 3ammudppoBaHHoe coenuHeHne» 3anatorcs IP agpec m Homep mopra, Ha
koTopoMm «I11mr03 cepBepa» Oyaer oxxunate Bxojsuiee 3amuppoBannoe TLS coenunenue ot «l1lno308
kinueHTay. 3ammdpoBaHHble TLS coequHeHwe OyayT NMPUHUMATBCS TOJNBKO OT KJIIMEHTOB, WMEHA

cepTu(UKATOB KOTOPBIX 3aHECEHbI B «CIUCOK JTOMYIIEHHBIX M0Ib30BaTENEH.

Jns  dopmupoBaHHs CIHCKAa JOMYIIEHHBIX IMOJIb30BaTElIe HYKHO HaXKaTh KHOIKY

«PCI[aKTI/IpOBaTB».
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Cnncok gonycka - 0O =

CrIMCoK AOMYLLEHHBIX NONb30BaTeNeR
DUNETP NOKCKa (* 7) : v HaiAtin MpojonKUTE OTMETUTE Hai e HHble
[v] VwMAENagenbLa cepTUMKaTa [-=] IPagpec [omeHHoe uMA | MopT Jo6aBuTb
CN=AboimovTLS-Client,OU=ASZPO,0=CBR,C=RU
M3MEeHNTb

Yaanutb

Pacneyaratb

OTMEeTUTE BCe CHATL BCE OTMETKMN

OK OTmeHa

Pucynox 28. Cnucok gomycka.

]_IaHHLII‘/'I JAHUAJIOT ITO3BOJISACT I[O63.BJ'I$ITB, YAAIATh, U3BMCHATH U paclicyaTbIBaTh B TEKCTOBBIN (baﬁn

CIIMCOK JOITYHICHHBIX CepTI/I(I)I/IKaTOB .

[To cnucKy MOXHO BBIONHATH MOWCK JOIMYIICHHBIX TOJH30BATENICH 10 MMEHAM BIIaJICNbIICB
cepTuduKaToB. J{Js TOMCKa MOXHO 33JaBaTh MacKy TIOMCKa, KOTOpask MPeyCMaTpUBAET CIIeIHaIbHbIC
CHUMBOJIBI (CUMBOJ «*» - JUIs 3aMeHBbI JIFOOOH MOCIIe0BATEILHOCTH CUMBOJIOB U CHUMBOJ «?» — JUIA
3aMeHbl OJHOro cumBona). Hampumep, wmacka (CN=a*) Haiimer Bce wuMeHa cepTu(HKATOB,
HauMHAIOMMeECs Ha OyKBY «a». BepXHMI MM HIDKHHI PErHCTp B 3TOM IOMCKE 3HAYCHUS HE MMeeT.
ITonck ocymecTBaseTcss C MOMOWIBIO HaxaTuss KHomku «Haitm», a kHomka «lIpomomxutey»

npeayCcMOTpCHa AJId IMTPOAOJIKCHUS ITOUCKA.

VYaanaTe U3 CIHCKa MOXKHO TOJBKO CTPOKHU, OTMCYCHHBIC «TaJOYKOI» B CTOJ'I6I_IC [V] Ot
OTMETKH MOXHO ACJIaTh «MBIIIKOMY WM C IIOMOIIBIO HaXXaTusl KHOIIOK «OTMeTuTh Bee» MM «CHSATH
BC€ OTMECTKH». I[OHOJ'IHI/ITGJ'IBHO MO>KHO HCIIOJIB30BAaTh KHOIIKY «OTMETHTD H&ﬁﬂ@HHLIG» npu SaI[aHHOﬁ

MAacCK€ IIOMCKa.

HaxxmeM kHOTIKY «J[00aBUTDHY.
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HOobaeneHue nonb3o0BaTens - O =

I'IapaMEprl CoeflMHEHWMA NONL30BATENA

MM M3 cepTudukaTa: | | |

IP agpec: v WM JOMEH : v Moprt:

OK OTMeHa

Pucynok 29. /lo6aBjieHue MoIb30BaTeNsl.

[Mone «Mms u3 ceptudukara» HYKHO 3alOJHUTh MMEHEM Blaaenbla ceptudukara. s
VIOPOIICHUS MPEAyCMOTPEHA «MKOHKa» (paiiyia B KOHIIE CTPOKH BBOJA, KOTOpas BBIJACT AUAJIOT MTOUCKA
¢aiina. Eciim BeIOpaTh daitn ¢ ceprudukarom B DER xommpoBke, To 31a cTpoka OyIeT 3amoiHEeHa

ABTOMAaTHUYCCKU.
OcTanpHbIC OIS B 3TOM JAHUaJIore 3a6J'IOKI/IpOBaHBI.

Jns nactpoiiku «lllnro3a cepBepa» i paboOThl B peXUME MaplIpyTH3aTopa HEOOXOIUMO

YCTaHOBUTH NEPEKIItoUaTeNb B «Pexum MapiipyrusaTopan.

BAKHOE INPUMEYAHMUE! Crnucku «BHyTpeHHUX aapecoB» M CIUCKH «BupTyaabHBIX

aaApecoB» (1)0pMI/Ipy}OTC5I AHAJIOTUYHO TOMY, KaK 3TO OBLIIO OIIUCAHO paHee i «1mro3a KITueHTa.

Jns nactpoiiku «lllmro3a cepBepa» ains pabOTHI B JIOKaTbHOM PEKUME HEOOXOUMO YCTAHOBUTH
nepekitoyaresib B «JIOKaabHbIA PEKUM» U 3alOJHUThH «JIOKaIbHBIA aIpec» U «BUPTYAJIBHBIN agpec

TakK, Kak 3To Obu10 paHee onucano st «l1lnro3a kaueHTay.

[Tone «BuyTtpennuii cereBoit nHTEpdEiic) 3aN0THATh HE HYXKHO, B MoJie «BUpTyanbHBI ceTeBon
UHTEPENCcH HY)KHO 00513aTeIIbHO 3aucaTh KOPOTKOE MPOM3BONIbHOE M (Hampumep, tun99). Tak Oymet
HA3BIBAThCS JIOMOIHUTENBHBIN ceTeBoi nHTepdeiic Ha kaxaoM «lllmio3e kianeHTa», KOTOpwlid Oymer

MOJIKJIIOUEH K 3TOMY CEPBEPHOMY LILTIO3Y.
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HacTpoiika KoHDUIypaLMOHHBIX NapaMeTpoB npoduan

HaumeHoBaHWe : [po¢Kib CMCTEMbI ADXMBAPOBAHMA

Wpermgmkatop: bucopvd_profile_0

I[ 06Lue l JononHATeNbHbIE MHULManmsauma l Jedctena l TLS nocpegHnK

TLSwnios | TLS daidn

LLnro3 kKneHTa

Bxogawue OTKpbIThie IP NakeThl

BHYTpeHHWIA ceTeBOW MHTeperc: _ ~  BWpTyanbHbiA ceTeBOR MHTepdeRc: _ -

@ Pexum mapLupyTusatopa BHyTpeHHue ajpeca BupTyansHsie ajgpeca

© JokanbHbIA pexinm NokansHeIf agpec: _ ~  BUpTyanbHsId agpec: _ T 00CX000L00UTN

IP npoTokonel : (@) Bee

®
8
]

Voxogawiee 3aluMdpoBaHHoe Coe JUHEHNE

(@) LNtz cepeepa

Bxogsllee 38l POBAHHOE COEANHEHUE

1P agpec: ‘ 192.168.2b.14? b MopT: 9699 + CHMCOKAOI’IYLIJ'EHHI:IJ(I'IOJ'II:3OBaTEJ1EI7I! PejakTnpoBaHue

Wcxoaduime oTkpbIThie [P NakeTsbl

BHYTPEHHWIA CeTeBOW MHTEpheic: *  BMpTyanbHbIA CETEBOM MHTEPpeAC: | tun99 -
Pexum MapLipyT13atopa BHyTpeHHWe aapeca BupTyantHele ajpeca
(@) NokanbHbIA pexnum NokanbHbiid agpec: | 192.168.199.1 ~  BupTyanbHbid agpec: | 192.168.199.254/24 T OOCXNXXXK.XXX/NN

IP npoToKONEI : '@ Bce

BuI6OpouHbe : (M) icmp igmp (W]tcp (W] udp esp ah pim sctp

CoxpaHuTb OTmeHa

Pucynok 30. I1Li1103 cepBepa B JIOKaJLHOM PeKHME.

BAJKHOE NNPUMEYAHHME! Bce xommbroTepsl, KoTopble OyayT pabortate ¢ VPN uepes
«CepBepHBIii 1UTIO3», JOJDKHBI 3a/aTh B KayecTBE LUIO3a (MapLIpyTH3aTopa) pealbHbIN ajapec

BHYTPEHHET0 ceTeBOro nutepdeiica (Hampumep, eth0) cepsepa «CepBepHOTo ILTIO3a».

3.1.3.7. TLS oAl

«TLS ¢aiiny npemHazHadeH sl CO3IaHUS CHCTEMbI aBTOMATHYeCKOTo oOMeHa (aiiraMu Mex Ty

cepBepoM (Daiin-cepsep) u ero knueHTamu (Pait-kiaueHT) no nporokoiy TLS B moanucanHoMm Buze.

BAKHOE TIPUMEYAHMUE! «TLS ¢aiin» e nepenaer ¢aitnpl HyaeBoH ATUHBI U (Hailiibl ¢

pacmmpeHneM «.tmpy.

Hactpotika kak daiin-cepsepa, Tak n Daiii-KIMEHTA BRIOIHACTCS Ha 3aKmaake « TLS daiimy.



42

BAMB.00197-01 91 01

HacTpoiika KoHWIypauMoHHBIX NapamMeTpoB npoduna
HaumeHoBaHWe : [po¢Kib CMCTEMbI ADXMBAPOBAHMA

Wpermgmkatop: bucopvd_profile_0

06Lme l JonoNHWTeNbHbIE l WHUUManu3aums l JedcTenA l TLS nocpe AH1K ITISu.lnml TLS dpaiin

| dain-knmeHT
IPaapec: - WAW JOMEHHOE UMSA _ - Mopt:
MmATLS cepeepa:
Noruk: Mapone : _
Cnucok oyepefeid : | PefakTMpoBaTs

) ®aiAn-cepsep

1P agpec:

b [Rlefv 5700 — +

CrMCOK KNMEeHTOB : PE}J'BKTUIPOBBTI:

CDxpaHmb| ‘ OTmeHa

Pucynox 31. Hacrpoiiku TLS ¢aiina.

Ecnu HacTpanBaercs mporpaMMma y KIIMEHTa, TO HYXHO BBIOpaTh pasnen «Daiii-KImeHT».



43

BAMB.00197-01 91 01

HacTpoiika KoHpUrypaunoHHbIX NapaMeTpoB npo@una = @
HammeHoBaHue : MNpo¢uab CUCTEMbI ADXMBMAPOBaHAA
Wpermgmkatop: bucopvd_profile_0

O6wme | [ONOAHWTENBHbIE WHuumanmsauma | feidctena | TLS nocpegtnk | TLS w3 | TLS daidn

@) PaiRn-knmeHT
IP aapec: 192.168.23.1 > WAW JOMEHHOE UMSA hd Mopt: 9700 - +
MmATLS cepeepa: | TLS.server
Noruk: client_1 Maponk: | **=*|
Cnucok ovepefeii: | PeakTMpoBaTe
Dain-cepeep
IP aapec: v Mopt:

CNMCOK KNWeHTOB | | PEAEKTMPOEATE

CoxpaHuTb OTmeHa

Pucynox 32. Hacrpoiika ®aiisi-kjimenra.

Vxkaxute «IP agpec» cepBepa (Ha KOTOpOM ycTaHOBIIeHA mporpamma «Daitin-cepBepy») UM ero

AOMCHHOC UM, a4 TAKIKC YKAKHUTEC IIOPT OKUJAAHUSA COCAUHCHU.

B none «Mms TLS cepBepa» Hy)HO 00s13aTeIbHO 33/1aTh UMs1, KOTOpoe coBnaaaet ¢ nosem DNS

B cepTudUKaTe cepnepa.

Unentudukarop «Jlorma» Ttaxxke sBmsgercs oO0s3arenbHbiM. OH  TpeacTaBisieT coOoi
MIPOU3BOJBHYIO MOCIEA0BATEIHHOCTh 10 64 CUMBOIIOB B HIDKHEM PETHCTPE JATHMHCKOTO andaButa C

1 paMu ¥ CUMBOJIOM Touepka «_». [Ipobernsl He JormycKaroTes.

[Tapametp «Ilapoms» sBnseTcs HeoOs3aTeNbHBIM. HO eciti OH 3a/1a€Tcs, TO OH IOJKEH COBIAIATh
C mapojieM JTOro mnosb3oBaTenss Ha «Pai-cepepe». JlaHHBIA MNapoiib MOXKET CIIYXKHUTh

JIOTIOJTHATEIBHBIM yeriieHue TLS ayrenTudukamnmy.

Crucok oqepeﬂeﬁ SIBJISICTCS 00s3aTEIbHBIM napamMeTpoM IJisd 3allOJIHCHUS. Haxxmure KHOIIKY

«PCI[aKTI/IpOBaTB ».
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Cnuncok gonycka - 0O =

Cnucok ouepesei

PUNETD NOWCKA *7): | | | v Haidti MpojonKuTE OTMETUTb HaWAeHHEIe

[v] | MaenTudukaTop odepean | Katanor BxoAswmx | Katanor ucxogawmx | Boijasath Nognvcs | COXpaHATb KBATaHLMK | KaTanor KBWTaHUMiA  BbijaBaTb NOANKMCH KBATaHL Jlo6aBMTE

M3MEHNTE
Yaanutb

Pacneyaratb

OTMEeTUTE BCe CHATL BCE OTMETKMN

OK OTmeHa

Pucynox 33. Cnucok ouepeseii KineHTa.

I[aHHBIfI JAHUAJIOT ITO3BOJIACT I[O63.BJ'I$ITB, HU3MCHATh U YAAIATH OUCPCIU B CITUCKE.

Jlns ynaneHus 3amuceil HEOOXOAMMO BBIOpATh MX B CIEIHMATBHON KOJOHKE [V] ¢ moMoIibio
«MBIITKWY WU KHOMKU «OTMeTuTh Bcey». KHomka «CHATH BCE OTMETKHW» OTMEHSIET BCE OTMETKH B

KoJIoHKe [V].
Knormka «Pacrieyararb» oOecrieunBaeT pacneyarky Cliucka odepesiei B TCKCTOBOM BHJIE.

JloGaBienne ouepeieli BEIIOTHSAETCS C MTOMOIIBI0 KHOMIKH «J{00aBUTHY.
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HOobaeneHne nonb3oBaTens - O x

NapameTphl o4epegm

VAeHTUMUKETOp OYepeam : que
Katanor BXoAALLMX : fhome/aboimov/bucop/file-client/server3/que1/in
Katanor Moo gawm : /home/aboimov/bucop/file-client/server3/que1/out

BblfagaTb NOANKCH
(M| CoxparsTs KBMTaHLMK B kaTanor : | /home/aboimov/bucop/file-client/server3/quel/rep

BbIgaBaTk NOANMCE KBUTaHLMIA

OK OtmeHa

Pucynox 34. /lo6aBiieHue o4yepen.

«Mnertndukarop ouepenny siBIsIeTCS 00s3aTeNbHBIM I 3an0dHeHUs. OH MpeCTaBIseT COO0H
MIPOM3BOJILHYIO IOCIICIOBATEILHOCTE 10 64 CHMBOJIOB B HIDKHEM PETHCTPE JATHHCKOTO ayndaBuTa C

I_[I/Iq)paMI/I 1 CUMBOJIOM IIOAYCPKA « ». Hp06e.]1H HC JOITYCKarOTCH.

JlonomHUTENbHO K WJEHTU(UKATOPY oOuepead HYKHO oO0s3aTesIbHO 3aJaTh KaTajor Jis
COXpaHEHHUs BXOIAMMX (alIoB M Karajor HCXoAiummx (ailioB, W3 KOTOpPOro mporpamma Oyner

OTIpaBJIATH (aiisibl Ha cepsep. [locne ycnemHoi oTnpaBku Gaiibl yIausoTcs U3 3TOT0 KaTalora.

Ba:kHoe npuMevYaHue: Bce I/II[eHTI/I(I)I/IKaTOpLI O‘-ICpCI[CfI KJIUCHTA, OOJDKHBI COBIIaAaTh C
I/II[eHTI/I(bI/IKaTOpaMI/I oqepeneﬁ 9TOr0 KJIIMCHTA, 3alaHHBIMU Ha CEPBEPC. Ecnun nHa CCPBCPEC CIIMCOK
oqepez[eﬁ JJI1 OTOro KIIHMCHTA 6YJ1€T HEC COOTBCTCTBOBATH CIIUCKY oqepeneﬁ KJINCHTA, TO CETCBOC

COEIMHEHUE C ATUM KIMEHTOM OYZET pa30pBaHO.

[TapameTtp «BpimaBaTh MOANUCH» OOECTIEUNBAET COXPAHEHHE BO BXOSIIEM KaTajaore He TOJIbKO
¢aitno (mampumep, file.txt), Ho u ero noanuce B Buae ¢aitna B DER komupoBke (Hampumep,

file.txt.p7d). pacmmpenue «.p7d» g00aBiseTCS aBTOMATHIECKH.

Ecmm HY)XHO €II€ COXPAaHATH MOJTYYCHHBIC KBUTAHIMM HA OTIIPABJICHHBLIC (1)3171.]'[]31, TO MOXHO
BKJIIOUHTH OIIITHIO «COXpaHSITI) KBUTAHIIMU B KaTaJIOI'» U YKAa3aThb KaTaJlor AJId COXPAaHCHUA KBI/ITaHI_[I/II\/’I.
KBI/ITaHI_[I/II/I COXPAHAIOTCA B BUIC (I)aJIOB C Ha3BAHUCM, COBIAJAOMIUM C OTIIPABJICHHBIM (I)aﬁHOM, K

KOTOpPOMY J00aBIIsieTCs paciiuperue «.rcp» (nanpumep, file.txt.rep).

[TapameTtp «BpinaBaTh NOANUCH KBUTAHIIMID 00€CTIEYMBAET COXPAHEHHE B KaTalore HE TOJIBKO
kBuTaHimii (Harmpumep, file.txt.rcp), Ho n ux moamuceit B Buzae ¢aitna B8 DER koaupoBke (Hampumep,

file.txt.rcp.p7d). pacmmpenue «.p7d» qobaBIseTCss aBTOMATHYCCKH.
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Jl1st HacTpOHKH MporpaMMbI Ha cepBepe BriOepuTe pasaen «Dait-cepBepy.

HacTpoiika KoHDWIypauvMoHHbIX NapaMeTpoe npodung
HaumeHoBaHWe : Mpo¢uib CUCTEMBI ADXMBAPOBaHNS

WMaeHtugMkatop: bucopvd_profile_0

I[ 06Lue l JononHuTeNsHele l VHUUManu3auma l Jeictena l TLS nocpe gHAK lmmnm‘ TLS dpaiin

PAAN-KNNEeHT
1P agpec: v WA LOMEHHOE UMS _ v Mopt: RERIENE I
MMATLS cepBepa:

JIOTWAH

Cnmcok ovepefed:  PejakTMpoBath

(@) oaiin-cepsep

IP aapec: 192.168.23.1| Iv Mopt: 9700 - +

CNWCoK KNMEeHTOB . | PeAaKTMpoBaTh

CoxpaHWTb OTmeHa

Pucynox 35. Hacrpoiika ®aiin-kjimenra.

«IP agpec» u «Ilopt» 3amaer aapec U Mopt, Ha KOTOpbIXx «PDailn-cepBep» OyaeT MpUHUMATH

BXOJSINME CETEBEIE COEMUHEHUS OT «DalI-KIIMEHTOB).

JUia co3naHus, MPOCMOTPAa W PEAAKTHPOBAHUS CIHMCKA KIUEHTOB, KOTOPBIM Ppa3pelIeHo
noaximountecsl Kk «®Daiin-cepepy» mnpenycmorpeH mnapamerp «CIHCOK KIMEHTOB» C KHOIKOHN

«PCZ[aKTI/IpOBaTB».
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Cnncok gonycka - 0O =

CNMCOK KNMeHTOB

PUNETD NOWCKA *7): | | | v Haidti MpojonKuTE OTMETUTb HaWAeHHEIe

[v] | floctyn | HammeHoBaHwe knneHTa | florvH | Mapons JobaBuTte
W3MEHUTE

Yaanute

Pacneyaratb

CepTupukatsl
Ouepean
OTMeTUTL Bce CHATL BCE OTMETKM

OK OTmeHa

Pucynok 36. Cincok KJIMEHTOB.

I[aHHBIfI JAHUAJIOT ITO3BOJIACT I[O63.BJ'I$ITB, HU3MCHATH U YAAIATH KIIMCHTOB B CIIMCKE.

Jlns ynaneHus 3amuceil HEOOXOAMMO BBIOpATh MX B CIEIHMATBHON KOJOHKE [V] ¢ moMoIibio
«MBIITKWY WU KHOMKU «OTMeTuTh Bce». KHomka «CHSATH BCE OTMETKHM» OTMEHSET BCE OTMETKH B

KoJIoHKe [V].
Knormka «Pacriedarars» o0ecrieunBaeT pacrneyarky CicKa KJIMEHTOB B TEKCTOBOM BHJIE.

I[O6aBJ'IeHI/Ie KJIIMCHTA BBIMMOJHACTCA C IOMOIIBIO KHOIIKH ((I[O63.BI/ITB».



48
BAMB.00197-01 91 01
JobasneHne nonbzoeatens

MapameTpbl K1MeHTa

(M| foctyn paspeweH

HauMmeHoBaHWe KneHTa: | KnueHT 1

JIorMH : client_1

Maponb :

Pucynok 37. lodaBjieHHe KJIHEHTA.

[Tapametp «locTyn pa3pelien» Mo yMOJI4aHUIO YCTaHOBJEH. Eciau ero BBIKIIIOYUTH, TO 3alUCh
KiIMeHTa Oyzaer no0aBlieHa B CIHMCOK, HO 3TOT KJIHEHT («Daill-KIueHT») MOAKIIOUUThC K «Daiin-

CepBepy» HE CMOXKET.

«HanmeHOBaHWE KIIMEHTA» MOJXKET 3allOHATHCS IPOU3BOJIBHO, TaK KaK HECCT TOJIbKO

I/IH(I)OpMaI_[I/IIO JJIsA y,[[O6CTBa I/II[GHTI/I(I)I/IKB.I_II/II/I KJIIMCHTA. I[aHHOC OJIs 0053aTENbHOC JJIA 3allOJTHCHU .

3nauenue nous «JIoruny» gaBrusercs 00s3aTeIbHBIM U TOJKHO TOYHO COOTBETCTBOBATH 3HAUECHUIO
nosist «Jloruna» y «@aitn-kuenTay. [lpu Haauumu pacxokJIEHUH paboTa ATOro KIHEHTa OyaeT

HEBO3MOXKHA.

3aIoHEHUE IO ((HapOJ'IB» He SBIIIETCSA 00s3aTelbHbIM. Ecau 310 moite yCcTOC, TO KIIMCHT
CMOKCT IMOAKIOYAThBCAd K CEPBECPY 0e3 IMMPOBEPKU MapOJIs. Ecmm 3a1aTb 3HAYUCHUC IIapOJId, TO KIUCHT

CMOXKET MMOACOCANHUTLCA K CEPBEPY TOJBKO IMOCIIC MPOBEPKU TOUHOT'O COBITAACHUA ITApPOJI.
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Cnucok gonycka - O x

CNMCOK KNMeHTOB

DUNLTP Noucka (*7): - HaidTn NpojonxuTe OTMETUTb HaiAeHHble
[v] | floctyn | HammeHoBaHWe knneHTa | floruH | Maponb [lo6aBuTb
B aa KnmeHt 1 client_1 Ja

W3MEHUTE
Yaanute

Pacneyaratb

CepTudukars
Ouepean
OTMeTUTL Bce CHATL BCE OTMETKM

OK OTmeHa

Pucynox 38. Cnucok 10myleHHbIX KJIHEHTOB.

Ilocne I[068_BJ'ICHI/I5{ 3aIllUCH KJIIMCHTA HYXHO 00s13aTeNBHO YKa3aThb CIIMCOK MMCH CepTI/I(bI/IKaTOB

9TOr'0 KJIMCHTA, a TAKXKE CO34aTh CIIMCOK oqepez[eix'l, COOTBCTCTBYIOIIHUX OYCPCIAM 3TOI'O KIIMCHTA.

Jnis yka3aHusI CIMCKa UMEH CepTH(PHUKATOB HEOOXOANMO BHIOPATh KypCOPOM 3aIUCh KIMEHTA U

Ha)XaTh KHOTMIKY «CepTuuKaTe».
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Cnucok gonycka - O x

CrMCoK AOMYLLEHHBIX N0NB30B ateneid

PUNETD NOWCKA *7): | | | v Haidti MpojonKuTE OTMETUTb HaWAeHHEIe

[v] WmABnagenslia cepTudmkata Jo6asuTh
M3MEHNTE
Yaanutb

Pacneyaratb

OTMEeTUTE BCe CHATL BCE OTMETKMN

OK OTmeHa

Pucynox 39. Cnucok ceprudukaros.

I[aHHBIﬁ JAUAJIOr IIO03BOJACT BCECTU CIIMCOK HMMCH BJIAACIIBIICB CepTI/I(bI/IKaTOB nyTeM Hux

I[O63BJ'ICHI/ISI, HU3MCHCHUA U YAAJIICHU.

Jns ynaneHus 3amuceii He0OOXOAMMO BBIOpATh MX B CIHEIMATBHOW KOJOHKE [V] ¢ moMoInbio
«MBIIIKNY» WM KHOMKU «OTMeTuTh Bee». KHomka «CHATH BCE OTMETKH» OTMEHSIET BCE OTMETKU B

Kosonke [V].

Kuomnka «PacneuaTaTh» oOeclieurBaeT pacreyaTrKy CIIMCKa UMCH CCpTI/I(I)I/IKaTOB B TCKCTOBOM

BUJIC.
Jo6apienre nMeHH cepTrU(]rKaTa BBITIOIHIETCS C ITOMOIIBIO0 KHOTIKHU «/[00aBUTHY.

NobaeneHWe NONbIOBATENA - O x

I'IapaMEprl CoeiMHEHWA NONL30BATENA

WMA U3 cepTUdmKaTa ‘ kIN:Aboimc-vTLS-Client,OU:ASZP0,0:CBR,C:RU = ‘

0K OTMmeHa

Pucynox 40. /lo6aBiieHne HMeHH BJIafesibIa cepTHHUKATA.
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Nwmsa Bnanenbia U3 cepTudUKaTa KIMEHTa MOKHO BBECTU BPYUHYIO WM MOJXYYHUTh U3 (haiina ¢
ceprudukarom B DER xoauposke. Ecnu HaxkaTh Ha MKOHKY (paiiyia B KOHIIE BBOJA CTPOKH, TO OyjaeT
BbIJIaH CTaHJAPTHBIN auasor Beidbopa daiina. iMs Biagenbiia aBTOMaTHYECKU OYAET pa3MEIeHO B CTOKE

BBOJA.

Cnucok gonycka - O x

CMMCOK AOMYLLEHHBIX N onb30Batenei

PUNETD NOWCKA *7): v Haidti MpojonKuTE OTMETUTb HaWAeHHEIe

[v] WmsEnagensuacepTUgmrkata Jo6asuTe

B CN=AboimovTLS-Client,0U=ASZPO,0=CBR,C=RU

H3MEHWTE

Yaanutb

Pacneyaratb

OTMEeTUTE BCe CHATL BCE OTMETKMN

OK OTmeHa

Pucynox 41. Cnucok cepruukaToB KIHeHTA.

I[J'DI 3agaHus CIIMCKa oqepezleﬁ HeO6XOIII/IMO BI:I6paTB KYpCOpOM 3allMCh KJIIMCHTA W HaAXaTb

kHOTKY «Ouepenu» (PucyHok 36. CHIHCOK KIHCHTOB. ).
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Cnncok gonycka - 0O =

Cnucok ouepesei
DUNLTP Noucka (*7): | - HaidTn NpojonxuTe OTMETUTb HaiAeHHble
[v] | MaenTudukaTop odepean | Katanor BxoAswmx | Katanor ucxogawmx | Boijasath Nognvcs | COXpaHATb KBATaHLMK | KaTanor KBWTaHUMiA  BbijaBaTb NOANKMCH KBATaHL Jlo6aBUTb
W3MEeHNTb
Yaanutb

Pacneyaratb

OTMEeTUTE BCe CHATL BCE OTMETKMN

OK OTmeHa

Pucynox 42. Cnucok ouepeneii.

I[aHHBIfI JAHUAJIOT ITO3BOJIACT I[O63.BJ'I$ITB, HU3MCHATDh U YAAJIATH OUCPEAN B CIITMCKC.

Jlns ynaneHus 3amuceil HEOOXOAMMO BBIOpATh MX B CIEIHMAIBHON KOJOHKE [V] ¢ moMoIibio
«MBIITKWY WU KHOMKU «OTMeTuTh Bce». KHomka «CHSATH BCE OTMETKHM» OTMEHSET BCE OTMETKH B

KoJIoHKe [V].
Knormka «Pacrieyaratb» o0ecrieunBaeT pacneyarky CIicka o4epeieil B TeKCTOBOM BHJIE.

JloGaBienne ouepeiel BHITIOTHSAETCS ¢ MOMOIIBI0 KHONIKU «/]00aBUTEY.
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HOobaeneHne nonb3oBaTens - O x

NapameTphl o4epegm

VAeHTUMUKETOp OYepeam : qu1
KaTanor BXoAaLMX © home/aboimov/bucop/file-client/server3/que1/i
Katanor Moo gawm : /home/aboimov/bucop/file-client/server3/que1 foud

BblfagaTb NOANKCH
(M| CoxpaHsTs KBMTaHLMK B kaTanor : | /home/aboimov/bucop/file-client/server3/quel/recp

BbIgaBaTk NOANMCE KBUTaHLMIA

OK OtmeHa

Pucynox 43. /lo6aBiieHue o4epenu.

«Mnertnukarop ouepenn» sBISETCS 003aTeIbHBIM IS 3an0HEeHUs. OH MPeCTaBIseT OO0
MIPOM3BOJIFHYIO TMOCIIEA0BATEIHHOCTh 10 64 CUMBOJIOB B HMIKHEM PETHCTPE JATHHCKOro ayidaBuTa C

I_[I/I(l)paMI/I 1 CUMBOJIOM IIOAYCPKA « ». Hp06eJ'II>I HC JOITYCKarOTCH.

JlonomHUTENbHO K WJEHTU(UKATOPY oOuepead HYKHO oO0s3aTesIbHO 3aJaTh KaTajor Jis
COXpaHEHHUs BXOAAMMX (ailJIoB M KaTajor HCXOAAMMX (ailioB, U3 KOTOpPOro mnporpamma Oyjaer

OTIpaBJIATh (ailsibl Ha cepsep. [locne ycnemHoi oTnpaBku Gaiibl yIausoTCs U3 3TOT0 KaTajlora.

Ba:kHoe npuMevYaHue: Bce I/II[eHTI/I(I)I/IKaTOpLI O‘-ICpCI[CfI KJIUCHTA, OOJDKHBI COBIIaAaTh C
I/II[eHTI/I(bI/IKaTOpaMI/I oqepenel‘fl 9TOr0 KJIIMCHTA, 3alaHHBIMU Ha CEPBEPC. Ecau nHa CCPBECPEC CIIMCOK
oqepez[eﬁ JJI1 OTOro KIHCHTA 6y21€T HE COOTBETCTBOBATH CIHCKY oqepejleﬁ KJIMCHTA, TO CCTCBOC

COEIMHEHUE C ATUM KIMEHTOM OYZET pa30pBaHO.

[TapameTtp «BpimaBaTh MOANUCH» OOECTIEUNBAET COXPAHEHHE BO BXOSIIEM KaTajaore He TOJIbKO
¢aitno (mampumep, file.txt), Ho u ero noanuce B Buae ¢aitia B DER komupoBke (Hampumep,

file.txt.p7d). pacmmpenue «.p7d» g00aBiseTCS aBTOMATHIECKH.

Ecmm HY)XHO €II€ COXPAaHATH MOJTYYCHHBIC KBUTAHIMM HA OTIIPABJICHHBLIC (1)3171.]'[]31, TO MOXHO
BKJIIOUHTH OIIITHIO ((COXpaHSITI) KBUTAaHIWH B KAaTAJIOI'» U YKa3aTb KaTaJIOT JJIA COXpPaHCHHUA KBI/ITaHHHfI.
KBI/ITaHI_[I/II/I COXPAHAOTCA B BUIC (1)aJ'IOB C Ha3BAaHUCM, COBIAAAOIIUM C OTIIPABJIICHHBIM (1)3.I>'IJIOM, K

KOTOpPOMY J00aBIIsieTCs paciiuperue «.rcp» (nanpumep, file.txt.rep).

[TapameTtp «BpinaBaTh MOANUCH KBUTAHIIMID 00€CIIEYMBAET COXPAHEHHUE B KaTajlore He TOJIbKO
kBuTaHimii (Harnpumep, file.txt.rcp), Ho n ux moamuceit B Buzae ¢aitna B8 DER koaupoBke (Hampumep,

file.txt.rcp.p7d). pacmmpenue «.p7d» qobaBIseTCss aBTOMATHYCCKH.
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3.2 TIPOTOKOJ

[TpoTokoa OMmMOOK KOH(PHUIYPAIIMOHHON TMPOrpaMMbl  BEIETCS B TEKCTOBOM  (haiise
«bucopvdcfg.log», xortopsiii pacmomaraercs B karaaore HOME/.validata/bucopvd/log (mampumep,
/home/aboimov/.validata/bucopvd/log).

3.3 HACTPOIKA CEPBUCA

Jlns co3maHus cepBHCa HEOOXOAMMO pasMECTHTh B crenuanbHoMm kKarajgore OC  Linux

TEKCTOBOI'O (bafma C OIIpCACIICHHBIMU IapaMCTpaMu.
Karauor: /etc/sytemd/system

daiin: <service_name>.service (manpumep, bucopvd_0.service), rae <service_name> - 310 uMs

cepBHUCA.

[TprmMep moCTymHBIX KOMaH[ 1uist cepBuca bucop_0

systemctl status bucopvd_0 [TocMOTpeTh COCTOSTHHE CepBHCa

sudo systemctl enable bucopvd_0 Pa3pemuTh aBTOMAaTHYECKHIA 3aIyCK CEpBUCA IOCIIE

3arpy3ku/nepesarpysku OC

sudo systemctl start bucopvd_0 3amyCTHTh CEPBHC
sudo systemctl stop bucopvd_0 OCTaHOBHTDH CEPBUC
sudo systemctl disable bucopvd_0 OTMEHUTh aBTOMATUYECKUH 3allyCK CEpBHCA IOCIE

3arpy3ku/mepesarpysku OC

sudo systemctl daemon-reload [Meperpy3uts systemctl

st ynobcTBa co3aHus cepBrca B KOMIUIEKT YCTAaHOBKH BXOAWT KOMaHIHAsI MPOLIEaypa:
/opt/validata/bucopvd/signal/systemd_add
st co3manmst cepBuca service name ¢ npodwuinem id_profile ucnmons3yiite KoMaHy:

sudo /opt/validata/bucopvd/signal/systemd add service_name id_profile program_name
$HOME $(whoami) "$(groups)"



55

BAMB.00197-01 91 01
CepBuc Oymer co3man B Kartaiore /etc/systemd/system ¢ mmenem Service_name.service s

BBIIOJIHEHHS ITporpammbl program_name (bucopvd wau bucopvd_d) ¢ mapamerpom id_profile

3.3.1.TIPUMEP CEPBUCA C ABTOMATUYECKOU 3ATPY3KOM KJIIOUA

Ecnu Bo3MOXKHO 00ecreunTh aBTOMAaTHUECKYIO 3arpy3Ky Kiroua 0e3 WHTepaKTHUBHBIX (PYUYHBIX)
orepalmii Mo ycTaHOBKE KiroueBoro Hocutess win BBoga PIN koma Bo Bpems 3arpy3ku, TO MOXKHO
co3maTh cepBHC HemocpeacTtBeHHO s mporpammbel (bucopvd) ¢ mpoduiem (bucopvd profile 0)

CJIEIYIOIUM 00pa3oMm:

sudo /opt/validata/bucopvd/signal/systemd_add bucopvd O bucopvd_profile_ 0 bucopvd
$HOME $(whoami) "$(groups)"

ITocne BBITOIHEHUS KOMAaHIbI.
sudo systemctl enable bucopvd_0

Cepsuc [Iporpammbl OyeT aBTOMaTHYECKH 3aITyCKaThCs TOcIe 3arpy3ku/mepesarpysku OC.

3.3.2.IIPUMEP CEPBUCA C ITPEJIBAPUTEJIbHOM 3ATPY3KOI KJIFOUA

Ecnu HeBO3MOXKHO 00ecneunTh aBTOMATHYECKYIO 3arpy3Ky Kioya 0e3 HHTEepakTHBHBIX
(pyuHBIX) onepaluii Mo yCTaHOBKE KitoueBoro Hocutens win BBoga PIN koxa Bo Bpems 3arpysku, TO
MOJKHO CO3J1aTh CE€pBHC s Bermomorarenbhoi yruutel (bucopvd_d) ¢ npodumem (bucopvd_profile_0)

CIIEyIOIUM 00pa3oMm:

sudo /opt/validata/bucopvd/signal/systemd_add service_name bucopvd_profile_0 bucopvd d
$HOME $(whoami) "$(groups)"

Ycranouth napametp «lIpenBapurtesbHas 3arpy3ka kimoda» B npoduie bucopvd profile 0 ¢

nomouipio Korduryparnmonnoii nporpammel (bucopvdcfg).

9TOT CCPBUC HCJIB3s CTABUTDH B aBTO3AITyCK, TAK KaK ITOCJIC 3aIrpy3KHU oC HeO6XOI[I/IMO 3aIllyCTUTDh

[Iporpammy ¢ moMonipr0 MporpaMMbl MOHUTOpPUHTA W U3 KOMaHAHOW CTPOKHU:
/opt/validata/bucopvd/bin/bucopvd bucopvd_profile_0
3arpy3uTh KIIIOU B «PYUYHOM) PEXKHUME.

B nanpheiimem cneayrommue KOMaHIbl MOTYT 3acTaBisATh IIporpammy HauumHath paboTy H

OCTaHABJIMBATh €ro paboTy 6€3 BBITPY3KH KITH0Ya.
sudo systemctl start bucopvd_d 0

sudo systemctl stop bucopvd_d 0
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JlauHbIil BapuaHT co3aaH s paboTsl [IporpaMMbl Ha cepBepe B pexKUMe KiracTepa.
3.4 HACTPOUKA KJIACTEPA
VYcranoBka knactepaoro 1O Ha kaxaoM y3ie (cepBepe) KiacTepa:
sudo apt install pacemaker pcs
Ha xaxxmom y3iie (cepBepe) clieyeT MPOU3BECTH 3aITyCK HEOOXOAMMBIX CIIYXKO KiacTepa:
sudo systemctl start corosync
sudo systemctl start pacemaker

O06a cepBepa IOJDKHBI «BUACTHY» JIPYT Apyra Mo UMEHH, JIJIsl TOTO H0DKEeH ObITh HacTpoeH DNS

nuu B (aiine: /etc/hosts

Henb3sa wucnonb3oBars aapec 127.0.0.1. JloskHBI pa3pemiatbCsi TOJIBKO peajibHbIC ajpeca,

HarpumMmep, 3anucath B /etc/hosts cieayromnye CTpoKu:
192.168.22.137 node-1

192.168.22.138 node-2

Ha xaxmom CCpBCPC YIAAINTH BO3MOKHO COXPAHUBIIYHOCA HTPCABIAYIIYIO KOHq)I/IpraI_II/IIO

KJjacrepa:
sudo pcs cluster destroy
Ha KaXJI0OM CEpBEPC YCTAaHOBUTDH OJ_'[I/IHaI(OBHﬁ MapoJib MMOJIB30BATCIIHO hacluster:
sudo passwd hacluster

VYcTaHOBUTH ayTEHTU(UKALINIO JIOKAJIBHBIX KOMIBIOTEPOB (BO3MOXHO, 3Ty KOMaHIy HE HYKHO

BBITIOJTHATE €CJii He Hy>keH TLS)
sudo pcs host auth al-node-1 al-node-2 -u hacluster

CO3,Z[8.TB KJIIaCTECp C IOMOIIBKO KOMAHIBbI (my_ClUSter — OTO MNPOU3BOJILHOC HMA CO3OaHHOTO

KJIacTepa)
sudo pcs cluster setup my_cluster al-node-1 al-node-2
3anmycTUTh KJIacTep Ha BCeX y3iax (cepBepax):
sudo pcs cluster start --all

Ba:knoe 3ameuanue: OTKIIOUUTH MOAACPKKY stonith (0e3 aToro Huyero He pabotaer). ITO

HYKHO JIeaTh Ha 3aIlyllleHHOM KJIacTepe 0 YCTAaHOBKH PECypCOB.
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sudo pcs property set stonith-enabled=false

OTKiII04aeM KBOPYM, Tak Kak y Hac 2 y3ia:

sudo pcs property set no-quorum-policy=ignore

Hacrpoiika aBTOMaTnuecKoro BKIIOUEHHUS KJIacTepa Ha BCeX y3JIax (cepBepax) mpH 3arpys3Ke:

sudo pcs cluster enable --all

IIpoBepka cocTosiHUS KlacTepa:

sudo pcs status

sudo pcs status cluster

OcTaHOBUTH KJIACTEP Ha BCEX y3iax (cepBepax):

sudo pcs cluster stop --all

Hacrpoiika aBTOMaTH4ecKOro BHIKJIIFOUSHHS KJIacTEpa Ha BCEX y3Jax (cepBepax) Mpu 3arpysKe:

sudo pcs cluster disable —all

ITocne CO3AaHUA KJIACTECPa HYKHO IPUCTYNATh K CO3JJaHUTO PECYPCOB KJIaCTEpaA. PaCCMOTpI/IM JABa
BapUaHTa CO3JaHus pecypca 3alycka cepsuca IIporpamMmsi.

3.4.1. KJIACTEP C ABTOMATUYECKOW 3ATPY3KOI KJTIOUA

Ecnu Bo3MOXkHO 00ecnieunTh aBTOMaTHUECKYIO 3arpy3Ky Kitoua 0e3 MHTEPaKTUBHBIX (PYUYHBIX)
orepaluil Mo yCTaHOBKE KJItoYeBOro Hocutens uiu BBojaa PIN kona Bo BpeMs 3arpys3ku, TO MOKHO
co3aTh KinactepHblit pecype (res_bucopvd_0 — 1o mpou3BoibHOE HMS pecypca) HEMOCPEICTBEHHO IS

cepsuca [Iporpammer (bucopvd_0) cieayronum oopazom:
sudo pcs resource create res_bucopvd_0 systemd:bucopvd_0
C,Z[CJ'IaTB €ro aKTHUBHBIM, [TIOCTABUB B aBTO3aITyCK:
sudo pcs resource enable res_bucopvd_0
[TocmoTpeTh cratyc pecypcea:

sudo pcs resource status

3.4.2.KJIACTEP C ITIPEJBAPUTEJIBHOM 3AT'PY3KOM KJIIOYA

Ecnu HeBO3MOXKHO 00eCmeunTh aBTOMATHYECKYIO 3arpy3Ky Kioya 0e3 HWHTEepaKTHBHBIX

(py4HBIX) Oomepaluii Mo ycTaHOBKe KJIF0YeBOTO Hocutels i BBoaa PIN koma Bo BpeMs 3arpys3ku, TO
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MOXHO cO03/1aTh KiactepHbiii pecypc (res_bucopvd_d_0) mis cepBrca BCIIOMOTaTelIbHOW YTHIIHTHI

(bucopvd_d_0) cremyromm o6pazom:
sudo pcs resource create res_bucopvd_d_0 systemd:bucop_d_0

Kiactep ¢ TakuM pecypcoMm Helb3si CTABUTh B aBTO3AITYCK, TO €CTh JieliaTh akTUBHBIM (enable),
Tak kak nocie 3amycka OC HyKHO Oyner 3amycTHTh cepBHC [IporpaMMbl B «pyYHOM PEKHME» C

3arpy3koi kiroya. [Tocie 3Toro MokHO CTapTOBATh KJIACTEP TOXKE «BPYUHYION:
sudo pcs cluster start —all
OcTaHaBiMBaTh KJIACTEP HYKHO OYZIET TOXKE «BPYUHYIO»:

sudo pcs cluster stop —all
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4 JIMHEH3UPOBAHUE

4.1 TIPOTPAMMA YCTAHOBKU JINLIEH3UU

3amycK mporpaMMbl YCTAHOBKH JIUIICH3UH BBITIOIHACTCS OT UMEHU AIMUHUCTpaTopa (root) uepes
IJIaBHOE MEHIO IMPUJIOKEHUN MyTeM BbiOOpa 3akiaaku «Jlunensus Apxub.(Aamun.)». Ilocie storo

HY)KHO Oy/ieT BBECTH NapoJib AnMuHKCTpaTopa (root).

Ha skpaH BbIaeTcs Ii1aBHOE MEHIO IIPOrPAMMBI YCTaHOBKH JIMLIEH3UH.

Ko, : _ -
IUE} MporpammMa YcraHoskw nuueHznn (BUCOPVD)

Bbixog CnpaBka

YCTaHOBMTE NULIEH3M D

nDCMDTpETbJ'IHLI,EHSHID

VAT NALEHIKED

Pucynox 44. I'naBHOe MeHI0O MPOrpaMMbl YCTAHOBKH JIMLIEH3HIA.

BBI6CpI/ITC IIYHKT MCHIO «Y CTaHOBHUTH JIUICH3HUIO).

YCTaHOBKA NMLEH3IWK

Pucynox 45. BBoJ JIMLIEH3UOHHOT0 HOMeEpA.

[Tocte BBOma IMIIEH3WMOHHOTO HOMepa (Hampumep, 12345-12345-12345-12345) Oyner

BBITIOJTHEHA €70 MTPOBEPKA U yCTAaHOBKA.

Whudopmauma

Pucynok 46. YcnemHasi ycTAaHOBKA JTHIEH3HH.
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[Tocne ycremHoi ycranoBku JuiieH3uu B «Kondurypanuonnoit nporpammey win «IIporpamme
MOHHUTOPHHTa» MOHO OyneT BbIOpaTh NMyHKT MeHi0 («CrmpaBka»-«O mporpamme») U MOCMOTPETh

JIMLEH3UOHHBIN HOMEP 3TOU MPOrPaMMBI.
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JIMCT perucrpauuu u3MeHeHHu

Howmepa nucros (cTpanuir)

Bcero mucroB Bxogsmmuii Ne
" n3Me- No I
3M. 3aMeHeH- AHHYJIHPO- (ctp.) B © TOKyMEHTa COIMIPOBOJUTENHHOTO oanuck| Jara
HEH- HOBBIX
OKYMEHTE
HBIX BaHHBIX JlOKY JIOKYMEHTa

HBIX




