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AHHOTAIIUA

[laHHBIM JOKYMEHT COOEPKUT ONHCaHMe SKCIIyaTallud IIPOrPaMMHOI0 KOMIIJIEK-
ca (ITK) «CaopaBouyHukK ceptudukatoB» (gamee — IIK «CripaBOYHUK CepTUMUKATOB>),
Bxopsiero B coctas [TIK BAME.00077-06 «“Banupgata KnueHT” Bepcus 4» (ganee 1mo
TekCcTy — IIK «Banupmata KnueHT»), u IpedHa3Ha4deH [JId II0JIb30BaTejled KakK PyKo-
BOACTBO 110 3KcIuTyaTauuu [1K «CnpaBOYHUK CepTUPUKATOB.

[lepen yTeHHMEM HaCTOSIIEr0 PyKOBOACTBA CIeaAyeT 03HAKOMUTHCS C JOKYMEHTOM
BAMBE.00077-06 31 01 «“BanupaTta Knuent” Bepcusa 4. Onucanve IpUMEHEHUI».
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1 HA3BHAYEHHWE, COCTAB WU TPEGBOBAHWUA

K OIIEPAIIMOHHOM CPEIE U AIIIIAPATHOMY
OBECIIEYEHUIO

1.1 Ha3nauenue IIK «CnpaBoYHHK cepTHPHKATOB»

I[IK BAMBE.00077-06 12 01 «CrnpaBOYHUK cepTU(UKATOB» NpegHa3HauYeH OJis:

— (opMHPOBaHUSA 3AIUIIEHHOTO II€PCOHAJIbHOTO CIPaBOYHWKA II0JIb30BaTEs
(TICII), comepxaitero ceptudukat KopHeBoro LleaTpa ceptudukanuu (LIC);

— (opMupoBaHUSA TUYHEIX KIIOYeln 3JIeKTPOHHOU noamnucu (II1) u KiIoden mpo-
Bepku JII monmb3oBaTeneit YooctoBepsiomniero meHrpa (Y1) ¢ ucmnonb3oBaHueM pas-
JIMYHBIX KJTIOYEBBIX HOCUTEJIEH;

— (¢opMuUpoOBaHUs 3anpoca Ha co3maHue ceptudukara B popmare PKCS#10 ¢ uc-
II0JIb30BaHMEM CO3HaHHBIX JIMYHOTO Kitoda III u Kimrovya mpoBepku III;

— Iepefayu 3ampoca B 3allullleHHOM Bupge B LleHTp peructpanuu (LIP);

— pobaBiieHus M yhaljieHus cepTu(UKaTOB, CIIMCKOB aHHYJIMPOBAHHBIX CepPTUdU-
KaTtoB (CAC);

— TIPOBEPKU M 0TOOpaxKeHUs cepTUPUKATOB;

— ¢opmMupoBaHusa U nepemayuu B LIP coobieHnss 0 KOMIIpoMeTaluy Kilo4da I10JIb-
30BaTes;

— oToOpaxkeHus comepzKaHUs U BEIBOJA Ha ITedyaTh cepTuduKaToB, 3anpocos, CAC
1 COOOIIeHUM 0 KOMIIPOMETAIluH;

— obuoBnenusi CAC c ucnosnb3oBaHueM CeTeBOro CIpaBOYHMKA CepTU(UKATOB
(CCC);

— PE3€ePBHOTO KOIIMPOBAHUSA CIIPABOYHUKOB OJIA ITOCIIEOYIOIIETrO0 BOCCTAaHOBIIEHU A
IIEPCOHAJIBHOI'O U JIOKAJILHOT'O CIIPABOYHHUKOB U3 p838pBHOfI KOIINH;

— BOCCTAHOBJIEHUSI TI€PCOHAJILHOTO ¥ JIOKAJbHOTO CIIPAaBOYHUKOB M3 PE3€pPBHOU
KOTIUH.

1.2 TpeOoBaHHs K anapaTHO-NIPOrpaMMHOM cpefe

TpeboBaHUS K anmnapaTHO-IPOTrPaMMHOM cpefne, B KoTopou (yHKiuoHupyet [1K
«CrmpaBOYHUK cepTUPUKATOB», IpuBedeHBl B OoKymMeHTe BAMB.00060-06 30 01
«CK3HU «Banupgata CSP» Bepcus 6. QopMynsap».

1.3 Cocras IIK «CnpaBOYHHK cepTU(PHKATOB»

[IK «CrnpaBOYHUK CepTU(PUKATOB» peajn30BaH B BUIOE HCIIOJIHIEMOIO MOIYJIS
ZCS.EXE (Certificate Store).

CoctaB IIK «CropaBOYHUK CepTU(UKATOB» IpUBEOEH B  OOKyYMEHTe
BAMB.00077-06 91 01 «“BanupaTta Knuent” Bepcusa 4. PyKoBOOCTBO II0 YCTaHOBKE
1 HaCTPOUKE».
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2 3AIIYVCK IIK «CITPABOYHHUK
CEPTUO®UKATOB»

2.1 3anyck IIK «CnpaBOYHHK cepTU(GHKATOB»

[IK «CnpaBoYyHHK cepTU(PUKaTOB» 3amyckKaeTcsi HU3 OCHOBHOro wmeHio OC
Microsoft Windows «IIporpammsbi» - «AIlIK Baaugara Kinuenrt. Bepcus 4.0» -
«CnpaBOYHHK CepTHPHKATOB>.

2.2 AHUIIHAIN3AalUsI KPUOTOIrPpaduIeCcKoro MoayJjis

[Tpu 3amnycke nporpamMmbl CnpaBouyHuka (ZCS.EXE) npousBoguTCcs MHULIMAIN3a-
nusa Kpunrorpadudeckoro monyns (Bxogsiero B coctaB [IK BAMB.00060-06 «CK3U
«Banmupgata CSP» Bepcusi 6») U IpOrpaMMHOIO JaTduKa ciaydauHbix gucen (JCY).
WHunmuanu3anyusa OIPpOU3BOOUTCS TOJIBKO OOWH pa3, mocjie BKIYeHus 9BM u 3amyc-
Ka nnporpamMmmel ZCS.EXE (ecnu nHunmanusanus [ICYH He Ovlla MpoBefeHa paHee, Ha-
IpuMep, IPU HaCTPOUKEe KPUIITOrpadpuIeCcKOro MOAYJIs).

719 MHUNUaIu3aluu HeoOXOOMMO IIOABUTATh «MBIIIBIO» B OKHE WHUIIMAIMN3a-
uuu (PucyHok 1) B COOTBETCTBHMM C IIpaBUIaMH, M3JIOXKEHHLIMH B [JOKyMEHTE
BAME.00060-06 95 01 «CK3M «Bamnupgata CSP» Bepcusa 6. PyKOBOOCTBO agMUHU-
cTpaTopa».

ITpumeuyaHue — IIpu ucnoav3o8aHuu cpedcma 3au,umausl UHpOPMAUUU OM HECAHK-
UUOHUPOBAHHO20 docmyna ¢ annapamHubuim [JCY, cepmupuyuposaHHbim OCE Poc-
CUU, MAHUNYAAUUU «MblWbI0» 045 UHUUUAAU3AUUU Npo2pamMmHo20 [ICH He mpeby-
emcs.

Buonornuyeckmia JCYH n

[

Q 0:12

Moxanyicra, AEMraiTe MeILLHD...

OTMeHa

Pucynok 1 - OkHO nHMLIManu3anuu [1CY

2.3 HacTtpouka IIK «CnpaBoYHHK cepTH(GHKATOB»

g HacTtpouku [TK «CripaBOYHUK CepTU(GUKATOB» HYKHO BHIOpATh IMYHKT MEHIO
«HacTtpouku» - «HacTpolku cipaBOYHUKaA CEPTU(PUKATOB».

2.3.1 OOmHe HACTPOUKH

Ha Bknagke «OOIIHe HACTPOHMKH» MOXKHO yKa3aTh BpeMsl B OHSX, 3a KOTOpPOe
[TK «CnpaBOYHUK cepTUPUKATOB» OyIOeT IpeaynpexkaaTh M0JIb30BaTesIsA O HacTyIla-
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I0IlleM OKOHYaHUU BpeMeHU nenctBusa cepTtuduratoB u CAC (PucyHoxk 2).

Hacrpoikwn MO CnpasouHKKa cepTudMKaTos @
0BLume HacTpoiiku |I'Ian|m | Hacrpoiikn nHTepdeiica | HacTpoiikn reHepaUmi Kkouei
Bpemena ANA WcTekarolwx 00beKkTos
Ans cepTudukaTos
- .
E'.H = [Hen
Ana CAC :

15 = Oueii

[ OK l | OTmeHa

Pucynok 2 - O0111e HaCTPpOUKHT

2.3.2 HacTpounKa Inamnok

Ha Bkmapke «Ilanku» (PucyHOK 3) ciiegyeT C IIOMOIIIbIo KHOIIKY « BBIOOP» 3afaTh
Halky, IpegHa3sHaYeHHbIE [JIS Pa3MelleHUA:
— OOHOBIEHUMU, MOCTynuBINUX U3 LIP;

— sKcnoptupoBaHHBIX U3 [IK «CnpaBoYyHUK cepTUPUKATOB» (PalijIoB, IpeaHa3Ha-
YeHHBIX [J1d nepenayu B LIP;

— ¢haiinoB, skcnopTupoBaHHBIX U3 [IK «CripaBoYyHUK cepTU(PUKATOB» B hopmaTe
ASN.1 DER;

— pe3epBHHBIX Konui cripaBouYHUKOB [1K «CnpaBOYHUK CEePTUDUKATOBY.
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Hactpoiikn MO CnpaBouHyKa cepTMdWKaTOs @
O6me HacTpoiikm | NankK | Hacrpoiiku uHTepdeiica | HacTpoiiku reHepaumm Kkouedi
HanmeHnoeaHue MNanka BribpaTe
OBHoBNEHKE W3 LP
3KkcnopT B UP

SkcnopT B hopmaTe ASN.1 DER D:\PABOTA
PesepBHan KonuA D:\PABOTA

OK | | OTMeHa

Pucynok 3 - HacTpolika mmamnok

2.3.3 HacTpouku uHTepdeica

Ha Bknagke «HacTpouku vHTepdenca» (PUCYHOK 4) MOXKHO yKa3aTh HACTPOUKHU
IJIs1 TOJIb30BaTEJIbCKOr0 HHTep(deiica:

— co3JaBaTh MMOJKAaTaor C HCHOJIb30BaHUEM TEKyHIero BpeMeHH ISl CO-
XpaHEeHHUsI Pe3ePBHBIX KOIMUH 0a3 CIpaBOYHHKA CepTHPHKATOB — IIPU CO3[a-
HUM pe3epBHOU KOMUY I10JIb30BaTEJb NOJIKEeH OyoeT yKa3aTh KaTajor, B KOTOPOM 0y-
OeT CO3[aH IIoJKaTajor C Pe3ePBHBIMU KONUAMU. FIMs nmomkaTasora COOTBETCTBYET
BPEMEHU CO3OaHUus KOINHU;

— [JeJjIaTh pPe3epPBHYI0 KOIHIO II0 BBIXOAY M3 IIPOrpaMMbl, €C/IH ObLIIH HU3-
MEHEHHsI B CIIPABOYHHKE — B CJIy4ae eCJIi B CIPABOYHUK cepTu(UKATOB A0OaB-
JISIJTUCHh WU YOAJISIUCh OOBEKTHI, TO IIOCJIe 3aBeplleHus: ero paboTel OymeT co3maHa
pe3epBHAasi KOMIUS;

— OTOGpa}KaTL TeKCToBOe onmucanue OID — BKIO4YaeT OTO6pa}KeHI/Ie TEeKCTO-
BOT'O OIIMCAHUS OMOJIHUTEJIbHEIX 00BEKTOB, €CJIK OHO €CTh;

— OTOﬁpa}KaTL 3Hauvenue OID, eciu OJOCTYITHO €ro TeKCToBO€ OITHCaHHEe —
BKJIIO49aeT 0T06pa}KeHI/Ie 3HAYEHHUsI OOIIOJIHUTEILHBIX 00BEKTOB IIp1 yCJIOBHUH HAaAJIU-
qud OJisd HUX TEKCTOBOT'O OIIMCAHUA,

— uckarb B CereBoM CnpaBouHuke CeprugukaroB (CCC) — BKio4YaTh B 11O-
KcK nogkiouenHsie CCC;

— COXpaHsTHh HangeHHbIe cepTH(HUKAThI H CAC B JI0OKAJIbHOM CIIPAaBOYHH-
Ke — IIpU BKJIoueHuu onuuu HaugeHHble B CCC 00BbeKTH OyAyT COXpPaHSThHCSA B JIO-
KaJIbLHOM CIIPaBOYHUKE I10JIb30BaTeNIs;

— HCnojab30BaTh Touku pacnpocrpaneHusi CAC (CDP) u uandopmMmanuioo o
noctyne K llenTpy (AIA) npu NOCTPOEHHUH ITENMOYEK — IT03BOJIIET UCIOIH30BaTh
TOYKM [OCTyIla IPHU IIOCTPOEHUHU Liernodek B ciaydae orcyTcTBuss CAC unu ceptudu-
KaTa B JIOKaJIbHOM CIIPpaBOYHUKE M OOCTYIHOCTHU UX B TOYKaX paCIpOCTpaHEeHUs.



9
BAME.00077-06 92 01

Hactpoiikm MO CnpasoyHmka cepTMOMKATOB @

| O6LLmMe HACTPOKK | Nanku | Hacrpoiikn uHTepderica |Hat:Tp0ﬁKu reHepaLMi Kouei

MapameTp

Co30aBaTh NOAKATANOM C UCNONLIOBAHWEM TEKYLLETD BPEMEHH ANA COXPAHEHWA Pe3epBHLIX Konuwii 6az cn...
JlenaTb pesepeHyH KONKK MO BLIXOAY W3 NPOrPamMMel, ecik DbiMW M3MEHEHUS B CNPABOYHUKE

OTobpamaTs TeKCToBoE onucaHne OID

|:| OTobpaxare 2HaveHue OID ecin QOCTYNHO ero TEKCTOBOE ONWUCaHWe

[] MekaTe B Ceterom Cnpasounmke Cepricdmkatos (CCC)

[ coxpansTe HaiineHHbIe cepTnKaTEl M CAC B NOKANLHOM CPEaBOLHHKE

[] menonbaoeats Toukk pacnpocTpaneHna CAC (CDP) u MidhopMaLMio o AOCTYNE K LeHTpY (AIA) npu nocTpo...

[ OK l l OTMeHa

Pucynok 4 - HacTtpoliku naTepderica

2.3.4 HacTpoHKa reHepalyy KJI4YeH

Ha Bkiagke «HacTpo¥Ku reHepaluu KiIoden» MOKHO yKa3aTh He0OXOOuMbIe Ha-
CTPOUKH [JIs1 co3maHus Knwoden (PucyHoxk 5).

Hactpoikm MO CnpasoyHmka cepTMQHMKATOB @

| O6Lme HACTPoiiKK | Tankm | Hacrpoiiku nHTep¢eﬁca| Hacrpoiikn redepauim koded

ANropuTM reHepauun Knoua:

YramuTe AnropuTM onAa reHepaduu KDY

II'DCT P 34.10-2012 (256 6uT) -

|:| MCnons308aTe CHeMy reHepaluun 2 us 3

[ OK l l OTMeHa

PucyHok 5 - HacTpolka resepaiuu Kjiirodeu

Il7s1 co3pmaHus KI04Yel QOCTYIIHEL CJIeAYIOIINe alTrOPUTMBI:

— I'OCT P 34.10-2012 (256 6uT);
— I'OCT P 34.10-2012 (512 6ur).
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CxeMma reHepaiinm «2 U3 3» MO3BOISAET Pa3MECTUTD K/II0Y Ha TPEX KITIOYEBBIX HO-
CUTENSAX, IPUYEM [JIs 3arpy3KHU KiIlo4da HeoOxXoguMo OymeT IMpedbsBUTH JIIOOLIE OBa
13 TPEX CPOPMUPOBAHHBIX KITIOYEBBIX HOCUTEJIEH.

2.4 PopMHUpOBaHHE 3alMpoca Ha CO3JaHHMe [MEePBHUYHOIO
ceprtudHKaTa Kj10o4a npoBepku Il

2.4.1 Co3panue 3ampoca

[Ipexkpe Bcero moab30BaTENIIO HY2KHO co3aaTh Kito4d 11 u copmMupoBaTh 3aIlIpoc B
dopmaTte PKCS#10 Ha co3manue cepTudruKaTa COOTBETCTBYIOIIETO KJTI0Ua IPOBEPKU
Il.

I171 BBLITIOJTHEHUS 3TUX AENCTBUM BHIOEPUTE MYHKT MeHIO «CIIpaBOYHMK CEepPTH-
¢dukaros» - «ChopMupoBaTh 3alIpoC Ha NOJIy4YeHHE cepTHPHUKaTa» UIU Ha-

JXKMHUTE KHONKY 4% Ha maHenIu MHCTPYMEHTOB.

ITpumeyvaHue - Ecau kawou 311 u 3anpoc Ha co30aHue cepmugukama Kawoud npo-
gepku 3I1 bviau cpopmuposaHsvl 8 LIP aOMuHucmpamopom uau onepamopom LIP, mo
csedyem cpasy nepetimu K co30aHUl0 cnpasoyHukos8 (cm. noopasoden 2.5).

[Tpu BEIOOpPE yKa3aHHOTO BhIlIe MyHKTa MeHI0 [IK «CnpaBOYHUK cepTU(PUKaTOB»
3alycKaeT MacCTep CO3[aHMs 3allpoca Ha BBIIIYCK cepTUdUKaTa Kiaoda mposepku I11
(PucyHOK 6).
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F N
Cozganue 3anpoca Ha cepTiduKaT lﬂ_hJ

HMma Bnagenoua ceptvdmKaTa

3aN0NHHTE aTPHEYTEI CEpTHbHKAaTa

MapaMeTp SHaqeHHE

AonkHocTe (T )

HecTpyk TvpHpoBaHHoE MrA { unstructurediame )
HecTpyk TypHpoBaHHBIA aapec | unstrocturedAddress )
CFPH{ OGRN )

CFPHIIN § QGRMIP )

CHMNC { SMILS )

WHH { I

IHH roprAHYeckoro aMua { IMMLE )
DaMunua { SH )

MprobpeTeHHoe Mma { G )

Cbwee A CH )

Qb vpa § Ch

Opranrzaums (O

HasEaHHeE ¥ NHUEl, HOMEP A0Ma | street )
HarcenEHHBIA myHET (L)

Mopoa, Obnacte (5T )

Ctpana (C)

MoyToERA aapec RFCS22 ( Email )
AomeHHoE krA DT )

MoapazaensHme { O )
MoapazaeneHue ( OU )
MoapasaensHme  OU )
Moapazaeneqie { OU Y

< Hazag [ fdanee = ] I OTMEHS J

b

Prucynok 6 - Co3gaHue 3aIpoca Ha BEINYCK cepTuduKaTa Kiaoda npoBepku II1

3anonHuUTE HEOOXOOUMEIE TIOJIS 3allpoca ¥ HaXKMUTe KHONKY «Ilamee». B cienyto-
meM guanore macrtepa (PucyHOK 7) Hy2>KHO OIIpeneuTh napaMeTpsl Kittoda JI1 monb-
30BaTe’is.
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CozgaHwve 3anpoca Ha cepTidukaT @

MapameTpol kntoua 301

YCTaHOBMTE BpEMA JeliCTBMA U NapaMeTpel kKnwua 3N

Bpema gefcTenA knwoua 3N :

KNy nedcTeMTenaH ﬂ : Mec.

NeiicteuTened no: 22 wiona 2022 1.

MapameTpel knoya 200 :
DOPMUPOBETE IKCNOPTHPYEMBIA KU
| PazpelnTe reHepauuio Kioua WrhpoBaHHA
Wcnonb20BaTh KIKU TONBKO A0A WKMDPOBaHUA
Wcnonb30BaTh TOALKO CTAHAAPTHLIE PACLLMPEHHA
Mpw reHepauuy knroua 3N Ha vdToken (OKH) dopmupoeate ero BHYTpH ©KH ¢ 4CY
DopMupoBaTE KU no FTOCT P 34.10-2012 (512 6ur)

DopMUpOBETE KNKU No oeme "2 uz 3"

| < Hazag H lanee = l | OTMeHa

PucyHnok 7 - IlapameTps! Kiroda I11

HU3meHuTe napameTpsl Kiatoda Il mo ymMon4yaHuio, €Cjiv 3TO HYXKHO, U HaXXMUTE
KHONKY «[lasee». B cienyioleM auanore MacTepa yKaxXuTe Mpu HeoO0X0ouMOCTH 00-
71aCcTh IpUMeHeHus Kiatoda (PucyHoxk 8).
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x5

Co3nanMe 3anpoca Ha cepTUdMKaT

BoibepuTe 06NacTs NPUMEHEHUA KNHOUA
AnaA BblﬁUpa paclWpeHHOre NPUMEHEHWA KNHYE OTMETETE HEUﬁXU,ﬂ,HHbIE MYHKTEI B CNHCKE,

PacnoNoMdeEHHOM HHMXE

ona OnucaHue
|:| 1.3.6.1.4.1.3670.5.... AOMWHWCTPETOP KIHUEBON CHCTEMBI
|:| 1.3.6.1.4.1.3670.5.... OTBeTUCNONHWTENL

|:| 1.3.6.1.4.1.3670.5.... KoHTponep

l < Hazag " lanee = ] l OTMeHa

PucyHok 8 - Bribop o6acTu mpuMeHeEHHUS KiI04a

Haxxmute KkHONKY «Ilamee». BoiOepuTte pernamMenT Ajisg ceptudukata (PucyHox 9)

U HaXXMUTE KHOINKY «Ilaee».
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Cosaadue 3anpoca Ha cepTndmkar H

Boibepure pernamedT gna ceprudmKara

Ana BbIEDDE pErNaMeEHTa OTMETETE HeobxoauMee MYHKTEl B MACKE, PaCNONoHEHHOM HIHE

ong OnucaHue OpraH1zauqa

|:| 1.2.643.100.113.1 Knacc cpeactea 3 KC1 MUHKOMCBAZE POCCK
|:| 1.2.643.100,113.2 Knacc cpepcTea M KC2 MUHKOMCBAZE POCCK
|:| 1.2.643.100.113.3 Knacc cpepcTea 3N KC3 MuHKOMCBAZE PoccM

< Hazaan OTMena

Pucynok 9 - BeiGop perinamMeHnTa ajis cepTudukara

Bribepute pononHeHus nnsa ceptudukarta (PucyHok 10) m HaXMUTE KHOIKY
«[Tamee».
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Cosaadue 3anpoca Ha cepTndmkar H

Boibepure qononHeHna anga ceprudmKarta
ﬂﬂﬂ BbIEDDE AOMNOMAHEHWA DTMETETE HEeoDXoAMMEIE MYHKTEI B NACKE, PACMONCGHEHHOM HIGHKE

ong OnucaH1e SHa4eHHe

|:| 1.3.6.1.4.1.10244.4.5 SMITP agpec WNKsa CUCTEMB! ...
|:| 1.3.6.1.5.5.7.48.1.5 Bes nposeprkK OCSP
1.2.643.100.111 HauMeHosaHue cpeacTea 3M ... CK3M "BanugaTta CSP" sepc...

< Hazaan OTMena

Pucynok 10 - Bribop momonHeHuM st ceptudukarta

3apmariTe JONOJIHUTEIbHBIE CBEAEHUS O Biagesnble cepTudukarta (Pucysok 11).
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F N
Cozganue 3anpoca Ha cepTiduKaT @

JapaHve anbTepHaTWBHOro MMeHKW Bnaaenbua CEIJTM[IJHI{EITEI

3aNaAHKTE AONONHKMTENBHBIE CEEAEHKA 0 Bnajensue EEDTHdJHKEITa

MapaMeTp SHaYEHHE

email

DS

JRL

IF aapec

CpraHHzauna
JapervcTPHpOBaHHEIA A Apec
PamHnAA

Jon#HOCTE

Homep TenedoHa

CINHcaHHe

Homep PacqeTHoro Cyeta
BaHKoBCKMIA 1 aeHTHGHKaUMOHHEIR Ko
MouToBEIA AApec

aapec Exchange
MacnopTHaA HHbopMalHA
WHH

MHH rmapramqeckoro nuua
OrPH

CrPHIN

CHIMNC

< Hazan H [oToED ] [ OTMEHS ]

%

Pucynoxk 11 - 3amaHue anbTepHATHUBHOIO UMEHM Biafeliblla cepTuduKaTa

Haxmute kHOTIKYy «I'oTOBO>». [lasiee Hy>KHO 3amnucaTh K104 1 monb30BaTeNs Ha
KJII04eBOu Hocurtenb (PucyHok 12).

Cosnanune knroua @

3anuce Knroda 5519W56A3301 Ha K1HUYeB0R HOCUTEND
¥ Y(TaHOBWTE KNHYEBOH HOCUTENE M HaxmuTe OK

| OK ‘ l OTMeHa

Pucynok 12 - 3anucse kio4da II1 Ha KII04eBOM HOCUTETD

YcraHOBUTE KJIIOUE€BOM HOCHUTEJIbL U HaXXMHUTe KHONKY «OK». BribepuTe HyKHBIU
cuuTheiBaTesb Kiaoda Il (PucyHok 13).
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BoibepuTe cuMTeiBaTENS KAKOYa
HazeaHwe Bepcwa i
¥} CunTeiEaTEn: 'CoGons' 6.0.394
B CunThiBaTENE 'AkKopd' 6.0.394
™. CumTeiBaTens ruToken 6.0.394 =
== CynTeiEaTENE £ Token 6.0.394
@CuuTmBaTenb JaCarta 6.0.394
CunTeieaTtens vd Token (PKH) 6.0.394
¥ CuntneaTens vdToken 6.0.394 b
@ Cuntueartent "Nannac” 6.0.394 -

[ OK ] [ OTtMeHa I

Pucynok 13 - Beibop cuuThiBaTesnsd Kioda Il

[Tpu HEOOXOOUMOCTH YKaXXUTe Mapoib miasa Kiaoda II1 (PucyHok 14).

CK3W Banwaata CS5P ﬂ

BeeawTe HOBRIA Mapone anA knoya LAOXSOMAPEQOUAILS

Maponk: || |

MNooteepxoeHwe:

Ecnv napone He BBe0EH, TO ONA AAHHOMD KNIOYE OH CYATEETCA
MyCTEIM 1M MPK CNEOYIOWLER Sarpy3Ke 3anpaMEaTECA He ByneT.

EM CmaeHa

Pucynoxk 14 - Bop napoins nns kiaoda II1

Ilanee BeIOEpPUTE KIIOUYEeBOM HocuTenb (PucyHok 15).

Bribepute ChoEMHEIN AMCK

Auck CepuitHbIi HoMep

= H: 493380F7

0K | [ OTmeHa

PucyHok 15 - BrIOOp K/II0UEBOTO HOCUTEIIS
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Cos3pganubii Ki1ro4 JI1 3anuceBaeTCa Ha yKa3aHHBIM HOCUTEJIb, CO30aHHEBIN 3alIpOC
Ha co3gaHue cepTuduKaTa Kitoda npoBepku Il oTtobpaxkaeTcsa Ha sKkpaHe (PucyHok
16).

Janpoc Ha cepTMdmKaT @

O6wMe | Cocrae

3anpoc Ha cepTUdHKaT

L&

Bnageney: T=Position, SN=TestUser,O0=TEST,ST=Moscow,C=RL

Bpema cozgaHua 20 22 Wwon 2019 13:29:10 GMT

IKCNOPT ...

| OK || OTMeHa ‘

PrcyHoKk 16 - 3anmpoc Ha co3gaHue cepTuduKaTa Kiaoda ImpoBepku Il1

Haxxmute kHONKYy «OK», mmocye 4yero BLIOEpPUTE MaNKy [AJI COXpaHeHUs 3alpoca
Ha Co3OaHue cepTuduKara.

2.4.2 Ileuyars 3ampoca

I171s1 BEIBOa Ha IedaTh 3alpoca Ha CoO3MaHue cepTuduKaTta yCTaHOBUTE KypCcoOp Ha
TpeOyeMbIli 3ampoc, MIeJIKHUTE [Ba pa3a JIeBOM KHOMKOW «MBIIIHA», TE€PEKIII0UNUTECH
Ha 3akiagkKy «CocTaB» ¥ HaXXKMUTe KHONKY «Pacnedatats» (PucyHok 17).
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3anpoc Ha cepTUdOKUKaT @

Cocrs

MNone 3HaueHKe =
[ Bepeuns 1 (0x0)

[-Z] Bnageney, T=Position,SN=TestUser, 5T =Moscow
[7] Kmou npoeepku 30 Bn...  Anropute knoua npoeepku 3M: Nognuc...
[z Bpems cozpaxns 30 15 Wean 2019 10:01:53 GMT

m

[ X509v3 obnacTe Npume... 3NeKTPOHHAS Nognucs HeoTpekaemeli ...
[ X509v3 ocHoeHble orpa... CA: FALSE

[l X509v3 pacwmpeqHas ... AQMUHUCTPATOP KNuesoi cuctemsl (1....
[zl MpenTudbukatop knwua... Wagentudukatop nposaiigepa: CH3W Ba...
[zl X509v3 cpok geiictens ... [eiicreurened c: 15 Mon 2019 10:01:5...
[zl X509v3 wgentudwnkaro... 33:B7:AD:76:0E:65:00:BB:1D:55:ED:AS...

[E) AnroputM 20 Mognues MOCT P 34.10-2012 cxew MOC...
[T Anavrnnuuag nnnouee An-Nn-1N-4A5-2A-EN-RA-QF-F2 -5 N0 -NA

CuxpaHHTbeJaﬁﬂ...| | Pacneyatars ... ‘

[ OK H OTMeHa ‘

Pucynok 17 - IledaTs 3ampoca Ha co3faHue cepTuduKaTa Kitoda mpoBepku II1

ITpumeuarHue - IIK «CnpasouHuk cepmugukamos» ucnoab3yem 015 nedyamu
npuHmep, yCMAaHoB/eHHbIlU 8 ONEePAl,UOHHOU cucmeme no ymoA4YaHurw. Ecau npuH-
mep No yMO/A4YAHUK He YCMAHOB/1eH, heuamb 6y0em Heso3MONiCHA.

2.4.3 Ilepemaua 3ampoca

Ilanee monb30oBaTesl0 HyKHO NpUOBITh B LleHTp peructpauuu (mamee — LIP) c
He0oO0XOOUMBIMHU [JI peTUCTPAIUU JOKyMeHTaMHU (llepedeHb HeOOXOOQUMBIX [IJIs1 peru-
CTpaluu OJOKYMEHTOB onpepensercsa PernamentoMm unu [JoroBOpoM) U C CO3OaHHBEIM
3alIpoCOM Ha BHIIIYCK cepTudUKaTa Kjioda npoBepku JI1 Ha oTU4yKgaeMoM HOCUTETIE.

ITpumeuaHue — Ilepedaua 3anpoca Ha Nojay4YeHue HenepeuvyHoz20 cepmupukama
Katouya nposepku II1 ocyuecmeasemca nopAa0kom, onpedesnéHHblM yoocmosepio-
WUM UEeHMpPoOM, 8 KOMOPOM 3dpe2ucmpupoB8dH NO/aAb308ameJb.

2.5 Co3maHue CIpaBOYHUKOB

Co3zpaTth crpaBouHUKHU [IK «CrnpaBOYHUK CePTU(PUKATOB» MOXKHO HECKOJILKUMU
crmocobaMu:

— Co3pmaTh u3 00bEeKTOB - COPMUPOBAThH CIIPAaBOYHUKU U3 00HEKTOB (cepTuduka-
TOB 1 CAC) nony4deHHBIX B LIP 1 HaxoOsamuxcsi B OMHOU IIaIlKe;

— Co3pgaTh U3 pe3epBHBIX KONUMW CIIPAaBOYHUKOB - Ollepalds aHaJIoTM4YHa BOCCTa-



20
BAME.00077-06 92 01

HOBJIEHHUIO M3 PE3E€pPBHOM KOMMNH, OJIsI BOCCTAHOBIIEHUS HCIIOIb3yIOTCS KOIIMU CIIpa-
BOYHUKOB IIOJIy4eHHHBIX B [IP.

[Tocne co3manus cripaBoYHUKOB [TK «CripaBoYHUK cepTUGUKATOB» TOTOB K pabdo-
T€.

2.6 3arpy3kKa JOIOJIHUTE/IbHBIX 00 HEKTOB,
3aperucrpupoBaHHbix B IIP

I obecriedyeHusT KOPPEKTHOM pacmedyaTKu cepTudukaTtoB Ha pabodyeM MecTe
He0oOXOOMMO 3apeTUCTPUPOBATh OOIOJHUTENbHEIE 00BbeKTH (OID) LIP. AoMuHHCTpa-
Top LIP BRIrpy2KaeT COUCOK [AOIOJIHUTEJILHBIX 00BEKTOB B (paiijl C pacIIupeHnueM .reg.
I719 oOHOBIEHUS CIIKUCKa HeoO6xoguMo 3aBepmuTh paboTy 1K «CnpaBoYHUK CepTHU-
(buKaTOB» U BHIIIOJIHUTL KOMaHOy regedit.exe /i <umsa daina> unum mBaXXObI Ha-
2KaThb JIEBYIO KHOIIKY «MBIIIN>» Ha (aiine ¢ pacmupeHueMm .reg (cnuckom OID us LIP).

2.6.1 Co3maHue CHpPaBOYHHKOB U3 O0OBEKTOB

Ha ocHoBe momydyeHHBIX B IIP 00bekTOB (cepTuduratoB u CAC) HyKHO CO30aTh
cupaBouyHUKH [IK «CrnpaBOYHUK cepTUPUKATOB» [OJII HAHHOTO MOjIb30BaTessd. s
9TOT0 BEIOEPHUTE NMYHKT MeHI0 «CepBHC» - «C(popMHUPOBAaTH CIIPABOYHHUKH U3 Ka-
TaJIora» 1 BeIOepuTe B nuanore (PucyHok 18) KkaTamor ¢ mojydyeHHBIMU 00beKTaMHU.

BoiGepuTte katanor @

Beibepute nanky, cogepallyio ofbeKTsl, 48 CO34aHNs
CMPaBoYHUKOE.

4 Certs + CRLs i
T=Position,SN=TestUser,0=TEST,5T
T=Position,SN=TestUser,5T=Mosco

vdkeys

m

4 1l I

| CoznaTe nanky | [ OK ” OTMeHa |

Pucynok 18 - Beibop KaTanora ¢ KICXOOHBIMU (haiiyiaMu

Ianee ykaxxute pabounii ceprudukar (Pucynok 19).
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Ykaxute pabounit ceptndwmkar @

YiawmuTe pabounii cepTudukar

Bnapgeney Neiicteutene... [Adeiicrewtene... N2 wnoua 20N Knwou gedcre...  Knu

.. | 22.07.2019 1... | 22.10.2025 1... | 49497ZGNIF01 | 22.07.2019 1...

Pucynok 19 - Bribop pabouero ceptudukaTa

2.6.2 Co3maHHe CIIPAaBOYHHKOB H3 Pe3ePBHBIX KOIIHH

Ha ocHoBe mosnydyeHHBIX B LIP pe3epBHBIX Konui crpaBouyHMKOB (local.pse u
local.gdbm) HykHO co3paTh crpaBo4YHUKU [IK «CnopaBOYHUK CepPTU(MUKATOB» OIS
NAHHOTO IIOJIb30BaTessd. [IJ1si 3Toro HeoO6XOAMMO UCIOJIL30BaTh IYHKT MeHio «Cep-

BHC» - <BOCCTAaHOBUTH CIIPABOYHHKH U3 PEe3€PBHON KOIMHUHU» WU KHOIIKY ®
Ha ITaHe/Iu MHCTPYMEHTOB, Majlee HeoOX0AMMO YKa3aTh IMalKy I'le HaXOOsATCS pe3epB-
Hble KOIIMYU CIIPaBOYHUKOB I10JIly4yeHHEIE B L[P.
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3 PABOTA C ITPOOUNIIAMHA

[IK «CnpaBoYHUK cepTU(PUKATOB» Ha pabodyeM MecTe MO3BOJISIET I10JIb30BaTEJIIO
paboTaTh C HECKOJILKUMU pabouyuMu cepTuduKaTaMu moodepenHo. 11 KaxKaoro pa-
6ouyero ceptudukKara AoJKeH ObITh Tpoduab. CIIMCOK OOCTYIIHBIX Mpoduie, ¢ Bo3-
MOZKHOCTHh UX BEIOOpA, pPacIioyioxkeH Ha naHenu MHCTPyMeHTOB 1K «CripaBoYHUK cep-
TuduraTtoB» (Pucynok 20).

o B |3

r_.L :I'Iu YMONHaHHIO 17| ¥ @) " ‘L&

Pucynoxk 20 - [TaHenb MHCTPYMEHTOB I10 paboTe ¢ mpodunsimMu

3.1 Co3manue npoduis

[Tocne yctanoBku IIK «CnpaBOYHHK cepTU(PUKATOB», aBTOMAaTUYECKU CO30aeTCs
npoduns «Ilo ymoadyauuio». Ecnu monb3oBaTeno HeoOXooumMo paboTaTh C HECKOJIb-
KUMU OPOPUIISIMU, TO ¥ HETO €CTh BO3MOXKHOCTh CO37aTh OOIMOJIHUTEJIbHEIE TIPOdu-
nu. 171 co3maHus OOTOJIHUTENBHOTO0 Npodusis HeoOXOOMMO BHIOpaTh NYHKT MEHIO

«IIpodunn» - «<HacTporka npoduiaen» UiId HaXXaTh KHOIKY & Ha IaHeJu UH-
CTpyMeHTOB. [lasiee 0TOOpa3uUTCS OAMAJIOroBOe OKHO HACTPOMKM mmpodune (PucyHOK
21).

ANK Banuaata Knwent. Bepcwna 4.0 (x64) - Boibepute npodmns

[&’: MA npodwna; (¥
NobaenTs Y¥AaniTE 13MEHWUTE OTMEHE

Pucynok 21 - [InanmoroBoe oKHO HaCTPOUKHU ITpodunen

I71s1 co3maHust HOBOTO ITPoduiiss HeoOXOOMMO HaxKaTh KHOMIIKY «[l00aBHTB», Tajiee
OTKPOETCS OuayioroBoe OoKHO (PucyHok 22), mo3Bodmollee 3agaTh UM OPOGUII U
myTh K O0azam ceptudukatoB. Ecnu ycraHoBsieHa onuus «Co3maTh MOgKaTaor C
uMeHeM npodusisi», To aas 6a3 cepTudUKATOB B YKAa3aHHOM KaTajiore Ipoduis
OymeT co3paH ImoaKaTajor ¢ UMeHeM ITPoGuIs.
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JoBaenenwe npoduna @

1A npadikna:
MNpodkne_17

K.atanor npodmna:

Ciidserstant, x509 ApphatalRoaming) cs

| CozpaTe NoAKaTaNor © HMeHeM Npadkna

| Ik, | | OTMEHS

PucyHok 22 - [ImanoroBoe OKHO moOaBiIeHUs ITPOoGUIs

Ianee HeoOxoouMO HaXaTh KHONIKY «OK» 1 OTKpOeTCs quajioroBoe OKHO AJid Je-
TaJIbHOM HAaCTPOUKM ITapaMeTpoB npodumnsa (PucyHok 23).

-

JoGaeneHwe npoduna @

A npodkng;

THN CApaEoHHKE S

@) harnoeer (GDEM) (7 Baza aaHHe!: [ODEC) CHCTeMHEI (Windows)

MEepCoHaNEHEIF CHPEEOHHME:

pse i isigned/C:iUsersiant, s50M AppDataiRoaming) cs\Npodmne_1 7 ocal, pse SMEHHTE

NoKanEHEIA CNpaBoYHAE:

File: i C i Userstant, 5509 AppDatalRoaminglcs Npodkne_1 7ilocal, gdbm EMEHHTE

CETEELIE CPABIHHHEM!

i

AoBaEHTE
¥AanMTe

MZHEHHTE

[ k. ] | CITMEHS |

Pucynoxk 23 - [InanoroBoe OKHO OeTajIbHOM HaCTPOUKM IIapaMeTPOB NPOPUIA

B maHHBIX HaCTpOfIKaX MO2KHO YCTAHOBHUTHE THII CIIDABOYHHMKaA:

— ®amnnosuti (GDBM);

— Baza ganubx (ODBC);

— Cucremuni (Windows).

I HacTporku ¢arinoBoro npoduns (GDBM) Heob6xogumo, 4TOOBI OBIIN YKa3a-

HBI IyTU K II€ePCOHAJIbHOMY CIpaBOYHUKY (local.pse) u noKajsbHOMY CIPaBOYHUKY
(local.gdbm).
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I711 HacTpOMKHU MPoduiid C UCIoab3oBaHueM 0a3bl gaHHBIX (ODBC) Heobxomumo,
4TOOBI OBIIM YKa3aHH IIyTh K MEPCOHANIbHOMY cpaBoYHUKY (local.pse) u 6a3a maH-
HBIX, B KOTOPOU PAacCIOJIOKEH JIOKaJIbHBIM CclipaBOYHUK (PucyHok 24). Ecnu HaxaTh
KHOTIKY M3MEHHUTh CIIpaBa OT II0JIg BBOMAA [JIS JIOKAJIbLHOTO CIIpaBOYHMKA, TO OyOer
BBEI3BAH CTAHOAPTHHIN nuanor Windows «ADTMHHHCTPATOP HCTOYHHKOB IaHHBIX
ODBC», KOTOPBIM MO3BOJIUT CO37ATh HOBOE MOOKIIOYEeHHEe K 0a3e MaHHBIX HJIN BhI-
OpaTh yKe CyLIeCTBYIOIIEe.

i "

JoGaenedwne npoduna @

1AmA npodkna;

Npodwune_17

Tun CAp3ECYHHEKS

ParnoEeIA (GDEM) @ Baza AaHHE!: (ODEC) CHCTEMHEIA (Windows)

MEpCoHANEHEIF CHPEEOHHME:

pse:f Isigned i serst ant, X509 AppDatat Roaming csi Mpodwne_17ijocal. pse FIEMEHHMTE

NoKaneHBIA CNP3BOYHKE

adbc:fTest] H5MEHHTE

CETEEbLIE CAPAEDHHHEK:

il

AoBaEHMTE
¥AanMTe

MzHEHHMTE

[ Ok ] | CITMEHS |

Pucynoxk 24 - [InanoroBoe OKHO JeTajIbHOM HaCTPOWKM IIapaMeTPOB NPOpUIi
(ODBC)

[719 HacTpOUKU NPOPUssa C UCIOJIb30BaHHEM CUCTEMHOTO0 xpaHunuina (Windows)
HeoO0xoauMo, 4TOOBl ObIJT BeIOpaH paboumii cepTu(dUKAT B CUCTEMHOM XPaHUJIUIIE
Windows. Ecniu HaKaTh KHOIIKY U3MEHUTH CIIpaBa OT II0JIS BBOMA AJIsI IEPCOHAJIbHOT O
CIIpaBOYHMKA, TO OyOeT BhI3BaH AuajIOT ITO3BOISIONINYM BLIOpaTh pabouuit cepTudu-
KaT, Iocjie BeI6opa KOTOporo mosie BBomga «IlepcoHaIbHBIA CIIPAaBOYHHK» OyHeT
aBTOMaTU4YeCKHU 3anonHeHo (PucyHoxk 25).
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I !

JoGaenenne npoduna @

1A npodkna;

Npodwmne_17

THM CApABOYHHE S

DarnoEeIA (GDEM) Baza AaHHeR: (QODEC) @) CHcTeMHEIR (Windows)

MEpCOHANEHEIR CHPSEOHHME:

syshem: [ipsefF 1 A2 EAFF A8 258:5F4E: 71 1685: 9797 45 2 FD:50: D3:5F 1 C5:53

NokaneHe CNPaE0YHHE

syskem: [ flocalf [AzMEHHTE

CETEELIE CPAEIHHHEH:

AobaEnTE

¥aanMTe

MEHEHHTE

| Ok, | | CITMEHS |

Pucynoxk 25 - [I1anoroBoe OKHO JeTajlbHOM HaCTPOUKM IIapaMeTPOB NPohuIs
(Windows)

[To okOHYaHUU pemaKTUPOBaHUSA IlapaMeTpPoB IIpoduiss, HeoOXOOMMO HaxXKaThb
KHOKY «OK». [To6aBeHHbIN ITPOodUIb aBTOMATUYECKU OymeT BHIOpaH M 3arpyxKeH
[TIK «CrnpaBOYHUK CEPTUPUKATOB>.

3.2 3arpy3ka npoduis

[Tpu 3amycke [IK «CrpaBOoYHUK CepTU(GUKATOB», IMOCJIEOHUU MCIIOTb30BAHHBIN
mpoduns 3arpyzxkaerTcs aBToMaTu4decku. [Ipu BriOope mpoduss u3 crucka Ipodu-
sieli, BHIOpaHHBIM mpodusib OygeT 3arpykKeH aBTOMaTH4YeCKHU. BpydHyI0 3arpy3uThb
MpodUIb MOXKET IOHAAOOUTCs, B TOM CiIydae, eCiu Npoduib ObLI BHITPY2KEH BPyY-
Hy!0. [I71s 3arpy3ku mpoduiis HeoOXoguMo BhIOpaTh IyHKT MeHIO «IIpodmam» -

«3arpy3uTrhb NpoduiIb» UIX HaXKaTh KHOIIKY “ Ha NaHeJId MHCTPYMEHTOB.

3.3 3arpy3ka Kiao4da npoduis

Ecnu B mponecce 3arpy3kKu nIpoguss, oab30BaTeIb 0TKa3aJiCA OT 3arpy3KHu KIIIO-
ya OI1, cooTBeTCTByOIIEro paboueMy cepTupUKaTy Ipoduss, TO eCTh BO3MOXKHOCTD
3arpy3uThb KJTi04 1mo3xke. Ecnu kmtoy OI1 He 3arpyxkeH, OyayT HEOOCTYIIHB HEKOTOPHIE
B03MOKHOCTHU [TK «CripaBOYHUK CcepTU(GUKATOB», KOTOPhle TPEeOYIOT 3arpyKeHHOT0
kiro4da II1. [Inst 3arpy3ku npodusis HeoOXoguMo BEIOpPaTh TYHKT MeHio «IIpodman»

- <<3arpy3HTL KJIIOY>» WUJIX HaXKaThb KHOIIKY 2 Ha ITaHeJIn MHCTPYMEHTOB.
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3.4 BeIrpy3ka npoguis

71 BBITPY3KKM NOpodunss HeoOXOOUMO BHIOpaTh NYHKT MeHIO «IIpodmam» -

«BBIrpy3uTH NPOQHIIL>» NN HaXXaTh KHONKY < Ha maHelIn HHCTPYMEHTOB. BmecTe
c mpodusieM OymeT TaKKe BHITPYKeH KiTiod 31, cooTBeTCTBYIONIUIM pabouyeMy CepTHu-

pukaTy npodurs.

3.5 PegakTupoBaHHe NpPoduis

Iist PedaKTHUPOBAHUA IIapaMeEeTPOB HpO(bI/IJ'[H H606XOJII/IMO BI;I6paTI:> IIYHKT MEHIO

«IIpopunu» - «<HacTpouKa npoduiaen» Uid HaxkKaTb KHOIKY & Ha ITaHeJIu UH-
CTpyMeHTOB. [lasiee 0TOOpa3UTCS AMAIOTroBOe OKHO HACTPOMKM mmpodunei (PuCyHOK
21). [Ins pegakTupoBaHus Ipoduiasi HeoOXOOAMMO HaxKaTh KHONIKY « U3BMEeHHUTh>, a-
jiee OTKPOeTCs OuajioroBoe OKHO (PUCyHOK 26), mO3BOISA0IIEe KU3MEHUTD TapaMeTPhI

poQuUIs.

r

1A npodkna;

THN CApaEoYHKES

@) DafnoERF (GOEM) Bazxa AaHHe:: (QODEC) CHCTEMHEF (Windows)

MEpCoHaNEHEIF CRPSEOHHME:

pse: f fsigned)CUserstant, 500 appDatatRoaminglcsiNpodmne _1 7 ocal, pse ZMEHHTE

NokaneHEIR CNPSEOYHHE

File: i\ Userstant, $5090 appDatalRoaminglcs Npodne _17ilocal, gdbm A5MEHHTE

CeTEELIE CAPAEQOYHHEM:

Mzmenenne npoduna @

AobaEnTe
¥ AanNMTE

MEHEHMTE

i

[ Ok, ] | CITMEHS

-

PucyHok 26 - [IlmayoroBoe OKHO U3MEHEHHUS apaMeTPOoB IIPoGhuIs

3.6 Yoanenue npodpuis

Ina ypoaneHuss mnpodusisa HeoOXoOuMoO BeIOpaTh IYHKT MeHI0 «IIpodmam» -

«HacTpouKa npodHiaen» UiIu HaxXaTh KHOMIKY @ Ha [IaHeJId MHCTPYMEHTOB. [la-
jiee 0TOOpPa3UTCs OUAJIOTOBOE OKHO HacTpouKu mpodusnei (Pucynok 21). [Iisg yoane-

HUSA Tpodusiss HeoOXOOUMO HaXKaTh KHONKY «YTaIUTh».
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4 TIPOBEIEHUE IIJIAHOBOM CMEHBI

3abmaroBpeMeHHO A0 OKOHYAHHS CPOKa meMcTBHUsS Kiaoda Ol momb3oBaTesIb m0JI-
KeH chopMHUPOBaTh HOBHIM KiTi0o4 JI1 1 3aIpocC Ha MOJTy4YeHNEe COOTBETCTBYIOIIET O EMY
cepTuduKaTa Kiro4da npoBepku I11.

C nomomrsio ITK «CnpaBoYHUK CepTU(GUKATOB» II0JIb30BaTEIb MOXKET ChopMHUPO-
BaTh HOBEIM K04 Ol U 3ampoc Ha nmonydeHue ceptudukara B popmate PKCS#10
unu CMS/PKCS#7.

IIpoBegeHHue NMoJIb30BaTejieM NOAPsia ABYX (1 00/1ee) MIaHOBBIX CMEH Cep-
THUPHKATOB KiIoda nmpoBepKu IJII ¢ mcnoiab3oBaHHeM 3ampoca B ¢opmare
CMS/PKCS#7 (mpH yCJI0BHH HAeHTH(DHUKAIINH II0IL30BaTeIsA TOJILKO IO TeH-
crByromuM Kiaouy II1 u ceprudpukary Kiaoda nposepku III) He nonyckaer-
Cs1.

4.1 Co3manue 3anpoca B popmatre CMS/PKCS#7

[11s1 co3garusa HOBoro kitoda Il u 3anpoca B popmate CMS/PKCS#7 Ha mony4de-
HIYEe COOTBETCTBYIOIIIET0 cepTudUKaTa 3arpy3ute npoduss u ko4 31 monp3oBaTens,
eCJIM OHU He OBIIM 3arpyzKeHbl paHee. 3aTeM BEIOEPUTE NYHKT MeHI0 «CIIPpaBOYHHK
ceptuuKaToB» - «ChopMHpPOBaATH 3alIPOC Ha NOJIydeHHe cepTudHuKaTa» UIn

Ha’XKMUTE KHOIKY ¥ Ha ma"Henu MHCTPYMEHTOB.

Mamnee popmupoBanue Kinwo4da 1 u 3anpoca B popmatre CMS/PKCS#7 Ha cOOTBET-
CTBYIOIIMM cepTU(HUKAT K/II04a IIPoBepKH 11 BEHIIIOTHAIOTCS aHAaJIOTUYHO OEeUCTBUAM,
npuBeneHHLIM B 1I. 2.4.1.

[Tepen coxpaHeHueM 3ampoca B ¢aiis oH 6yaeT aBTOMaTUYEeCKU IIOAIINCAaH Ha TEKY-
meM Kiarode Ol monb3oBaTensa. ChopMupoBaHHBIN 3anpoc B popmate CMS/PKCS#7
nepepaetrcd B Y1l yCTaHOBJIEHHEIM IOPALKOM.

4.2 Co3manue 3anpoca B ¢popmatre PKCS#10

I co3manus HoBOorO Kitoda JI1 u 3anmpoca B popmaTte PKCS#10 Ha nonydeHue
COOTBETCTBYIOIIEr0 cepTudrKaTa He0OXOAUMO CHadaa BRITPY3UTh MPODUIh U KITI0Y
OIl nmonb30BaTeNs, eciu IPoduiIb OLIT 3arpyKeH paHee. 3aTeM BLIOEPUTE ITYHKT Me-
HI0O «CIIpaBOYHHK cepTHPHKATOB» - «CopMHpPOBaAaTHh 3apoC Ha NOJIydYeHHE

ceprudHUKaTa» UM HaXXMUTE KHONKY 4% Ha ImaHenIu MHCTPYMEHTOB.

anee ¢opmupoBanue Kiroda III u 3anpoca B dopmatre PKCS#10 Ha cooTBeT-
CTBYIOIINM cepTU(HUKAT KiTI04a ITPoBepKU D1 BHITIOTHSAIOTCS aHAJIOTUYHO OEeHCTBUSM,
NpUBEOEHHBIM B 1. 2.4.1.

CdopmupoBanHbeir 3anpoc B popmate PKCS#10 nepepaetrcsa B YL ycTaHOBIEH-
HBIM TIOPSITKOM.
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5 [TOBABJIEHUE CEPTUO®PUKATOB B
CIIPABOYHUK

st mobGaBneHus1 cepTudUKaTa IeJIKHUTE ITPaBOM KHOIIKON «MBIIIHM» Ha pas3fesie
«JIoOKaJIbHBIH CIIPABOYHHK cepTHdHUKaTOB» nHTepdeiica ITK «CIpaBOYHUK Cep-
TU(GUKATOB» U BEIOEPUTE MYHKT MeHI0 « AMIIOPTHPOBATh CePTHPHUKAT B JIOKA/Ib-
HBIH CIIPAaBOYHHK>». [Tocjie 9TOro Heo6xoouMo BEIOPATh (aiiy, comepKalluii CepTH-
(¢ukat nonp3oBaTes.

To6aBuTh cepTudUKAT B JIOKAJILHBIN CIIPAaBOYHUK MOXKHO Takxke u3 CCC. [Ins 3To-
ro HeoO6xomumo BriOpaTh CCC, BHIOENIUTL TPeOyeMblti cepTudUKAT, HaXKaTh IPaBYIO
KHOTIKY «MBIIIIN» U B MOSIBUBIIEMCSI MEHIO BHIOpPATh NMYHKT «[100ABHUTH B JIOKA/Ib-
HBIA CIIPABOYHHK>.

[Tepen moGaBneHUEM I10JIb30BaTENIO OyeT BEIJaHO OMaJIoroBOoe OKHO C oToOpaxe-
HHeM nobaBisieMoro cepTudukara.

He nmomyckaeTcsi no0aBjIeHHe cepTHHUKaTa C HIEHTHPHUKATOPOM KII04Ya B
CnpaBOYHHK CepTH(PHKATOB, €C/IH CePTHPHKAT C TAKHM Ke HIeHTH(PHKATO-
POM KJII0Ya yZKe CYIIeCTByeT B 0a3e cepTu(dHUKATOB.

ITpumeuaHue - Ecau 8 npouecce dobasieHus cepmugukama 8 A0KaAAbHOM Chpa-
B0UHUKe Hali0eH cepmugukam, He cognadarouw,ull ¢ 3azpyxcaembuiM (C mem e udeH-
muguKamopom Kar4a), mo HO8bll cepmuguKkam He 3az2pyiHcaemcs U no1b308amento
svl0aémcs coobuieHue ob owubdke.

[Tpu moGaBneHUU cepTUdUKaTa IPOU3BOOUTCS €T0 ITpoBepKa. Eciiu mpoBepKa cep-
TU(UKaTa He IPOoIIljIa YCIENIIHO, TO 3TOT cepTuduKaT He OymeT goOaBeH.

I Toro, 4ToOBI cenaTh cepTuduKaT pabouum, Heob6xogumMo B nHTepderice ITK
«CripaBOYHUK cepTU(PUKaTOB» BEIOPATH HYKHBIM cepTU(dUKAT, HazKaTh IIPaBy0 KHOII-
Ky «MBIIIIA>» ¥ BEIOpaTh NYHKT MeHIO «Caenarh cepTHPHUKAT PadOUIuM».

[lepen yctanoBkou ceptudukarta IIK «CnpaBOYHHUK cepTU(DUKaTOB» 3alIPOCUT 3a-
rpy3uTth Kito4 II1, cooTBeTCcTBYIOIMY KiTtouy npoBepku II1 B cepTudukare. [1pu us-
MeHeHuu pabouyero kmto4da nmonb3oBaTens [ICII nepenognuckiBaeTCss Ha HOBOM KITIO-
qe.



29
BAME.00077-06 92 01

6 OBHOBJ/IEHHUE CEPTU®UKATOB

[Tocne u3ganus HoBOTO cepTuduKkaTra LIC monb3oBaTelb CUCTEMBI OOJIZKEH TOJIY-
4yuTh 00HOBNEHHBIE cepTuduKkaTel 1 CAC 1IC B LIP. AHalIOTUYHO, eCJii 3TO Heo0Xo-
oumo, I1K IIP moxkeT chopMupoBaTh MOANNCAHHBIN (aiil ¢ 0OHOBIEHUSIMHU OJist abo-
HEeHTAa, KOTOPHIH OymeT comepzkaTh cepTudukaTthl (B Tom yucie LIC u LIP), KoTopkie
HeoOX0OUMBI IT0JIb30BaTENIO ITpU paboTe.

Ina pobaBnenuss o0bekToB u3 LIC mmm IIP HyXHO BBIOpATh HOYHKT MEHIO
«CrnpaBOYHHK cepTHPHUKATOB» - «<OOHOBUTH 00BbeKThI». [IK «CIipaBOYHUK Cep-
TU(HUKATOB» B 3aBUCUMOCTH OT HAaCTPOEHHBIX MOAYJIEN MOoJIydeHusi OOHOBJIEHUM TI0-
ny4uuT ooHoBrIeHUs . [Tocse mpoBepku II1 u 06paboTKU 0OHOBIIEHUM OTCYTCTBYIOIINE
y oIb30BaTesss cepTuduKaThl OyoyT moOaBIeHbl B €r0 CIIPAaBOYHUK CEPTU(HUKATOB.
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7 OBHOBJIEHUE CIIMCKA AHHYJINPOBAHHBDBIX
CEPTUO®UKATOB

OoHoBiernue CAC BO3MOXKHO HECKOJILKUMHU CIIOCOOaMMU:

— mo6OaBiIeHHEeM CIIMCKa M3 (haiijia, HaXOOsInerocs Ha BHEIITHEeM HOCUTEJIE;
— obHOBIeHHEM uepe3s ¢ain c ooHoBneHusAMH (13 LIP unu 1IC);

— obHoBnenueM CAC 1o ceTH C MCIOJIb30BaHMEM [OIOJIHeHUus «TodyKa pacIpo-
ctpaneHus CAC».

IOna obunoBnenuss CAC wu3 ¢aina HeoOXOOUMO BHIOpATh NOYHKT MEHIO
«CrnipaBOYHHK cepTHPHKATOB» - <«HAMnoprupoBars CAC B JI0KaJILHBIH
CIIPAaBOYHHK».

[Tpu Hanmuuuu ceTeBOoro criocoba pacnpoctpaHeHuss CAC BO3MOXKHO uX 00OHOBIIe-
HHUe 110 ceTHu. [171s1 3Toro B mpaBoM OKHe mHTepdetica [TK «CrnpaBo4YHUK cepTUdUKa-
TOB» YCTAHOBUTE Kypcop Ha HeoOxomuMbiii CAC, HMIeJIKHUTE ITPaBOM KHOIIKON «MHI-
IIN» U BEIOEpUTE MMyHKT MeHI0 «O0HOBUTH CAC»>.

ITpumeuaHue - Ecau CAC He codepowcum OdonoaHeHusa «Touyka pacnpocmpaHeHus
CAC», cemesoe obHosaeHuUe Hego3ModcHOo. Ecau CCC HedocmyneH, mo 8vldaemcA
coobuieHue ob owubke.



31
BAME.00077-06 92 01

8 3AIIUCb OBBEKTOB IIK «CIIPABOYHHUK
CEPTU®UKATOB» HA BHEIIITHUU HOCUTEJIb

Kaxpgpiit 00beKT u3 [1K «CrnpaBoYHUK cepTUuPUKATOB» (cepTudukar, 3anpoc, CAC,
coo0IllleHre 0 KOMIIPOMETAIMM) MOXKHO COXPaHUTh Ha BHEIIHUU HOcHUTeJb. OOBEKT
MOXKHO coxpaHuTh B popmaTe ASN.1 DER (T. e. 00BbEKT KaK OH €CTh).

II71s1 aToro B mpaBoM OKHe nHTepdeiica [TK «CripaBOUYHUK CepTU(PUKATOB» YCTAHO-
BUTE KypCcOp Ha TpeOyeMblii 0O0BEKT, BEIIEJINTE €ro (IIeJIKHYB JIEBOM KHONKOWU «MHI-
N » ), IEeJIKHUTE TPaBOM KHOIIKOM «MBIIIN» ¥ B IIOSIBUBIIIEMCS MEHIO BHIOEPUTE ITYHKT
«I9kcmopT B ¢paia B popmare ASN.1 DER». [Tanee 0oTOOPaA3UTCSI SKCIIOPTUPYEMEIH
00BEKT, [JI51 IPOLOJIZKEHU 9KCIIopTa HeoO6XoauMo HaxKaTh KHONKY «OK». [Tanee 1mo-
SIBUTCSI OUAJIOT, B KOTOPOM HeOOXOOMMO yKa3aTb UMs (aiiyia AJisi COXpaHeHUs 9KC-
IMIOPTUPYEMOTr0 OOBEKTA.
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9 NIEWCTBUA IIPU KOMIIPOMETAIIUU KIIIOYA
III ITIOJIb30BATEJIA

[Ipy koMIpoMeTalMy KJIl04Ya y II0JIb30BaTeNIsI OH HOJI?KEH HeMe[OJIEHHO IpeKpa-
TUTh CBSI3b II0 CETH C APYyruMu aboHeHTaMu. [1os1b30BaTeNb (MIX aOIMUHUCTPATOP UH-
dbopmalmonHoOM 6€30IaCHOCTU OpPraHU3allui) OOJIKEeH HEMeIJIeHHO U3BeCTuTh LIP o
KOMITPOMETAIIUU Kitoda. MHbopMalis 0 KOMIPOMETAIIMK MOXKET IepeaBaThbCs, Ha-
mpuMep, o TejedoHy C cCOoOOIleHMeM 3apaHee yCJIOBIEHHOTO TapoJjisi, 3aperucTpu-
poBaHHOTO B «KapTO4yKe OITOBEIeHUS 0 KOMIIpoMeTaluu». [I1pu HaJIU4YUU CETEBOTO
B3aMMO[EeMCTBUS ITOJIb30BATEJIb MOXKET OI0BeCTUTH LIP myTem hopMupoBaHuUs coob-
IIeHHUsI 0 KOMIIPOMETAaIlNH.

II71s1 9TOro HEOOXOAMMO BHIOpPATh MYHKT MeHI0 «CIIpaBOYHHUK cepTH(HUKATOB»
- «CdopMHupoBaTh 3alpoC Ha aHHYJIUPOBaHME JIMYHOro cepruduKara» UIn

HaXaTb KHOIIKY A% Ha manemn UHCTPYMEHTOB.

[Tpu aToM GpopMUPYeETCs COOOIIeHNe O KOMIPOMETAIIUM C BJIOKEHHUEM JIMYHOTO
ceptudrKaTa noab3oBartens. g nepemadu ero B LIP MOXKHO COXpaHUTH COOOILIeHNE
0 KOMIIpOMeTaluu B BUze (alijia Ha BHEIIHEM HOCUTEJIe WU IlepefaTh II0 3JIeKTPOH-
HOU IOYTe aHaJIOTMYHO 3alpoCy Ha COo3gaHue cepTudukara.

3aTeM NOJIb30BaTEeJIb NOJI2KEH MPUOHITh B LIP Oy nony4yeHue HOBHIX Kiaouda II1 u
cepTuduKaTa Kiroda nposepku I11.
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10 IIPOCMOTP OBBEKTOB C MCTEKAIOIIIUM
CPOKOM IEUCTBUA

[IK «CripaBOYHUK CepTU(DUKATOB» IIPOU3BOLUT IIPOBEPKY:

— CpOKOB peincTBusa Kioda JIl u cepTudukraTa moab30BaTesIs IyTEM CPaBHEHUS
TeKyIlel maThl ¢ TapaMmeTpaMu paboyero ceptudukara, ceprudpurkatoB u CAC 1IC;

— CPOKOB gencTBusa Kitoda Il u ceptudukatos, xpausmmxcs B [1CIT;
— cpokoB gerictBus CAC.

Ecnu mo OKOHYaHUS MepevYrCIeHHBIX CPOKOB OeMCTBUS 0CTAJIOCh MEHbIIle BpeMe-
HHU, 4eM yYKa3aHo B HacTpoikax, [IK «CnpaBouyHUK cepTU(GUKATOB» MPHU 3aIlyCKe BHI-
BOOUT OHAJIOT C IIePeYHnCJIeHneM TaKuX 00OBbEeKTOB.

[Tonb30BaTENb MOXKET TAaKXKe ITOCMOTPETDH CITMCOK OOBEKTOB C MCTEKAIOIIUM CPO-
KOM OeNCTBUS B 11000 MOMEHT PaboThl, BEIOpPaB MYHKT MeHI0 «CepBUC» - «OOBEKTHI C
MCTEKAaIIINM CPOKOM JeHMCTBHUS» UK Ha’KaB KHOMIKY »d na mamenu WHCTPYMEHTOB.

IlaHHOEe cOoOoOIIeHMe CIIYKUT IIpeaynpeXaeHueM I1071b30BaTeli0 0 He0OXOAMMOCTH
COBEPIIUTH OJHO MJIM HECKOIBKO U3 CJIEAYIOIIEero CIucKa JAelCTBUM:

— copMUpOBaTh 3aIllpoC Ha co3faHue cepTUdUKaTa UJIM YCTAHOBUTH TEKYIIUM
cepTudrKaT, COOTBETCTBYIOUIUN HOBOMY KITIOYY;

— nonyuuTh B LIP HOBRIM cepTudukar LIC;
— obnoButs CAC.

ITpumeuaHue - OKOHUaHue delicmeus A100020 U3 nepeyucaeHHbIX 06'beKmos npu-
gedem K Heso3ModicHOocmu pabomul ¢ IIK «CnpasoyHuk cepmugpukamos». B 0aHHOM
c/yyae npu 3anycke 6ydem 8bl0aHo coobu,eHue o6 owubke. Ecau noavzosamenb He
npousees nepevucieHHbsle 8biue oelicmausi, 0H 0012CeH npubvimb 8 L[P 015 noemop-
HoOU pe2ucmpauuu (Kpome caAy4as, ecau ucmek cpok deucmaeus katwoda 911, ecau 3a-
npoc yace c(hopMupoB8aH).
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11 CETEBBIE CITPABOYHUKHA CEPTU®OUKATOB
11.1 Joo6aBiaenune CCC

[IK «CrpaBOYHUK cepTUudUKaTOB» MO3BOJISIET MOIb30oBaTelo pabortatk ¢ CCC mo
mpoTtokosy LDAP. OmHOBpEMEHHO MOIb30BaTeJIb MOXKET paboTaTh C HECKOJIBKHUMU
cripaBouHuKaMu. 1151 gobaBieHuss HoBoro CCC 1obp30BaTeN0 He0OOX0OUMO BEIOpaTh
B JIEBOM OKHE CIIpaBOYHHUKA IIyHKT «CeTeBbie CIIPABOYHUKH CepTH(PHUKATOB», Ha-
JKaTh IIPABYI0 KHOIIKY «MBIIIN» U BHIOPATh IYHKT MeHIO «[[00aBUTHh CeTeBOH CIpa-
BOYHHK>.

Ilarnee mmonbp30BaTeni0 Heob6xoauMo HacTpouTh napameTpel CCC (PucyHok 27) Ta-
KHe, Kak:

— ceTeBou 11yTh K CCC;
— ¥MJ IIoJIb30BaTena oy nogkinodeHusa K CCC;
— TapoJib s nonkiroueHus K CCC.

Hactporika napametpos LDAP @

LDAF cepeep:
Idap://nissan.vdata.ru:399/o=vdata

Wma nonezoBaTenn:

admin

MNapons:

[ OK H OTmeHa |

Pucynok 27 - HacTtpouka napametpoB CCC

CeteBou nyth K CCC pomxkeH comepxkath [P-agpec CCC unu goMeHHoe uMms. B
nyTh K CCC TakkKe MOXKeT ObITh BKJIIOUEH IIOPT, K KOTOPOMY OyIOET OCYILECTBISITHCS
nopcoenuHeHve K LDAP-cepBepy (HOPT yKa3blBaeTCS Yepe3 «:» IOCJIe UMEeHHU).

B myTh K CIIpaBOYHUKY TaKxKe MOXKeT ObITh BKJIIOYeH 0a30BbIM KaTamor LDAP-
cepBepa (yKa3bsIBaeTCs MIOCJe MopTa IIOACOeONHEHUS).

11.2 Paoora c CCC

B CCC naxopsTcsa ceptudukaThl mmonb3oBaTteneir u CAC, KOTOPEIE MOMEIIAI0TCS
tyna LIP. [Tonb3oBaTesns MoxkeT mo0aBUThH cebe B JTOKAJIbHBIM CIIPABOYHUK OOBEKTHI,
KoTophle HaxomsaTcst B CCC. [Inst aToro Heo6xoauMo BeIOpaTh TpebyeMble 00BEKTH B
ITpaBOM OKHe uHTepdeiica, HaXKaTh ITPABYIO0 KHOIIKY «MBIIITN» U BRIOPATh ITYHKT MEHIO
«J100aBHTh B JIOKQJIBHBLIH CIIPABOYHHK ».

11.3 O6HOB/IIEeHuEe nHPpopMmanuu 00 o0 bLeKTax CCC

Tak kak B mporecce paboTsl B CCC goGaBasioTCS UM YOATAIOTCA OOBEKTHI, TO
OJis TOro 4TOOBl BUAETH TeKyllee cocTtosHue CCC, Heobxomumo obHoBneHue CCC.
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Oo6noBnenue CCC penaetcst BpyuHyio. [ ooHoBineHus: CCC HeoOX0OuMo B JIEBOM
okHe nHTep(deiica BeIOpaTh CCC, HaxkaTh KinaBuily «F3» Wi HaXkaTh IPaByI0 KHOIIKY
«MBIIIN>» U BEIOpPATh IYHKT MeHIO «IlepeduTaTh CIPAaBOYHHK>.

11.4 Yoanenue CCC

g yoanernus u3 unrepgdeiica CCC Heo6XoguMO B JIEBOM OKHe MHTep(eiica BhI-
O6paTths Tpebyemeii CCC u HaxaTh KoMOuHamuio kKinaBuill «Shift+Del» unu HaxkaTh
IIPaByI0 KHOMNKY <«MEIIIIU» ¥ BHIOPATh MYHKT MEHIO «YIaJIHTh CETEBOHM CIIPaBOY-
HUK». [Tocne aTtoro nonrBepnuth yoaneHue CCC B IOSABUBIIEMCS OUAJIOTE.
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12 OTOBPAKEHUWUE OBBEKTOB

12.1 OToOpaxkenue o00bekTOB B HHTepdence IIK
«CripaBOYHHK CepTH(PHKATOB»

HNutepdeiic [TK «CripaBoYHUK cepTUGUKATOB» 0TOOpaxKaeT nHpopmMaluio o6 00b-
eKTaX B [IBYX BUOAX:

— KpaTkas uHpopmanus 06 00beKTax B CIIMCKe 00BEKTOB B ITPABOM OKHE UHTED-
detica;

— monHas uHpopMalusa o0 00beKTe B guasnore orobpaxkeHus oowrekTa (B X.500-
BULE).

12.1.1 Kparkas uHpopManusi 00 00bEeKTax B CIHCKe O0OBEKTOB

[IpaBast wacte unrtepdetica [IK «CnpaBoYHUK cepTU(GUKATOB» BEIBOOUT KPaTKYIO
nHpopMalmio 00 oO6beKTaxX, CoAeprKalluXCcs B moapa3fese clipaBouyHUKa (PuCyHOK
28). CocTaB BEIBOOUMOM MHPOPMAILUU OIpeaessaeTcsa KoHpurypaumuei «CopaBOYHUK
cepTudUKaATOB» U MOXKEeT OBITh M3MEeHEH (mompas3men 12.2).

AL

Bnagenew; Obuwiee uma Kntou gelcTEMTENEH C MaenTudmeatop kawua 301
/HeBankoeckan KpeauTHaA opraHnzaumns .. 13.08.2019 13:21:28 GMT 83285VFE3101

SlBacunees Mean Makapoeuu 13.08.2019 12:52:11 GMT STHCHTROUM

]

il HeBankoeckan kpeauTHan opranusauns ... 13.08.2019 13:21:18 GMT 83285VFE5101

il Bacunees Mean Makaposuy 13.08.2019 12:51:33 GMT BACHTROUM

&/ Bacunees Mean Makapoeuu 13.08.2019 12:52:11 GMT STHCHTROUM

&) Bacunees Mean Makapoeu 13.08.2019 12:52:11 GMT BACHTROUM

[0nz8] 13 aerycra 2019 r, 13:27:41 GMT

PucyHnok 28 - Uudopmarliusi 06 00beKTaxX B CIIUCKE

12.1.2 TIlonHasi uHpopManmusi 00 00BEKTe B aHAJIOTEe OTOOpaKeHHs
o0BbeKTa

It Kaxmoro Tuila 00beKTa, UCIOJIb3YEMOT0 B CUCTEME, €CTh OUaJIOT oToOpaxKe-
Hus. [1719 oToOpaxKeHus auajaora HeoO0XoouMoO, YCTaHOBUB Kypcop Ha 00BbeKTe B IIpa-
BOM OKHE, HaXKaTh [BaXKObl JIEBOM KHOIIKOM «MBIIIIH».

12.1.3 [Iuanaor orodpaxkeHnusi cepruduxara

Iuasnor orobpaxeHus cepTuduKaTa COCTOUT U3 HECKOJILKUX OKOH, KaxKioe 13 KO-
TOPBIX MOZKHO O0TOOpPa3uTh, BEIOPAB COOTBETCTBYIOIIYIO BKIAOKy (PucyHok 29).
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CepTudMkar -

Obwme |Cuv_—raB | MyTe CEPTHHMKELIN |

ﬁ CepTHdMKaT

X309y 3 aneTepHaTHMBHOS MMA BNagensUa:

Tamunua: Backinebes MeaH Makaposw4
MNouToewl agpec RFC322: vim@mail.ru

Bnanenew: IMM=007705071395,5MILS =67394012045,5N=Bacunees, GM=VeaH I
Mzanatens: INN=007702235133,0GRN=1037700013020,CM=baHx Pocoam,0=bz

[efcTBMTENEH [efcTBUTENEH NO
Konkon: 13 Aer 2019 12:52:11 GMT 13 Hoa 2020 12:52:11 GMT
CepTudukaT: 13 Asr 2019 12:52:11 GMT 13 Hoa 2025 12:52:11 GMT
| oK | | OTMEHE |

Pucynok 29 - [Tuanor oroOpaxkeHus cepTuduKara

Bkmagka «OQOmiue» BHIBOOUT OKHO, cofiepzKalllee OCHOBHYIO MH(pOpMaI1io O Cep-
Tudukare. [1s sxkcoopta orodOpaxkaeMmoro ceprudukara B ¢aiin B8 DER-KomupoBke
HeoO0X0IMMO HaXKaTh KHOIIKY «QKCIOPT>.

Bknagka «CocTaB» BEIBOOUT OKHO, OTOOpazKaioillee 00si3aTeIbHLIE II0JISI CEPTH-
¢ukKaTa 1 BCce OOIIOTHEHUS (MX Ha3BaHUS U 3HAYEHHS), cCoOepKalluecs B cepTuduka-
Te (Pucynok 30). [I7151 BEIBOMla Ha IledaTh cepTudUKaTa HeoO0X0OUMO HaxKaThb KHOMIKY
«PacmeuaTaTrhb». [ coxpaHeHus 00beKTa B TEKCTOBOM BHOe HEOOXOOMMO HaXKaTh
KHOIIKY «CoxXpaHHUTh B (aii». TeKCTOBLIM BUI IIO3BOJISET HCIIOJIb30BAHKUE MOIIOJI-
HUTeJbHBIX cpeactB OC mns ¢opMaTHpPOBAHUS 1 BEIBOMA HA IeYarTh.
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CepTudMkar -

Obwme | CocTas |I'I1_rr|:. CEPTHHMKALIAM |

Mone 3Ha4YeHHe ~
[] Bepoua 3 (0x32)

I:I CEpMIAHEIN HOMED 40:60:19:20: 30: AF:0D: 5B:ED: 18:6A:B6: 50: 52:B2: 7B

I:I AnropuTm 301 Mogmvce MOCT P34, 10-2012 ¢ xsw MOCT P 34, 11-...

[ MznaTens INM=007702235133,0GRN=1037700013020,CN=6..,

I:I AeRcTEBMTENEH C 13 Aer 2019 12:52:11 GMT =
I:I AelcTBMTENEH NO 13 Hom 2025 12:52:11 GMT -
[ Bnanensy IMM=007705071385,5NIL5=567894012045,5N=Bac...

I:I Koy npoeepk 3N Bnagensua ANropyTM KNkoda npoeepk 3M: Noanuce MOCT P ...

IE ¥509v3 anbTepHaTHBHOE MMA BRaaensUa DamMunA: Backinees MEaH Makaposid MoYToBkIA &...
I_?_I,XEIZIQ'-.-G 0BNacTE NPUMMEHEHWMA KIKYE INEKTPOHHEA Noankce HeoTpekaemell Cornacoea. . .
I_?_I,XSIZIQ'-.-G OCHOBHEIE OrpaHWHEHWMA CA: FALSE

IE %5093 pacwrpeHHan odnacTe NpMMEHEH, ..  [TPOBEPKE NOANMHHOCTM TLS knkeHTa (1.3.6.1,5.5...
I_E %5093 pErNaMEHTEl MCNONE30BSHWA CEP.., PernameHT: Knaco cpeactea 3N KC2 (12,643, 100..,
IE MaeHTHdMKETOp Knkoda 30 MaeHTHdWKETop Npogainepa: CK3M BanupaTa C5...
I_E X509y 3 cpok ASRCTBWA KNkoda 3 AelcTeuTensd o 13 Aer 2019 12:52:11 GMT Aeiic...
IE X509 3 MAeHTHDWKATOP KNKOYa Bnanensua 54A1:73:54:25:CE: 71 26:66:68:00: 55:0F:D2: 15:... | w

COXpaH1TE B Gain. .. | | PacmeqYaTart ...

| 0K | | OTMeHa

Pucynok 30 - OTob6paxeHne cocTaBa cepTudurkara

Bkmagka «IIyTh cepTHHUKamMHU» BBIBOOUT OKHO, OTOOpazkarollee pe3yabTaT
MMOJTHOU IIpoBepKm cepTudukarta (PucyHok 31). [lonmHass mpoBepka cepTuduKaTa
BKJTIOYAET ITOCTPOEHHUEe IIeTToOYKU cepTudukaruu, nposepky III Bcex cepTudUKaTOB
1 CAC B 11enmouke cepTuUKAIINY, IPOBEPKY CPOKOB AeMCTBUS BCeX CEPTUMUKATOB U
CAC B nlenmouke. Eciu B Xx07ie IPOBEPKHU OIIPeNesIsieTCcs OTCYTCTBUE HJIU HeOeWCTBU-
TeJILHOCTh KaKoro-mubo o0beKTa B liernnodyke, nHpopmalius 06 3ToM oToOpaxKaeTcs B
OKHE.
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| ofuwme | Cocras | Ny cepridmcaim |

MyTb CEPTHRMKELIM:

OnepaurA 3aBepLIEHE YOMEWHO
5 INN=007705071395,SNIL5 =57894012045,5N =Bacunees, GN=MsaH Mat
CAC oT 13 Asr 2019 12:55:06 GMT
INM=007702235133,0GRN=1037700013020,CN=5aHK Pocon,O=E

PesynsTaT Nposepru:

CNepaLA 3aEEPLIEHS YCMELIHD

Pucynok 31 - OTo6paxeHue pe3ynbTaTOB ITPOBEPKU cepTudUKaTa

12.1.4 [Tuasnor orodpaxkenusi CAC

Bknagka «Oomue» (PucyHok 32) npuanora otobpaxenus CAC oTro6paxaeT OCHOB-
HYI0 HH(POPMAIINI O CIIUCKE:

— UM U3OaTens;

— HOMeEp;

— paTy u3naHus (BCTYIJIEHUS B CHUILY);

— [OaTy clenyroIllero oOHOBIEHUS.
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CrNWCOK aHHYIMPOBaHHLIX CEPTUOMKATOB -

Oiume |C|::l_—ras | AHHYNMPOBAHHLIE CEPTUMKATHI | MyTb CEpTHRMKALIM |

k.
x CrMCoK SHHYMMPOBaHHEIX CEpTHDMKETOE

Mspatens: INM=007702235133,0GRM=1037700013020,CN=baHk Pocciw
Homep CAC: 1

HaTa seinycka: 13 Asr 2019 12:55:06 GMT
Cneqyowmin BeINyCK: 11 Hoa 2019 12:55:06 GMT
| 0K | | OTHMEHE |

Pucynok 32 - [Tmanor oToOpazkeHus: CIIMCKa aHHYJIMPOBAHHKBIX (OTO3BAHHBIX)
cepTudUKaTOB

OKHO BO BKJIaJKe «AHHYJIHpPOBaHHBIEe cepTHPHUKATHI>» (PucyHOK 33) 3amonHs-
€TCS TOJIBKO B TOM CJIy4dae, eCJId B CIIMCKe IIPUCYTCTBYIOT aHHY/IUPOBaHHBIE/TIPEKpPa-
THUBINNE OelCTBHEe CePTUMUKATHI.

Bknagku «CocraB» u «IlyTh cepTHGHKAIIMHU» aHAJIOTUYHLI BKJIadKaM, OIMCaH-
HBIM B [uajiore oroOpaxeHus ceptudukara (m.12.1.3).
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CrNWCOK aHHYIMPOBaHHLIX CEPTUOMKATOB -

Obwwme | Cocrag | AHHYAWPOBEHHEIE CEPTUMKATEI |I'IyTb CEPTHEOMKELIN |

CMWCOK, HHYNMPOBAHHEIX CEPTUDMKETOR:

CEPHIAHEIM HOMED [aTa aHHYMpoBaH1A MpHYKHE BHHYAMPOBaHKA
40:60:19:20:30:AF:0D... 14 Asr 2019 07:00:00 GMT  KoMnpoMeTawa Knoqa

| QK || OTMeEHa |

Pucynok 33 - [Inanor oToOpakeHust CIIMCKa aHHYJIMPOBAaHHLIX CEPTU(GUKATOB

12.1.5 [Iumanor oroOpaxkeHHs 3alpoca Ha BBIMYCK cepTUudHuKaTa

Bkrmapka «O6mue» (Pucynok 34) npuasnora oToOpazkeHus 3aIpoca Ha BBIITYCK Cep-
TUUKaTa oToOpaxKaeT OCHOBHYIO MHPOPMAIINIO O 3aIlpocCe:

— UM BIaOenblia;
— [aTy co3gaHuA 3amnpoca (BpeMs cosganus III).
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3anpoc Ha cepTUdOKUKaT @

O6wwe | Cocras

3anpoc Ha cepTudukaT

L&

Brnapgeney: T=Position,SN=TestUser,0=TEST,ST=Moscow,C=RU

Bpema cozgaHua 2. 22 Mwon 2019 13:29:10 GMT

FKCNOPT ...

| OK || OTMeHa ‘

Pucynok 34 - [Iuanor oToOpaxkeHus: 3arpoca Ha cepTudukar

12.1.6 [Iuagor oroOpazkeHHs 3alIpoca Ha aHHY/IHPOBaHHE/IIPpeKpallleHue
OeHCTBHA cepTUdHKaTa

Bkmapka «CocraB» mmanora oroOpaXKeHHs 3alpoca Ha aHHYJIHWpOBaHUe/IpeKpa-
IeHue geucTBus cepTudukaTa oTodpaxkaeT OCHOBHYIO nHpopManuio (Pucynok 35):

— uMs Bnapenbila cepTuduKkara;
— umsa M3gaTens cepTudukara;

OaTy BBIITYCKaA;
— CEpUUHBIA HOMED.
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3EII'I|:]CIC Ha aHHYNWMpOBaHWE CEpTHd}HICEITEI -
Cocran
Mone 3Ha4YeHHe
[] Bepoua 1 (0xi)
_] HaTa seinycka 13 Asr 2019 12:57:53 GMT
[Z] Mpuamia aHHyMposaHIs KoMNpoMETaLMA KAKYa
_] LdaTa KoMnpoMeTaLmm 13 Aer 2019 12:57:46 GMT
(] Bnaneney INM=007705071395,5MIL5=07394012045,5M...
[ElMzpaTens INM=007702235133,0GRN=1037700013020,...
[] CepmiiHENi HomMep 40:60:19:20: 3D AF ;0D 58:ED: 18:6A:B6: 50: 5...
_.;4_] X509 3 MAEHTUDMKATOP KNKOYa ... MoeHTudukaTop knioda: 45:20: 1A:47:BA:FE. ..
_] AnropiTM 301 Moanvce MOCT P 34, 10-2012 ¢ x3w MOCTP 3.
_] SNeKTpoHHaA NoANME 66:52:B2:B6:C9:6F: 29:59:89:81:E5:05:60:CB...
sﬂ.ﬂmrupmm OTNEYaTKE ¥aw MOCT P 34, 11-2012 (256 GuT)
iﬂ@Tl‘lE'—iaTDK BZIATED: 24:70:D765:99: 5F IF:F7A 59:ELE. ..
COXpaH1TE B Gain. .. | | PacmeqYaTart ...
| 0K | | OTMeHa |

Pucynok 35 - [Iuamor oTo6paxeHus: COOOIIEHNUS 0 KOMITPOMETAIIUuU

Bkmagka «OOmmue» aHajorM4YHa BKJIaJiKe, ONMMCAHHOUW B [uajyiore oToOpaKeHus
3ampoca Ha BBIITYCK cepTudukara (cMm. m.12.1.5).

12.2 Mogudukanusi oTOOpakKeHHus1 CMUCKa 00bEKTOB

HHTepdelic TO3BOISET 3aJaTh COCTAaB MH(GOPMaIlMK, BEIBOOMMOM B ITPABOU YaCTHU
nntepdeiica ITK «CripaBOYHUK cepTUPOUKATOB» [JIsI CIIMCKOB OOBHEKTOB.

[Tpu mogudukaruu uHTEPderica oTodpaxKeHus CIUCKOB 00bEKTOB U3MEHSIETCS KO-
JTMYECTBO KOJIOHOK (M COCTaB BBIBOOMMOM B HUX MH@OpMaIluu) B TabIMu4YHOU dhopme
IIpeCcTaBJIeHUS CIUCKa 0OBEKTOB.

Ina mMoguduKaluu cocTtaBa oToOpazkaemou umHPopMaluu B TpeOyeMoM pa3sfe-
jle HaXXMUTE MPaByI0 KHOMKY <«MBIIIIN» W BLIOEPHUTE NYHKT BCIIJILIBAIOIIETO0 MEHIO
«HacTpouTh OTOOpazKeHue».

[TossBuBIIMiicsa muanor «HacTpouka oToOpazkeHHsI 00bEeKTOB» (PrcyHOK 36)
ITO3BOJISIET BLIOpPATh COCTaB OTOOpaxkaeMol MH(OpMallMM U3 CIIHCKa, IIPeaCcTaBJIeH-
HOT'O B IMa’sore.
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= ?
HacTporka otobpaxeHna 06LekToB I_-

HacTpoiika KONOHOK
HacTpoiika konoHow, oTobpakeHtA ofibekTos

BosMorHEIE NONA & TerylMe nonsA @

Bnanenew -~ Brnagenew: Obwee 1uMa
Wzpatens WaeHTudukaTop knoda 30
LefcTBMTENEH © KNy AeRcTEBMTENEH MO
[eAcTBMTENEH Mo PanuMpeHHoE NPUMEHEHKME KNKDYa -
Knioy aefRcTBMTENEH C
LaTta Beinycka
Cneayrowmi Beinyck
Homep CAC

CEpMItHEII HOMED
Bpema coznaHma 30
[aTta aHHYNMpoBaHWA -
Bnaaenew: MHH

Brageneu: OMPH

Branenew: OMPHIAN W

CTmena

PucyHok 36 - Mogudukaius oToopaxkaemMoi nHGOpMaIuu

II71si HAcTpPOMKU OTOOpaKeHus II0JIb30BATENI0 MpejaraeTcs BHIOpPATh IIOJISA
(KOITOHKM), KOTOpHIE HeoOxoguMo oToOpaxkaTb. OKHO COOEpPKUT [OBa CIIHMCKa
«Bo3MOXKHBIE OIsA» U «TeKylue nmojasa». «Bo3MoOXKHbI€e IIOJIsI» - 9TO II0JIsA, KO-
TOPBIe MOXKHO BHIOpATh [jIsT OTOOpaxkeHusi. «TeKyIue moJjisi» - 3TO I10JIsI, KOTOPhIEe
0TOOpaKarTCs B MaHHBIM MOMEHT. 17151 moOaBIeHUs CITHMCKA IT0JIel K TeKYIITUM HeoO0-
XOOUMO BBIIEJIUTHL BCE€ HeOOXOOMMELIE IIOJISS B CIHCKe «B0O3MOXKHBIE IOJISI» U Ha-
KaTh KHOINKY «—>». BeIOpaHHBIE II0JIS MOSBATCSA B CliicKe «TeKyimue mosst». [
yIoaneHus moneu u3 cnucka «TeKymiue mosast» HeoOX0OMMO BBIIEJIUTh BCe HE00XO-
OUMbIe TIONISA B cliuCKe «TeKyImue mojisi» U HaXaTb KHOIIKY «<—>». [1711 u3MeHeHHUs
TMOpsiOKa OTOOpaXkKeHusI UCIOIb3YIOTCSI KHOIIKY, PACIIOIOXKEeHHbIe CIIpaBa OT CIIMCKa
«Texkymiue mossi». [171s1 U3MeHeHUs IT03UIINK TI0JIS B CIIMCKe He0OX0OMMO BEIOpPATh
[oJie ¥ HaXKaTh KHONKY «A» (BBepX) UJIM KHOIIKY «V¥» (BHU3). CaMOe BepxHee II0Jie B
cuucke «TeKyuiue mossi» orobOpaxaeTcs B uHTep@delice Kak rmepBasi KOJIOHKA CJIeBa,
caMoe HHIXKHee II0Jie - KaK IIOCJIegHsIsI KOJIOHKa CJIeBa.

12.3 ®PunbTpanusi 00 bEeKTOB

[1K «CripaBOYHUK cepTUPUKATOB» 0TOOpaxkaeT 00bEKTH, COOTBETCTBYIOIIIME YCTa-
HOBJIEHHBEIM ¢unbTpaM (npu ucnonb3oBaHuu ODBC-xpanumnuia). [a1s HaCTpPOU-
KM (puiabTpanuu HeoOXoOuMO BBIOpPATh NYHKT TJIaBHOTO MeHI0 «HacTpoHMKu» -

«YcTaHOBUTH GQUIBTPAIIUI0 00BEKTOB B 0a3e» UM Ha)XXaTb KHOIKY Y Ha
IaHe/Id MHCTPYMEHTOB. [lasiee MOSIBUTCS OAMAJIOT HAaCTPOUKMU (PUIbTPALU, KOTOPHIA
MMeEeT YeThIpe 3aKJIaJKH{ [AJI HaCTPOUKM GUIbTPalUU pa3jInyHbIX 00beKTOB (Pucy-
HOK 37, Pucynok 38, Pucysok 39 u PucyHok 40).

[Tpouecc ¢punbTpaluy OOANHAKOB [JIsT BCeX 00bEeKTOB. MaKCHUMaJIbHOE KOJTUYECTBO
oToOpaxkaeMbIX 00BEKTOB, YKa3blBaeT Ha KOJIMYECTBO OOBHLEKTOB KOTOpPOe OyHeT OT-
dunpTpOoBaHO IIpU 3ampoce K H6a3e (Haxe ecnu mapaMeTphl GUIbTPAIIUU He 3adaHbl).
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[Tpu yka3saHuu GUIbTPaLXH 10 TapaMeTpaM HYy2KHO 3aIll0JIHATh TOJIBKO OJUH IIapa-
MeTp. [I71 3aJaHus yCJIOBHUS ITOKMCKA IIOOCTPOKH, MOACTPOKY HEOOXOOUMO yKa3kIBaTh
B cuMBoOJiax «%» (Pucynok 37). KHonka «O494HCTHTH BCe» OUYHIIlaeT BCe YCII0BU4 (I10-
71s1) punbTpanuu (KHOMKaA AEeMCTBYET TOJIBKO Ha aKTUBHOU 3aKJIagKe).

Hactporka ¢mneTpaumm obbwekTos [basa ceptudukaunm] -

| i 3anpocsi Ha cepTMdMKkaTEl | 4| 33npoce! Ha aHHYIMpoBaHKe
S CepruducaTe | | cac

HacTpoikk ana unbTPaw o LerTos:
CepTiudukaTsl, AHHYNMPOBaHHEIE CepTHDMKETEI, 3aNPockl OTOCNEHHBIE B
LleHTp CepTHdMKELIMIA

(® Tocnearue N sances; 1000

() 3a nocnenHue N oHei a0

() fnNbTPEWMA No NapaMeTpan

MapameTp 3Ha4eHWE
Bnapeney,

MzgaTens

CepHiAHEIN HOMED

MaeHTHdDMKETOP Knosa 30

Mo eHTUOMKETOD KNKOYE BNagensUa
Kniou QefCTBMTENEH C

Kntou oefcTEMTENEH MO
AeicTenTENEH C

AefcTenTeneH no

Bnagenew: email

Brnageneyw: dammnma

Bnaneneyw: OpraH1saumMa

(THTHE BCE

UMMCTHMTE BCE

| Ok || OTMeHa |

Pucynok 37 - HacTpoiika punbTpanuy CepTuPUKaTOB
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@Ea'poczu-tacemudmca'ru | JaNpockl Ha HHY NMPOBaHWE
@Cep‘md:ma‘ru CAC

HacTpolikin Ana hUneTPaLWM ofbeKToB:
CAC, 3a8Npoc Ha GHHYNMPOBEHWE CEPTUDMKETE OTOCNEHHEI B LieHTp CepTH

(®) TlocnegHue M sanucels: 1000

() 3a nocneaHue M aHel

© GUnLTPaLIMA Mo NapameTpaM ZMHCOK NapaMeTpos:!

MapamMeTp SHaYeHHe
MznaTens
Oata Beinyka

OuMcTHTE Be

Pucynok 38 - HacTtpoiika punsrpanuu CAC
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= CeprudukaTtsl | CAC
@ 3anpockl Ha CEpTHPMKETEI @ Janpockl Ha aHHYNMPoBaHWE

HacTpolikin Ana hUneTPaLWM ofbeKToB:
3anpoc Ha CepTHgMKET, O0paloTaHHEIM 3aNpoc Ha cepTHdMKET

(®) TlocnegHue M sanucels: 1000

() 3a nocneaHue M aHel

© GUnLTPaLIMA Mo NapameTpaM ZMHCOK NapaMeTpos:!

MapamMeTp SHaYeHHe
Bragenew,

MaeHTHdMKETOP Knoya 30

MaeHTHDWKETOP KNKDYa BNanensUa

Bpema cozaaHi|a 30

OuMcTHTE Be

Pucynok 39 - HacTpoiika punbTpalyuy 3aIpoCOB Ha CO3OaHue cepTudukarta
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Hactpobka dmneTpaumm obbekTos [baza ceptudmkamm] -

5] CepTudwkaTel | | cac |
lin) 3anpocel Ha cepTHdMKaTEI | A 3arpocei Ha anHymMpoBaHKe

HacTpolikin Ana hUneTPaLWM ofbeKToB:
3aNpoc Ha aHHYNMPOBAHWE CEPTHDMKETE OT 300HEHTA

(®) TlocnegHue M sanucels: 1000

() 3a nocneaHue M aHel a0

() UL TPELMA NO NapaMETPaM

MapamMeTp IHAYEeHWe
Bnapeney,

MznaTtens

3anpoc Ha aHHYNMPOBaHWE CEPTUDMKATAa NoANMCaH

CTHTE BCE

MCTHUTE BCE

[}
! L

| Ok || OTmMeHa |

Pucynok 40 - HacTpoiika ¢punabTpaluy 3allpOCOB Ha aHHYJIMPOBaHUE/IIpeKpallleHue
OeuCcTBUS cepTuduKara

12.4 TIoucK 00HLEeKTOB

IInst orcka 00beKTOB B [IK «CnpaBOYHHMK CePTHUKATOB» (TaKUX, KaK CEPTH-
¢ukaTe, CAC, 3ampochl Ha cepTuduKaT) IoIb30BaTEN0 He00X0OUMO BEHIOpATh MEHIO
«CepBHuc» - «Ilouck», HaxxaTb KomOuHanuio Knasuml CTRL+F unu HaxkaThb KHOIIKY

\ﬂ Ha MaHeJI¥ UHCTPYMEHTOB.

[Tocme aToro Ha 9KpaH OymeT BhIBeOeHO AuasioroBoe okHo (PucyHok 41), mo3Bo-
JIgolee 3allOJIHUTD YCJIOBUSA ITOKCKa. [IoMCK BeJeTCs cpedy MOJIydYeHHBIX C YUETOM
punbpTpamuu 0o6HLEKTOB B BEIOpaHHOM pa3sferie 0a3bl [IK «CrpaBoYHUK cepTUdUKa-
TOB».



49

BAME.00077-06 92 01

MNowck obbexToB

YCNOEMA NoMcKa

MapameTp SHaqeHMe

Oprannzauma (0)

MNoapazaeneqme (0L}

Hacen&HHEIR nyHET (L)

lNopoa, OEnacTe (ST)

CTpaHa (C)

AoreHHOE HMA (DC)

MouToEkIA aapec RFCS22 (Email)
AonsHocTe (T)
HecTpykTypHpOBaHHOE MMA (unsk, .,
HecTpykTypHpOBaHHEIR aapec {uU...

CrPH [OGR)
CHIAMT (SRITE S

DL EE HHA (CM) _

4 1 2

m

[Iﬂmq ENajenkbLa

D C yYETOM pPEMMCTRA

D TouHOE COBNaAEHHE NONA

[ CMMCTHTE TEEYLWLEE OKHO ]

[ OYHCTHTL BCE ]

[ HakTh

] [ OTHMEHA

Pucynok 41 - I[Touck o6HEKTOB

II71 mouCKa MOCTYITHEI CJIedyIOIe BapUaHTHI:

1.

HmMsa BiaageanIa:

Oob11ee ums,

Opranusanus,
[Togpa3menenue,

Hacen€HHBIN TYHKT,

I'opom, O65acTs,

CtpaHa,

OT'PH,

OT'PHUII,

CHMUIIC,

WHH,

HWHH oopugndeckoro jaula,
damMunus,

[IpuobpeTeHHOE UMSI,
[TouTtoBhil agpec RFC822,
IIoMeHHOe UMSI,

I O>KHOCTB,

Ha3BaHue ynuiisl, HOMep OoMma,
HecTpykTypupoBaHHOE UM,
HecTpyKTypupOBaHHHIN afgpec;

. AHBTepHaTHBHOG HMs Bilageiblia:
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email,

DNS,

URL,

IP agpec,

Oprasu3zanus,
3aperucTpupPoOBaHHBINA aJpec,
damMunus,

JTOI>KHOCTB,

Homep TenedoHna,
OmnucaHue,

Homep pacueTHOrO cuerTa,
BUK,

[TouTOBHIM ampec,

Anpec Exchange,

Appec Notes,

[TacriopTHEIE JaHHELE,
Microsoft uMs y4aCTHUKA-IIOJIb30BaTE;

. AMs1 n3gaTens:

Oo1iee uMs,

Oprasu3zanus,
[Togopa3pgenenue,

HacenéHHbBIN IIyHKT,

I'opom, O65acTs,

CtpaHa,

OTI'PH,

OI'PHMUII,

CHMUIIC,

WHH,

HWHH opupudeckoro jauia,
damMunusi,

[TpuobpeTeHHOE UM,
[TouTtoBuilt agpec RFC822,
IToMmeHHOe M4,

IOIKHOCTB,

Ha3BaHue ynuiisl, HOMep OoMa,
HecTpykTypupOBaHHOE UM,
HecTpyKTypuUpOBaHHEIN afpec;
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4. AnbTEepHAaTHBHOE MMs H3JaTeJIs:
— email,

— DNS,

— URL,

— IP agpec,

— Opranusanus,

— 3aperucTpupoBaHHBIA adpec,

— Gamunwusg,

— IOM>KHOCTB,

— Howmep Tenedosna,

— Ormucanue,

— Homep pacuyeTHOTrO cueTa,

— BHK,

— IlouyToOBEIM ampec,

— Appec Exchange,

— Appec Notes,

— IMTacnopTHBIE IaHHEIE,

— Microsoft umMs yyacTHHKA-IIOJIb30BaTE;

5. IIpouyee:

— HpeHTHUKATOP KJII0o4a IIOOIIUCH,

— CepunHbIl HOMED,

— JleliCTBUTEJIEH C,

— JlelCcTBUTEJIEH IIO,

— K104 melcTBUTEJIEH C,

— K04 gelicTBUTEJNIEH IO,

— Bpewms cosganus II1,

— X509v3 ugertudukaTop KiaH04da u3gaTers,

— HMsa KOHTelnHepa.

[Tocme 3aroyHEeHHWST BCeX HEOOXOOMMEBIX I10Jiell HeoOXOOWMO HaXKaTh KHOIIKY
«HaMTH» 1 B CIIMCKe O0TOOpaXkaeMEIX 00bEKTOB OCTAHYTCS TOJIBKO T€ KOTOPHIE OT-

BeYaIOT KPUTEPUSIM MouckKa. [I1s1 Toro 4robkl 0TOOPAa3uTh BECh CIIMCOK OOBEKTOB,
Heo0XO0OuMO MOBTOPHO BEIOpPaTh MeHI0 «CepBHC» - «I[IOoMCK», HaXXaTh KOMOMHAIINIO

kinaBull CTRL+F uiu HaxkaTh KHOIKY -]i } Ha MaHeJIu UHCTPYMEHTOB.
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13 HOOITIOJIHUTEJ/IBHBIE ®YHKIIUHA

13.1 YcranoBka 311

B TIK «CmopaBOoYHUK CepTH(HUKATOB» BO3MOXKHO BBIIIOJIHUTL YCTAaHOBKY OII
rmoa mokKyMeHToM. [Inst ycTaHOBKHM JIl HeobxomuMo BeIOpaTh MeHI0O «CepBHC» -
«YcranoBKa JIl...» ganee oToOpa3uTcsa AMaloroBoe oKHO «MacTepa yCTaHOBKH
9II» (Pucynoxk 42).

i o)

MacTep ycTanoskn 301 @

Bac npueeTCTRYET MacTep YCTAaHOBKI 21 jokyMeHTA

3TOT MACTEP NPEAHSSHAYEH ANA YCTAHOBKK 3MNSKTPOHHOR NoAMMCK (30M) A0KyMEHTA,

3M moxeT ObiTe A00ABENEHa B Pakn C A0KYMEHTOM {MPHCOEAHHEHHaA NDOANHEE) MK
3aMNHCaHa B OTAENEHEIH dafn (aTooe AMHEHHAA NoANHCE ),

THN yCTaHAENHEaEMOR 201

@ NpHcoe AMHEHHAS NoARKCE [CMSPECS# 7

OTCOEAHHEHHAA NognMce (CMSIPKCSET)

= Hazag [ fanee = ] | OTHEHS

Pucynoxk 42 - Mactep yctanoBgu Il

911 MoxkeT OBITH YCTAHOBJIEHA OBYX TUIIOB:

— IIpucoenuHEHHAs IOONUCH (IOOMUCE OYIET ComepKaThCs B IIOAIIMCAHHOM (ali-
ne);

— OTcoeguHEHHAs MOONUCH (MOAIKCH OyIeT HaXOOUTCS B OTOENIbHOM (aiifne).

[Tpu BrIOOpPE TUIa III - oTCOemMHEHHAS MOAIINCH, HE0OOXOOMMO yKa3aTh KaKas 1mof-

IINCh YCTaHaABJIMBAETCA II0O HOKYMEHTOM, II€pPBasd HJIM OOIIOJIHUTEJIbHadAd (PI/ICYHOK
43).
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MacTep yetanoewmn 301 @

Bac npueeTcTBYET MacTep yCTaHOBKKM 211 jokyMeHTAa

3TOT MACTED NPEAHASHAYEH ANA YCTAHOEKK 3MNEKTPOHHOA NoANMCK (3M) A0KYMEHTA,

3M MoweT BeITe A0AAENEHa B hakn C A0KYMEHTOM [MPHCOEAMHEHHAA NOANMCE] MM
3aMMCaHa B 0T AENEHEIA hain (oTCoe AMHEHHSA NoANMCE ),

THN YCTaHABNHESEMOM 30T

MpHCOEAMHEHHAA NOAMHCE (CMS/PECS#T)

@ DTooRAMHEHHAA Noankce (CMSIPKCS# 7

HomMep NoanycK

@) MNepeaa NoANHCE

AonanHKTENEHAA N0ANHCE

= Hazan Hanes = ] | OTHEHS

Pucynok 43 - OTcoeguHEHHASA NOOINUCH

[Tocne BrIOOPa THUIla yCTaHOBKU JI1 He0OX0OUMO HaXKaTh KHONKY «[lamee» u 0To0-
pa3uTCs OMaJoroBoe OKHO [Jis BhIOOpa HOKyMeHTa OJis ycTaHOBKM JII B 3aBUCUMO-
CTU OT TuUlla ycTaHaBiuBaeMou III. [Tonb30BaTenb OOIKEH IPOCMOTPETh HOKYMEHT
nepeq ycraHoBkou JII.

s npucoenuHerHou JI1 (PucyHoK 44).
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MacTep yetanoewmn 301 @

Boibop AOKYMEHTa ANA NOAMWCA

AnA NoANKCK HEobxXo AKMO BEIDPATE INEKTPOHHEIN 4OKYMEHT

MoAnHCkIEaEMEIR dakn:

W csifiles! dorymenT. docx BrifpaTe ...

BriBpaTk ...

Makn AnA 3aMHCH NRHCOE AMHEHHOH Mo ANHCH:

Wcsifiles! dokymeHT . pTs

| <= Hazan || Aanes = | | OTHEHS |

PucyHoxk 44 - BrIOOp mOKyMeHTa OJisd npucoeguHeHHou I11

s orcoeguHenHou III, ecnu yctaHaBnuBaeTcs nepsas III(PucyHok 45).

i o)

MacTep yctanoewmn 301 @

Bribop AOKYMEHTA ANA NOAMWCH

AnA NoANKCH HEoBXoAKMO BEIODATE 3INEKTPOHHEIA AOKYMEHT

MoAMMCEIBaEMEIR hakn:

W esifiles! dokymenT, docx BrlGpatk ...

Bribpate ...

thain AnNA 3anycH DTEDE,{LHHéHHDﬁ NoANHCH:

W' csifilest AokymedT.prd

| = Hazaa || Janee = | | OTHMEHA |

Pucynok 45 - Beibop moKyMeHTa [Jid ITepBoi oTcoequHEHHOU OI1

s orcoepunenHoM JlI, ecnu ycTaHaBnuBaeTcs cienyromas dII(PucyHok 46).
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MacTep yetanoewmn 301 @

Boibop AOKYMEHTa ANA NOAMWCA

AnA NoANKCK HEobxXo AKMO BEIDPATE INEKTPOHHEIN 4OKYMEHT

MoAnHCkIEaEMEIR dakn:

W csifiles! dorymenT. docx

| BriOpatk ... |
Mann C CYWECTEYHIWER 0T Co& HHEHHOH NOANMCEHD
W' csifilest AokymeHT. prd | BrlBpaTk ... |
Dain ANnA ZanHcH OTCOEAHHEHHON MOAMHCH!
w\csifiles', AowymenTMext] p7d | Eeifpats ... |
| = Hazan ” Hanes = ] | OTHEHS |

PucyHoxk 46 - BeIOOp DOKyMeHTa IJis Cliedylolei oTcoemuHEHHOU II1

[Tocne 3anmonnHEeHUs BCEX HGOGXO)II/IMBIX IIapaMeTpPOB IMOOITMChIBAEMOI'O HOKYMEHTaA,

Heo0X0aMMO HaxKaTh KHONKY «Ilamee» u oToOpa3uTCsa AUaJIoroBoe OKHO IS BhIOOpa
onuuy yctaHoBKU II1 (PucyHok 47).

e

-

MacTep ycTanoskn 301 @

OnuMy NoArHcH

EbIEEDHTE QnuHH NoANFCH

YobasnaTe cepTHdmEaT B ST

MCNones0BEaTE MAEHTHDHKATOR KNHIYa BNadenbua
Beraucnenye 30N B NOTOKOB0M pEMHME

MoankcaTe MNOBEQx CYILECTEYHILW M= 43HHEBLX

| <= Hazaa H fanes = ] | OTHMEHS

Pucynok 47 - Bribop onmuit yctaHoBKU II1
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MoxHO YCTaHOBUTE CJIE€OYIOIITHUE OIIITNN:

— Io6aBmnsaThk cepTudukat B I (1mo3BosisseT npu npoBepke I B3sITh cepTudUKAT
U3 IOOIIMCAHHOTO COOOIIEeHUS);

— Hcnomnb3oBaTh ngeHTUGUKATOP KiII04Ya Bilafeliblla (B KadyecTBe UOeHTUPUKATO-
pa moAIrcaHTa BMECTO ITaphl U34aTellb U CEpPUiHbIe HOMED OyIeT UCIIOIb30BaH UNEH-
TUUKATOP K/IH04Ya BiIafesblia);

— Breiuucnenue II1 B IOTOKOBOM pexXuMe (IM03BOJIET MOMOMHUCHIBATL JOKYMEHTEI
OO0JIBIIIOrO pa3Mepa );

— TlopgmucaThk IMOBEPX CYIIECTBYIOIINX HaHHBIX (II03BOJISET IIPU ITIOBTOPHOM MMOATIH-
cu He m0o0aBIISATh CIEOYIONIYI0, @ CTAaBUTh MEPBYIO ITOOMNUCH IO HaHHBIMU U ITOOIIHCS-
MM, CYNTAsI UX eIUHBIMU JaHHBEIMH, He pal3jindasi JaHHLIEe 1 ITOMIINCH).

[Tocne ycTaHOBKY BCEX HEOOXOOUMBIX ONIKM yCTaHOBKU JI1, He00X0OUMO HaxKaTh
KHOIIKY «[lasmee», OyoeT BHIIONIHEHa yCTaHOBKa JI1 U 10 OKOHYaHUM BBIAAHO AUAIIO-
rOBO€E OKHO C pe3y/IbTaTOM BEIIIOJIHEHUS ycTaHOBKU JII (PucyHok 48).

e o)

Mactep yeTanoekn 301 @

JaseplleHWe MacTepa ycrtaHoekA 2l

{ | PE3YNETAT YCLTSHOEKK 211 AOKYMEHTA!
! ONEpAaLKA YCNEWHD SaEEpLUEHS,

SanycTHTE MacTep ewé pas!

= Hazan [ [oToED ] | OTHEHS |

PucyHok 48 - Pe3ynbTaT BEIIOJHEHUS YCTaHOBKU OI1

I71s1 Toro YTOOBI 3aKPHITh OKHO C pe3yIbTaTaMu ycTaHOBKM OIl, Heo6XoauMo Ha-
XKaTh KHOIIKYy «I'oTroBO». Ecnu HeoOxomuMo 3anmycTuth «MacTtep yctaHOBKH JII»
elle pa3, TO B JUaJIOTOBOM OKHe C pe3yjibTaTaMu ycTaHOBKU JII HeoOXomgmMo oTMe-
TUTD OIINIO «3amyCTHTH MacTep eIlné pa3» U HaXaTh KHONKY «['0TOBO».

13.2 IIposepka III

B IIK «CnipaBOYHUK cepTU(PUKATOB» BO3MOZKHO BBIIIOJTHUTH IPOBEPKY III mmox mo-
KyMmeHTOM. [I719 mpoBepku 11 HeoO6xomuMo BeIOpaTh MeHio «CepBHC» - «IIpoBepKa
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9II...» ganee oTob6pa3uTCs OUaaoroBoe oKHO «MacTepa nmpoBepkH III» (PucyHok
49).

Macrep npesepkn 301 @

Bac npueeTcTBYLT MacTep npoeepki I gokymeHTa

3TOT MACTEP MPEAHASHAYEH ANA NMPOEEPKH INSKTPOHHOA NoAMMCH (3M) ADKyHEHTA,

M MOMET HAXOAHMTECA B HakNe C A0KYMEHTOM (NPHMCOEAMHEHHAA NOANKCE), B 0TAENEHOM dakne {0TCoeAMHEHHAA NOANKCE) HK
BEITE HEOTBEMNEMON YACTEH) AOKYMEHTS - 00 BEKTa CHCTEME! YNPAENEHHA CepTHdMKaTamH (CYC),

AnA MpoEepkH 30 H NOCTPOEHKA LENOYKH C2PTHHMKATOE COOTEETCTEYHLWME CepTHMKATE M CAC A0M#HE BEITE A0CTYNHEI
NOKANEHD MK Yepes Todkk AL 1 COP. B ciydae Heodxo AMMOCTH OHK MOryT BeITe 400&ENEHE! B MpOLECce NpoBepkK 37,

THN NPOEEPAEMOrD AOKYMEHTS

@ TIpHCDE AMHEHHEA NoANHCE (CMSIPKICS# T

OTCORANHEHHAA NOANKCE (CMS/PKCS#T)

Cbbert CWE (cepTrdwikaT, CAZ, sanpoc PKCS#10, 3anpoc Ha aHHY NMPOBaHHE)

= Hazaa [ fanee = ] | OTHEHS

Pucynok 49 - Mactep nposepku II1

OI1 MmoxkeT OBITh IIpOBEPEHaA II0J ITIOAIMTNCaHHEIMU NOKYMEHTaMMU CJIEOYIOIITUX TUIIOB:

— IIpucoenuHEHHAs IOONUCH (IOOMUCE OYIET CoepKaThCs B ITIOAIIMCAHHOM (ali-
ne);

— OTcoeguHEHHAas MOOITKUCH (MOAIHMCh OyoeT HaXOOUTCS B OTAeIbHOM ¢aiine);

— O6mekT CYC (ceptudukar, CAC, 3anpoc Ha ceptudpukat B popmate PKCS#10
1 3aIlpoC Ha aHHYJIMpOBaHNe/IpeKpallleHre OelCTBUs cepTudukara).

[Tocne BeIOOpa TuNa npoBepku III HeoOX0AMMO HaxKaTh KHONKY «Jlasee» 1 0To0-
pPa3UTCs AMaJIoOrOBOe OKHO [Jis BhIOOpa MOKYMeHTa [Jisi NpoBepKu D11 B 3aBUCUMOCTH
oT Tuna nposepsiemou III. g npucoenuHeHHou III (PucyHok 50). 3mecs MOXKHO,
yKa3aTh (aiiji, B KOTOPHIM OydeT 3alrucaHo COmepKHUMOe ITOAMKUCAaHHOTO JOKYMEHTa,
B TOM BHIle, KOTOPOM OH OBLJI IIOAIINCAH.
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Mactep npoeepkn 3T @

BbiGop AOKYMEHTA ANA NPOEEPHA

Ana NpoBeptk Heobx0ANMD BLIDPATE NOAMHMCAHHEIN INEKTROHHEIN ACKYMEHT

WEFN C NOAMMESHHEIMK A3HHEIMH:

wWhhcsifiles) dokymeHT . p?s BeifipaTt ...

darin ANA COXPAHEHMA AaHHBIX tes NOANHCH:

wWhhcsifiles) dokymeHT _nposeperHei, docx

| = Hazaa || fanee = | | OTHEHS |

Pucynok 50 - Bribop moKyMeHTa [JIsl IIPOBEPKU IIpUucoeOuHEHHOU IT1

1151 mpoBepku oTcoenmHeHHOU III(PucyHoK 51).

Mactep npoeepkn 3T @

BbiGop AOKYMEHTA ANA NPOEEPHA

Ana NpoBeptk Heobx0ANMD BLIDPATE NOAMHMCAHHEIN INEKTROHHEIN ACKYMEHT

MEFN C OTC0EAMHEHHDA NOANKCEHD!

whhcsifiles) dokymenT. p7d | BeifipaTt ... |

BN © AaHHBIMH!

W csifiles!, ok menT) doox | Beifpate ... |

| = Hazaa |[ fanee = ] | OTHEHS |

Pucynok 51 - Bribop mOoKyMeHTa [J1si IPOBEPKU OTCOeaUuHEHHOMU II1

I nmpoBepku noanucu mnox oobekToM CYC, ecnu nmpoBepsieTcst II1 o6bekTa CYC
(Pucynoxk 52).
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Mactep npoeepkn 3T @
Bbibop ADHYMEHTA ANA NPOBEPHM
Ana NpoBeptk Heobx0ANMD BLIDPATE NOAMHMCAHHEIN INEKTROHHEIN ACKYMEHT
DaFin © obberToM CHC
W OO CH=MEaHoETeCTOBRF NeTp Muxaiinosmd, DC=ru,cer Ewibpate ...
BrelfipaTe ...
| = Hazaa |[ fanee = ] | OTHEHS |

Pucynok 52 - Bribop o6wvekTa CYC nns mpoBepku II1

[Tocne 3amoyHEeHUS BCeX HEOOXOOMMBIX ITapaMeTpPOB IIPOBEPSIEMOI0 JTOKYMEHTA,
Heo0X0aMMO HaxKaTh KHONKY «Ilamee» u oToOpa3uTCsa AUaJIoOr0OBOe OKHO IS BRIOOpa
onuuy npoepku III (PucyHok 53).

Macrep npesepkn 301 @

Onu W NpoBEepHA

BbiGepHTE onuyK nposepkm 301

He npoBepaTh BpEMA ASACTENA 0O BEKTOE

He NpoEepATE BpEMA ASHCTEMA KNHYER 30

He NPOEEPATE Ha AHHYNMHMPOEaHKE

¥UHTBIESTE EPeMA 27 NPH NPOEERKE HE SHHY THPOBSHHE

MpoEepATE 0GEEKTE, ANA KOTOPELX HEASTENEN AENASTCA LIEHTP PErHCTPAUKMM
Mcmonezosate A4 v COP AnA sarpyskk cepTHdinkaTos npomMexy TouHb: LT n CAC
MrHOpHPOESTE PaclUMpeHte 'OENacTE MPMMEHEHKA KNHYE'

MrHOpHpoBaTE 00 bEKTEI, BRNHHEHHEIE B CMSIPKCS#7 A0KyMEHTEl

| = Hazaa |[ fanee = ] | OTHEHS

Pucynok 53 - Bribop onuuii mpoBepku 31

MoxHO YCTaHOBHUTE CII€OYIOIITHE OIIITHNN:

— He npoBepsTh BpeMs OelCTBUSI 00BEKTOB (IIO3BOJISIET OTKA3aThCS OT IIPOBEPKU
BpeMeHU aeucTBusa cepTuduratoB 1 CAC, y4aCTBYIOIINX B IIOCTPOEHUHU LIEIOYKHU, ITPU
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npoBepke Il mog JOKyMEeHTOM);

— He npoBepsaTh BpeMs mericTBuA Kitoda IOl (mo3BosieT oTKa3aThCsSa OT IIPOBEP-
KU BpeMeHU JeucTtBus Kiatoda Il u cpaBHEeHUSA ero ¢ BpeMeHeM ycTaHOBKU JII mof
OOKYMEHTOM);

— He mpoBepsATh Ha aHHYJIMPOBaHUE (ITO3BOJIIET OTKAa3aThCs OT IPOBEPKHU CEPTHU-
(uKaTOB, y4aCTBYIOUIUX B IIOCTPOEHUH IIEIIOUKHY, ITPU IPoBepKe III mom mOKyMeHTOM
Ha aHHYJIMPOBaHUe/IIpeKpallleHue OeUCTBUA);

— YuuteiBaTh BpeMs Il npu mpoBepKe Ha aHHYINPOBaHUe (IIO3BOISET BKIIIOYUTh
IIPOBEPKY BpeMeHU yCTaHOBKHU Jll ¢ BpeMeHeM aHHYJIUPOBaHUS/IIPEKpallleHUs Oeu-
ctBusa B CAC, npu IpoBepKe CepTU(PUKATOB, y4aCTBYIOIIUX B IOCTPOEHUM LIEIOYKHY,
Ha aHHYJIMPOBaHUe/IpeKpallleHe TeUCTBUS);

— Hcnonws3oBaTth AIA u CDP gns 3arpy3ku npomexyTouHbix LIC u CAC (11o3BosnseT
rcnosnb3oBaTh AIA u CDP npu nocTpoeHUU IeNO0YKHU, eC/IU JaHHble OOBEKTHl OTCYT-
CTBYIOT B JIOKQJIbHOM CIIPaBOYHUKE);

— HruopupoBaTh pacuiupenue ‘O61acTh IpUMeHeHUs Kitoda’ (IT03BOISIET IIPOBe-
PUTHL IOANUCH Ha cepTuduKaTe, B KoTopoM 'O6J1acTh IpUMeHeHHU KiIloda’' He II03BO-
JisgeT ycTaHaBauBaTh Jll);

— HruopupoBaTb 00beKTHI, BKII0oYeHHbIe B CMS/PKCS#7 mOKyMeHTHI (II03BOJISIET
mpoBepuThb I, He UCIIONB3Yysd 0OBEKTHI, BKIIIOUEHHEIE B IOAIIMCAHHBIN JOKYMEHT, Ha
9Talle NOAINCAHUI);

— YuuThIBaTh IITAaMII BPEMEHU IIPU MPOBEPKE IeNOYKU (0OecreynBaeT BO3MOXK-
HOCTH IIpoBepKu Il mognucaHHOTO JOKYMEHTa C Y4eTOM IPOBEPKU LIEeIIOYKU CEPTHU-
(prkaTa mognucaHTa Ha MOMEHT YCTaHOBKU IlITaMIla BpeMEeHU U3 COOTBETCTBYIOLIEN
OIl B cnydyae HaIW4us ¥ yCIEUIHOU IIPOBEPKU YKAa3aHHOTO IIITaMIla).

[Tocne yCcTaHOBKU BCeX HEOOXOOMMBIX OMNIui mpoBepku III, Heo6xXoauMO HaXKaThb
KHOIIKY «Jlasee», OymeT oToOpazkKeHo AUaJIorOBOEe OKHO, IT03BOJIsSIONIee J00aBUTh [O-
MMOJTHUTEJIbHBIE 00BEKTHI (cepTudukraThl 1 CAC) Oy IOCTPOEHUHU IIETIOYUKH, ITPHU ITPO-
Bepke Il mog mokymenToMm (PucyHok 54).
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Mactep npoeepkn 3T @

[ON0AHUTENBHbIE CepTHdMKaThl W CAC

BbifepHTE A0NONHKTENEHBIE cepTHdMEaTe! v CAC ANA Nposepkk 3

OfRbeRT AobaenTe ...

_AA-JCN=ROOT5\-’C-CA-testJOU=GUBZI,OU=PKI,DC=regi0n,DC=cb. "

| CN=ROOTsve-Ch-test,OU=GUEZI, OU=PKI,DC=region,DC=ch. . Mokazats ...
¥AannTE

| = Hazaa |[ fanee = ] | OTHEHS |

Pucynok 54 - [To6aBieHue OOMOJTHUTENbHBIX cepTuduKaToB U CAC Oist IpoBEPKHU
oIl

[Tocne moGaBiieHUsT BCeX HEOOXOOUMBIX OOIOJTHUTEIbHBIX 00BEKTOB [JIsI ITPOBEPKU
OIl, HeoOXOoOMMO HaXKaTh KHOIKY «Jlajsiee», OyOeT BhIITOIHEeHa mpoBepka Il u mo
OKOHYaHUU BBIOAHO AUAJIOTOBOE OKHO C pe3yabTaToM IpoBepku JII (PucyHok 55).
IlaHHOE ImanoroBoe OKHO OyfoeT oToOpaXkeHo [y pe3yJibTaTa IIPOBEPKU Kaxkmou II1

B TOKyMeHTe. [[J1s MpocMOoTpa CJIeOyIOIero pe3yiabTaTa npoBepku JI1 HeoO6Xomamumo
HaXKaThb KHOMKY «amee».

Macrep npesepkn 301 @
PeaynbLTat npoeepkq A

MpK NpoEepke 3M NPOEEpAKITCA 3N M CEPTHIMKATE NOAMMCSELMY B COOTESTCTEMM C ONWHAMKM NPOEEPKH

':g:' Nposepka M N?1 coobwenna B hpoprate CMS/PKCSE T (Brero 1 3M)

PezyneTaT Npoespd 20N 04

PezynbTaT NpoBEpKH wenoHkH Ok

Bpema seinonHeHA 20N 13.04.2020 17:16:32 GMT

Mz 8aTEns CepTHdMEaTA C=17swc-CA-test, Q=PI Cl=\ladimir,DiZ=region, DC=ru

CepHiHEIA HoMep cepTrdMikaTa 4005001760149 14: D81 0E:B3: 30:00: A1 :5E 4A4: 7E: DO

Bnaasney, cepTHbHKaTa CM=17AdmUKS, CN=C5, OU=TECT MOK, OLI=PKI, OU=Yladimir, DC=region,DC=ru

CepTHHMKAT ...
OITHEHS

= Hazaa

PucyHnok 55 - Pe3ynbTaTt npoBepku III
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[Tocne mpocMoTpa mocyiegHero pe3ynbTata npoBepku I, 6ymeT oTo6paxkeHo qua-
JIOTOBOE OKHO C UTOTOBBEIM CTATyCOM ITPOBEPKU BCcero mokyMmeHTa (Pucynok 56). Ecnu
BCe pe3ynbTaThl HPOBEPKHU II1 IBISIIOTCS YCIEITHLIMY, TO UTOTOBBIN CTATYyC ITPOBEPKHU
OOKYMEHTa, ToXKe OymeT yCcIemHbM. Eciu, X0Th OOUH pe3ynbTaT mpoBepku JI1 OymeT
He YCIIEUIHBEIM, TO Pe3yJIbTaT IPOBEPKHU BCETO NOKYMeHTa OyIeT He YCIIEIIHBIM.

Mactep npoesepkn 301 @

3aeeplueHre MacTepa npoeepi I AokyMeHTa

[ | PezyneTaT npoEepru M AGKYMEHTA:
" MNoanHce sepHa.

OhberT

FanYCTHTE MacTep eWwe pas Mokasats ...

| = Hazaa |[ [aToEo ] | OTHEHS |

PrucyHOK 56 - Pe3ynbTaTt nposepku JII Bcero qokymMeHTa

II719 TOoro 4TOOBI 3aKPHITh OKHO C pe3yiabTaTaMu IIpoBepku III, HeoOxoauMo Ha-
KaTh KHONKY «I'oroBo». Eciiu HeoO6xoguMo 3amnycTuTth «Macrtep mpoBepku JII»
elle pa3, TO B OUaJIOTOBOM OKHe C pe3ylbTaTaMu nNpoBepku IOI1 HeoOXoamMo oTMe-
TUTD OIINIO «3amyCTHTh MacTep ellné pa3» U HaXaTh KHONKY «['0TOBO».

[Tonp30BaTesib OOJIZKEH IPOCMOTPETHh JOKYMEHT I10CJIe IIPOBepKU ero JII.

13.3 IKcnopT cepTuPHUKATOB B CHCTEMHOE XpPaHHU/IUIIE

OKCIIOPT cepTU(dUKATOB B CUCTEMHOEe xpaHunuile Microsoft mpegHa3HadeH Os
obecneyeHnusi pabotesl ctopoHHero I[10, ucnonw3yiomero Microsoft Crypto API mpu
paboTte ¢ ceptuduratramu (Hanpumep, Microsoft TLS). [Ins skcmopTa cepTudu-
KaTOB B CHUCTEMHOE XPaHUIUIIle HeoOXOOMMO BHIOpPATh NYHKT MeHI0 «CepBHC» -
«IKCHOPTHPOBATH CepPTUPHUKATHI B CHCTEMHO€E XpaHUJIUIIe». [1o 3aBepIlleHnI0
9KcropTa OyneT BhimaHo coobuieHue (PucyHok 57).
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CKAN CwrHatypa (x64) - CnpaBoyYyHKWK CepTUdMKaTOs @

JKCMOPT B CUCTEMHOE XpaHuaviLe cepTudmkatos n CAC
3aBepLUeH.

JKCMOPTMROBAHD:

Ceptmdwkatoe LC 1

CAC1

NnyHbix CeptmdrkaToe 1

OK

PucyHOK 57 - JKCIIOPT B CUCTEMHOE XPaHUJIUIIE

13.4 IKCHOPT CHOPABOYHHKOB B IIaTGOPMOHE3aBHCHMBIH

dopmar

OKCIIOPT CIPaABOYHHUKOB B MJIaTHOPMOHE3aBUCHUMBINM (hopMaT npegHa3HauYeH O
repeHoca cIpaBOYHUKOB Ha Unix mmatdopmy. [Ijig 3KcOopTa CIPaBOYHUKOB B
T1aTGOPMOHE3aBUCUMEIN (hopMaT HEOOXOOMMO BHIOpaTh MYHKT MeHI0 «CepBHC» -
«IKCIOPTHPOBATHh CIPAaBOYHHKH B IUIaTdGopMOHe3aBHCHMBIH dopmar». [a-
Jiee He0OX0OUMO BEIOpATh KaTaJioT, B KOTOPHIM OyAYT 3aliCcaHbl CIIPABOYHUKY B IIJIaT-
dbopmonesaBucumoM dopmarte. [Tocme 3KcmopTa B KaTajiore OyOyT HaXOOUTHCS IBa
daiina:

— local.pse - mepcoHanbHEIM CIPABOYHUK CEPTU(PUKATOB;

— local.pcsf - mokanbHBIN CIPAaBOYHUK CEPTUMUKATOB B IJIaTPOPMOHE3AaBUCUMOM
dopmare.

13.5 Kypnaia IIK «CnpaBO4YHHK cepTUPHUKATOB»

B nipoiiecce paboTel [TK «CripaBOYHUK cepTU(PUKATOB» BEIET XKYPHAJIbHBIM (aiin
cpedcTBaMU OIEPAllMOHHON CUCTEMHI. [IJIg IIpoCMOTpa KypHaJIbHOrO Qaiijia BhHI-
OepuTe IYHKT TJIaBHOTO MeHI0 «CepBHC» - «2KypHa/yI pa®oThI» UM HAXMUTE

KHOTIKY [l':".h Ha MaHeJIM WHCTPYMEHTOB. TakXke MOXKHO MCIIOJIb30BaTh IPOrpaMmy
«IIpocMmoTp codbiTHIH» OC Microsoft Windows.

13.5.1 IlepeuyeHb MPOTOKOIHPYEMBIX (PErHCTPHPYEMBIX) COOBITHH
[TK «CripaBOYHUK CepTUDPUKATOB» PETUCTPUPYET CIEAYIOLINE COOBITUS:

— 3anyck [T1K «CrnpaBoOYHUK CEPTUPUKATOB»;

— 3aBepirenue paboTs 1K «CnpaBoOYHUK CepTUDUKATOBY;

— JIlo6aBneHHuEe 00BLEKTA;

— Yoanenue oOBEKTa;

— Co3paHue pe3epBHOM KOMUM CIIPABOYHUKA;

— BoccTaHOBIeHME ClIpaBOYHUKA U3 PE3€PBHOU KOIIUH;



64
BAME.00077-06 92 01

— ®opmuposanue Kitoda II1 1 3arrpoca Ha COOTBETCTBYIOIINY CepTU(PUKAT KII0Ua
npoBepku III;

— ®opMupoOBaHHE 3aIIpoca Ha aHHYJIMPOBaHUe/IIpeKpallleH1e OeMCTBUS CepTudu-
KarTa;

— 3arpy3ka obHoBneHnwui ot LIC unu LIP;
— YcTanoBka cepTuduKaTa II0JIL30BaTEIsA PAaOOUYMM.

I7151 Ka’kOoro Tuia o0beKTa B 2KypHaJI JOIOTHUTEILHO 3allUCHIBAETCS CIeyIoas
nHopManm:

— mins ceptudukarta u mabioHa cepTudukarta: «MMsa usgartens», «MMs Bi1ageib-
na», «CepumntHbil HOMep», «Ne Kimtoua II1»;

— IOJIs 3aIlpoca Ha co3maHue cepTudurara: «MMs Binagesnbiia», «Ne Kimoda II1»;

— [Jid 3alpoca Ha aHHYyJIMpOBaHHUeE/IIpeKpallleHue OenCTBUs cepTudukara: «MMsa
Bragenblia», « CEpUUHBIM HOMED»,

— pa CAC: «Mmsa uspartensa», «Homep CAC», «KonmuyecTBO aHHYJIMPOBaAHHBIX
cepTu(UKaTOB».

13.5.2 IIpuMepsI 3alIMCEH B XKypHAJIe

MpunoxeHne «CnpaBOYHUK cepTudukaTtoB» 3anyweHo. (MpeHTudukatop npo-
uecca: [12172] )

B cnpaBoyHuk file://C:\CN=Ko3nos CtenaH MeTpoBu4,L=Mockea,ST=77 -
r.Mocksa\local.gdbm pobaBneH 0bbekT. 3anpoc Ha cepTudukat: Bnape-
neu: INN=780204893183,SNILS=12345012001,SN=Ko3noB,GN=CtenaH leTpo-
BuY,CN=Ko3nos CrtenaH leTposuy,L=Mockea,ST=77 r.Mockea,C=ru N knw4da 3M:
6318CLAOO501 (WpeHTudukaTop npouecca: [12172] )

Pe3epBHble KOMUM CNpaBOYHMKOB CHOPMUMPOBAHbI B KaTasnore
D:\Bases\2019.08.23 12.47.23. (WpeHTupukatop npouecca: [12172] )

13.6 Pe3epBHOE KOIITHPOBaHHE H BOCCTAHOBJIEHHE 00BHEKTOB
IIK «CnpaBOYHHK cepTH(PHKATOB»

13.6.1 Pe3epBHOe KOIIHpOBaHUE

I obecnievyenus: 6ecnepeboiHoi paboTe! [IK «CnpaBoYHUK CepTU(GUKATOB» CO-
OepXKUT (PYHKIINHU, ITO3BOJISIONINE ITPOU3BECTH PE3EPBHOE KOIMHPOBaHNE OOBHLEKTOB.
I1719 BocCcTaHOBIIEHUSI Pab0OTOCIIOCOOHOCTH B ClIydae IMOTEPHU HaHHBIX Ha 2KECTKOM OUC-
Ke II0JTb30BaTENb NOIXKEH UMETh pe3ePBHBIE KOIIUU:

— IIePCOHAJILHOTO CIIpaBoYHUKA (cepTudukara LIC);

— JIMYHOTO cepTuUKaTa;

— ceprtudukara LIP;

— Bcex CAC;

— cepTuUKATOB OPYTUX II0JIb30BaTesiel AJist obecnedyeHnss pab0TOCIIOCOOHOCTH B
npukinagaom [10.
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Pe3epBHast KOII1S COOEPKUT Konuio Bcex 00beKToB [1K «CrrpaBoOYHHUK cepTudUKa-
TOB» (OOBEKTHI CETEBBIX CIIPABOYHUKOB CEPTHU(MUKATOB B 3TOT CIIMCOK HE BXOMST).

I3 dopMupoBaHUS pe3epPBHOM KOMUK HEOOXOOUMO BHIOpaTh IMYHKT MeHIO «Cep-
BHC» - «Pe3epBHOE KOMHUPOBAaHHE CIIPAaBOYHHKOB» UJIM HaXKaTh KHOIIKY ® Ha
IMaHeIu UHCTPYMEHTOB.

Ilanee monb3oBaTeio OyOeT IPeaIoKeHO0 BEIOpaTh KaTajior, B KOTOPHIM OyAyT 3a-
MMM CaHHBlI Pe3ePBHBIE KOITUHU OOBHEKTOB.

Ecnu B HacTpoiiKax mHTepdelica ycTaHOBIeHa onuusad «Co3maBaTh NOJKaTaIOT
C MCIIOJIb30BaHHEM TEKYIIIero BpeMeHH [IJIsi COXPAaHEHHsI Pe3ePBHBIX KOIMHH
0a3 cipaBOYHHKA CePTHPHUKATOB», TO B YKa3aHHOM MOAOINPEeKTOPUY OyIeT co3[IaH
KaTaJsior ¢ TekKyueM BpeMeHeM B popmarte «[TTT.MM.[O0 Y4.MM.CC», B KOTOpPHIA
OymeT coxpaHeHa pe3epBHas KoIus. Tak:ke MMeeTCsI BO3MOXKHOCTDL BKJTIOUEHUS aB-
TOMaTHU4YECKOI'0 CO3[IaHUs Pe3€PBHOU KOIIMU 10 BEIXOAY U3 MpOrpaMMEI. [[J1s BKITIOYe-
HHUS 3TOM BO3MOXKHOCTU HEOOXOAMMO B HaCTpoMKax mHTepderica yCTAHOBUTH OMIIIHUIO
«JlemaTh pe3epPBHYIO KOIIHIO 110 BHIXOY U3 MPOrpaMMbl, €C/IH ObIJIH H3MeHe-
HHUSI B CIIPABOYHHKE>.

13.6.2 BoccraHOB/IeHHE O0OBEKTOB

M1 BoccTaHoBNneHus 00beKTOB [1K «CripaBoYHMK cepTU(UKATOB» B ClIy4dae, eCJIu
mpu 3amnycke [NK «CrnpaBoYHHK cepTU(UKATOB» ITPOU3IOIIIJIA OINOKa ITPU ITPOBEPKE
LIEJIOCTHOCTU OOBEKTOB, UJIM HEOOXOOUMO BEPHYTHCSA K pPaHee COXpPaHEHHOU pPe3epB-
HOM KOITMM HeOoOXOOMMO MCIIOJIb30BaTh IIYHKT MeHI0 «CepBHC» - «BOCCTaHOBHTDH

o O
CIIPAaBOYHMKH U3 Pe3€epPBHOMU KOIIMM» UJIU KHOIKY *) Ha IaHeJId UHCTPYMEH-
TOB.

13.6.3 Boccranosienue 6a3bl IIK «CnpaBoYHHK cepTH(@HKATOB» IPH
ucnojab3oBanuu ODBC

II1st BoccTaHOBIEeHUs 0a3 nmpu ucnonb3oBanuu ODBC Heo0xX0auMO HMCIIOIb30BaTh
CpelCTBa pe3epBUPOBAHMUS UCIIOJIb3yeMOoM O0a3bl AJId XpaHeHUs 00bEKTOB.

13.6.4 KonupoBaHHE CIIPAaBOYHHKOB

II71s1 KonmupoBaHUs clipaBoYHUKOB 3 6a3sl ODBC B popMmaTt (GDBM) unu o6paTtHO
BLIOEpHUTE NYHKT MeHI0 «CepBHC» - «KomMpoBaHHe CIIPAaBOYHHKOB». [Ipu 3TOM
Ha 9KpaHe HOSIBISETCS COOTBETCTBYIOIIee Nuaniorosoe okHo (PucyHok 58).
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i =

KonnpoeaHne obberkToB CNpagoyHWK @
MCTOYHME:
| file:fy = CiUserslant, A509M AppDatalRoamingl,csiNo yronsadmilocal.gdbm | BriBpaTe |
Mony4aTens:

lodbe:fj w |  Test | Bifpate |

CKONMPOEaHD 00 LEKTOE!

FKonHpoEaTe | SaKpeITE

PucyHnok 58 - [IlnanoroBoe OKHO KOIIMPOBaHUS CIIPAaBOYHUKOB

B none « UCTOYHHUK» BLIOEPUTE TUI UCXOOHOM Oa3bl MaHHBIX, @ 3aTEM C ITOMOIILIO
KHONKY « BeIOpaTh» BLIOEpUTE caMy 0a3y MaHHBIX UJIM 3aM0JIHUTE I10JIe BPYYHYIO.

B nmone «ITosy4aTesib» BeIOepUTe THUI Oa3bl JaHHLIX Ha3HAYEHHUSs, a 3aTeM C ITOMO-
IIIbI0 KHONKK «BBIOpaTh» BeIOepuTe caMy 0a3y JaHHBIX WJIM 3aIlOJIHUTE II0JIe BPy4-
HYIO.

Bri6op 0a3bl MaHHBIX B TEKCTOBOM (opMaTe OCYUIECTBIISIETCS C IIOMOIIBIO CTaH-
mapTHoro muasiora Beioopa datina OC Windows, Bei6op 6a3sl ganubix ODBC - ¢ momo-
IIIbI0 MHUAJIOTOBOT0 OKHA «KATMHHHCTPATOP MCTOYHHKOB TaHHBIX ODBC».

[Tocnme ompeneneHuss yKa3aHHBIX BBIIIE I[IapaMEeTPOB HAXMHTE KHOIKY
«KonmupoBarhb».

13.7 HacTpolKa paciedarok

I1719 TOro 4TOOHI BBITIOJITHUTh HACTPOMKHU TeKCTa pacredaTok (PucyHok 59), HeoO-
XOOUMO BeIOpaTh TYHKT MeHI0 «HacTpoliku» - « HacTpolku rmedyaTtu 00 bEKTOB».
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Hactpokka pacneuyatok

OBLume | | Ceptuukar | = cAc | |3zl 3anpoc Ha cepTudukat | i) 38NpocC Ha aHHYIMpOBaHKE

MapaMeTpel pacneyaTok:

Mo yMONYaHUK Hoeoe 3HAYeHKUE
Cucrema KpunTorpadpudeckoil aBTOPU3aLMKM JOKYMEHTOB

Poccun, 107016, r.Mockea, yn. Hernuuan, TenagoH:(495) ...

Bnageneu cepTUQUKATA KNHOME NPOBEPKM 3NeKTPOHHOIN nognucn

OBnacTe felcTEMA cepTHhUKaTa KNoua NPOBepHH INEKTPOHH. ..

[aHHble:

3anpoc Ha BeINYCK CEPTHNKATE KNKUE NPOEEPKH INEKTPOHHO...

3anpoc Ha aHHYNMPOBaHWE CepTUMWKATA KNHYa NPOBEPKK 3N...

KNKou NpoBEpKM INEKTPOHHOA NoANHCKH

v |NeuaraTe BNOK NOANKMCENR HA Ka¥ A0 CTPEHWLE

JobaBenATe BpeMA NeYaTH B HIKHWI KONOHTHTY

oK l | OTMeHa

Pucynok 59 - [Inanorosoe OKHO HaCTPOUKM paclievyaToK

[TapamMeTpHl pacedaToK pa3MeIlalTcs Ha BKIagke «O0mmes.

B neBou KOJIOHKe Ouasiora IIpuUBeOeHbl HaCTPOUKM MOAmnmuceu pacnedatok «Ilo
yMOJT4aHuIO». [[JIs1 u3MeHeHUsI TeKCTa pacledaToK HeoOXOoOuMO B IIPaBOM KOJIOHKE,

Cc Ha3BaHUeM «HoOBBIe 3HaYEeHUsI», BBECTU HOBbIE 3HAUYEHMUSI.

Ommus «IledaTarh OJIOK MOAIHMCEH HAa KaXKJIOH CTPaHHIIE» II03BOJISIET BHIBO-
OUTH Ha ITevaThb OJIOK MOAIMCEeN Ha KaXXA0M CTPaHUIle COOTBETCTBYIOIIEr0 IeYaTHOTO

OOKYMEHTa.

HpI/I HeO6XOJII/IMOCTI/I YKa3aHHusd B JOKYMEHTAaX BPEMEHH IIeYaTh YCTAaHOBHUTE OII-

IOHIO <<J106&BJ'IHTB BpeMsi 1Ie9aTH B HHUKHHUH KOJIOHTHTYJI>».

Ha ocTtanpHBIX BKJIagKax (l)OprI MO2KHO HACTPOUTE IIOAIIMCH OJId KazKIOO0T'0O THIIA

OOKYyMEHTad B OTOEJIbLHOCTH.
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IIEPEYEHBb COKPAIIIEHUN

IlaT4yuk CiIly4YauHBIX YUCeIl
OmepaloHHas cucTeMa

[IporpaMMHBIM KOMIIJIEKC
[TepcoHaNbHBINM CIIPABOYHUK ITOJIH30BATEIIS
CrnucoK aHHYJIMPOBaAHHBIX CEPTU(PUKATOB
CeTeBOU CIPaBOYHUK CEPTU(PUKATOB
YoocToBepsomum HeHTP

LleHTp perucrpauuu

LleHTp cepTudHUKAIINHN
OJIEeKTPOHHO-BHIYUCIIUTEIbHASA MalllnHa
OJIeKTPOHHAasS MOAMNUCH
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JIucT peructpauuv U3AMeHEHUN

Howmepa nucTOB (CTpaHHUI) Bcero Ne moxyMmeH- | Bxogsmmmii |ITogm | daTta
N3Mu3me- 3aMe- HOBBIX QHHYJHU- |JIUCTOB |Ta Ne compoBo-
HEHHBIX |HEHHBIX poBaH- |(CTpa- OUTEJIBHO-
HBIX HUI[) B ro JOKYyM M

JOKYyM maTa
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