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AHHOTAIIUA

IHaHHBEIM JOKYMEHT COLEPZKUT ONKMCaHMUe Mpollecca YCTaHOBKU U HAaCTPOUKU IIPO-
rpamMmuoro kommninekca (ITK) BAMB.00077-06 12 03 «ABTOMaTU3UPOBaAHHBIN KIIU-
eHT CK3U. CepBuc» (manee — IIK «AK CK3U. CepBuc»), Bxogsaiiero B cocraB I[IK
BAMBE.00077-06 «“Banupmata KnueHt” Bepcus 4» (mamee — IIK «Banupata Kmnu-
eHT»).

[JOKyMeHT npegHa3HadeH [OJI afMUHHACTPaTOPOB U II0JIb30BaTelel KaK PyKOBOI-
CTBO I10 ycTaHOBKe U HacTpouke [IK «AK CK3HU. CepBuc».
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1 HA3BHAYEHMWE, COCTAB WU TPEGBOBAHWUA

K OIIEPAIIMOHHOM CPEIE U AIIIIAPATHOMY
OBECIIEYEHUIO

Onucanue Ha3HauyeHus IIK «AK CK3U. CepBuc» mnpuBegeHO B OOKyYMEHTe
BAMBE.00077-06 31 01 «“BanupaTta Knuent” Bepcusa 4. Onucanue IPpUMEHEHUS».

1.1 TpeboBaHHus K annapaTHO-MIPOrpaMMHOHM cpene

TpeboBaHUs K allllapaTHO-IIPOTPAMMHOI cpefie, B KoTopol (yHKIuoHupyeT [1K
«AK CK3HU. CepBuc», npuseneHnsl B nokymente BAMB.00077-06 30 01 «“Banunata
Knuent” Bepcus 4. ©opmynsip».

1.2 Cocras IIK «<AK CK3H. CepBuc»

[IK «AK CK3HU. Cepsuc» u3s cocrtasa [IK «BanunmaTta KinneHT» peanin3oBaH B BULe
KoHpurypamuoraHoro moayisa «AK CK3U Cepsuc - KoHQUrypaumsa.exe» u KOHCOJILHO-
ro IIPUJIOKEHUS OJI HaCTPOUKHU CIIyKO «zpkiservice.exe».

B coctas IIK «AK CK3HU. CepBuc» BXOOUT UCIIOIHsAeMbId MonyJsib ZLIBWAPI.DLL,
peanusyromui GyHKIuM padboTe ¢ apxuBamu ZIP u GZIP.
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2 YCTAHOBKA IIK «AK CK3HU. CEPBHC»

2.1 IToaroroBKa K HHCTAJLISIIUHA

[Tepen yctanoBkoi [1K «AK CK3HM. CepBuc» Ha 9BM He0o0X0auMO IIpeaBapUTeIb-
HO yCTaHOBUTH creaytoimme 1K, pyKoBOACTBYsICh HHCTPYKLIUSIMHU 10 UX YCTaHOBKE:

— I[IK BAMB.00060-06 «CK3UW «Bamumpata CSP» Bepcusi 6» (CM. OOKYMEHT
BAMBE.00060-06 91 01 «CK3U «Banugata CSP» Bepcus 6. PyKOBOACTBO IO yCTaHOB-
Ke M HaCTPOUKE»);

— I[IK BAMBE.00077-06 «“Banmupmata KnueHT” Bepcus 4» (CM. OOKYMEHT
BAMB.00077-06 91 01 «“BanupaTta Knuent” Bepcusa 4. PyKoBOOCTBO II0 YCTaHOBKE
1 HAaCTPOMKE»).

HWHCcTamiauusa gojizKHa IPOU3BOOUTHECA [I0JIb30BaTesieM, UMEIOIIUM IIpaBa JI0Kalb-
Horo agMuHuctpartopa. Mucrannauusa [IK «AK CK3M. CepBuc» BBIIIOJIHEHA B CTaH-
maptHOM mist OC Windows ¢popmaTte Windows Installer.

[lTepen mHCTaMISIIMEN HEOOXOOMMO yOaJuTh BCe UMeloIIuecs 0ojiee paHHUE Bep-
cum yctaHaBnuBaeMoro IIK «AK CK3WU. Cepsuc». [ 3TOr0 UCHOJIB3YUTE NYHK-
TBI OCHOBHOTO MeHI0 Windows «Ilyck», «HacTpo¥ka», «[laHe/Ib ympaBI€eHHsI»,
«YCTaHOBKAa U yJajieHHe IIPOorpaMM».

2.2 AaCcTa/UIssiaust

HNucrannsanus [TK «<AK CK3U. CepBuc» nNpou3BOOUTCS ITyTeM BEIOOpa HeoOXOoOu-
MOTO ITaKeTa MHCTAJUISAINU (B 3aBUCUMOCTH OT pa3psaaHocTu OC u/unu TpeboBaHUM
npukinagHoro I[10) zpkiserviceSetupRu x86.msi unu zpkiserviceSetupRu x64.msi u
3amycKa mpollecca HHCTAJUISIIUU OBOMHBIM IIIeTYKOM «MBIIIN» 110 BEIOpaHHOMY (aii-
71y, HaXOOSAILIEeMYyCs Ha HHCTAJUISLIMOHHOM OUCKeE.

I719 KOppeKTHOM paboThl mMporpaMMbl HEOOXOAMMO yCTaHaBIUBATh BEPCUIO TIPO-
rpammMsl giist OC Microsoft Windows, ananoruunyio Bepcuu [1K «Banumata KnueHT»,
YCTAHOBJIEHHOU Ha JaHHOW MalllMHeE.

[Tocne 3amycka Ipoijecca yCTaHOBKM OyfeT oToOpaxeH HadallbHBIM Oguanor (Pucy-
HOK 1).
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|-i-;p BATIYIVATA Bac mpreeTCcTBYET MacTED YCTAHOBKA
2 4 ABTOMATMAPOBAHHEIA KeHT CH3IA:
CRPBIC

MacTep YCTAHOBKKH YCTSHOBMT AETOMATHSHMPOESHHEIA
ENHEHT K3 CepBHC HA KOMNBHOTEpE, HaxMHTE KHOMNKY
"fanee", yTobel NPOADAMKTE, MK KHOMKY "OTMeHa",
YTobk! ERIATH M3 MACTEPE YCTAHOBKH,

Hazag [ Hdanee ] | OTHEHS

Pucynok 1 - HauanbHBIN AUaAIOT YCTaHOBKU

[anpHelIas yCTaHOBKA IPOU3BOAUTCS B COOTBETCTBUY C COOOIIEHUSIMHU, BhIaBa-
embIMU [10 ycTaHOBKHU.

[Tocne MHCTA/UIALIMU agMUHUCTPATOP MOXKeET IIPefOCTaBUTh APYTrUM II0JIb30BaTe-
71iM Bo3MOKHOCThH paboraTth ¢ [IK «AK CK3HU. CepBuc», npefgoCTaBUB UM HOOCTYII
K kmiouy peectpa HKLM\Software\Validata\zpkiservice c nmomoiirio MmeHIo «Pe-
OaKTOp peecTpa», HaxKaB IpaBOM KHOIIKOW Ha KJII0Y ¥ BbIOpaB B KOHTEKCTHOM MEHIO
IyHKT «Pa3peienus. .. » (PucyHoOK 2).

4. Validata %4/ Log filesize REG_DWOF
- HashFile ab|| pgPath REG_SZ
YDCSP ab| SigExt REG_SZ
zcs ab | VerifyFileExt REG_SZ
b Zpki e Window_bottorn  REG_DWOF
[apkiservice] 54 Window left RFG_DWOF
WMware, Inc. Pazeepuyte
WinRAR et '
Wowb432Mode .
SVSTEM Hafitu...
JKEY_USERS Y aanuTs
DEFAULT
Mepenmenceats
5-1-5-18
5-1-5-189 IKCNOPTUPOEATE
5-1-5-20 PazpeLueHns...
5-1-5-21-18416893
5-1-5-21-18416893 KonwpoeaTe MMA pasgena

Pucynok 2 - BeiGop KJjitoya peecTpa OJjisi HaCTPOeK AOCTyIia
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ApMuHHCTpaTOpPy HEeoOxoguMo A00aBUTh ITOIb30BaTeIeN, KOTOPHEIM TpebyeTcs Ho-
CTYII K KJTI0UYy PEecTpa C IMOMOIIbI0 KHONKH «[0TMoMHUTENTbHO» (PUCYHOK 3).

BesonacHooTe

[PYANE! HAK NONESOESETEMM;

b CO20ATENR-BNAOENEL
.'3?‘_ CHCTEMS
-E-IJ.":"JJ,MHHHCTFIETDFII:I [dIM-P3LCAISPECT MarauHucTpaTope]
.‘3?, Nonesoearend MIH-PILCO3SPECT N onesoeare )

[.ﬂnﬁaatm:....] [ Hpanure ]

PazpeleHa 4na rpynnel

"CO30ATENE-BNAOENEL" PaspewmTe  3anpeTuTe
MonHeld gocTyn [ O
TEHME & O

Ocofkle pazpelleHIAa

Yrofkl 3808TE OcofkE PaSpEWEHUA MW e
NapateTpbl, HaKMUTE KHOMKY
" NonoaHuTENEHD".

NogpotHes of YNDAENEHMY A0CTYAON M DaS0EEHHR:

[ k. ][ OTrieHa ] MpreHTE

PucyHok 3 - MeHI0 HaCTpoeK pa3pelieHui

B mosiBuBIIIEMCST OKHE HaXKaTh KHOMKY «Jl00aBUTL» (PrucyHOK 4).
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FazpeweHua |.-’-'-.l;|.|:|.HT | Bnageney | HeficTeyow e paSpELIJEHHFl|

Y706kl NpOCMOTPETE MM M3MEHWMTE OET A0 PASPEWUEHMA, BRIGEQMTE 3 NEMEHT B CAMCEE W HamrKuTE ""HMarmeHuTe".

JNErEHTEI PaZpELLEHME

Tun Mram Fazpewetie YHacnegosaHo ot MpUrEHATE K
. Nonezoeatend PIN-P3..  YreHue MACHIMESNSOFT Y .. 3TaT pasaen W ero noapa...
Fazpew... Agrunuctparopel MAIM- MMonHer goctyn MACHIMESSOFTW. .. JToT pasgen W ero nogpa...
FPazpew... cucTemMa MonHeE gocTyn MACHIMESSOFT'W...  JToT pasgen W ero nogpa...
Pazpew... COZOATENE-BAAOENEL Ocotwe MACHIMESSOFTW...  Toneko noopazgent
JoBaeuTe... W ateHTE. .. Hoanme

To8aEMTE paSpEWEHIMA, HACNEAYEMEIE OT POAMTENLCEME O EKTOE

I:l JameHuTE Boe PaspelWeHIdA QOYEpHEMD offLEKTa Ha paspeleHdAa, Hacnegyerele OT 3TOr ofbEeKTa

= Ap3ENEHKHE D3SDEWEH AN

0k, ] [ OTteHa MpHrEHHTE

PucyHok 4 - MeH10o mo6aBieHUs I10JIb30BaTEIEN

B nosiBuBIIIEMCSI OKHE BBECTH MMSI KCKOMOTO TOIb30BaTens (PucyHok 5).

BrIfepUTe THN offbekTa:

"Monezoearens", ' Tpynna" vaK "BoTpoeHHER cySfeekT GesonacHoc [ T unkl O EEETOE. . ]

B cneoywowen mMecTe:
WiM-FPALCO3SPECT [ Fazrewerume... ]

BeeauTe UMeHa BRIGUPAEtBIY OFEEKTOE [MDMtEnbI]:

|zer I [ [1pOBEpHTE UEHA ]

[ LononHKTENEHD. .. ] I ] I [ OTreHa ]

PrcyHnok 5 - Ilouck nonb3oBaTenen

B nmosiBuBIIIEMCST OKHE BHIOPATh TUIIHI ITPAB AOCTYIIA [JIs IT0oJib30BaTe s (PUCYHOK 6)
1 HaXKaTh KHOIIKY «OK».
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OABErT
BRER User (WIN-PSLCO3SPECTUSEr) FZMEHHTE. ..

MpHMEHATE: |:-:|T|:uT pasAen W ero NoApasAens! - |

PazpeweHma: PazpewmTe S3anpeTHTe

MonHEF A0cTyYn

Janpoc sHAYEHHA

3aAaHHE SHAHEHHA

03 A3HHE NoApazAena
MepedHc nEHHE NOARS3AEN0E
YES 0MNEHKME

C0534aHHE CEASH

V
i
i
i
V
i
i

¥ AaneHHe
Sankce DAC

CMEHAa BNAAENELS

YTEHHE paspELIEHHA

MPMMEHATE 3TH PASPEWEHHA K 0B BEKTaM M
" OYHCTHTE BCE
KOHTERHERAM TONBKD BHYTRM 3TOMD

KOHTERHERA

¥OpagneHye DaspeweHMamH

I K. || OTHMEHS |

Pucynok 6 - HacTpoiika mpaB OOCTyIla OJI OJIb30BaTess

Buumanue! Ycnionb3oBaHMe KJIMEHTCKOU U cepBucHou Bepcui IIK «AK CK3M» Ha
ogHO¥ 9BM ogHOBpEMEHHO He peKoMeHayeTcs. [Ipu UCIIOIb30BaHUU 3TUX IIPOTPaMM
Ha OJHOM MaIllMHE CJIeOyeT YIOCTOBEPUTHLCS, YTO Ha3BaHUS ITpoduie, KaTajloru B
KOTOPHIX OyeT Mponu3BOOUTHCSA 00paboTKa U KaTaJory XKypPHaJIOB He COBIIafaloT, MHa-
Yye MOXKET ITPOU30UTH MTOTEPS HaHHBIX.

2.3 HacTpoHMKa JoCTylna K CeTeBBIM pecypcaM

IloCTyIl CUCTEMHEBIX CEPBUCOB K CETEBEIM pecypcaM IPefoCTaBIseTCs C IIOMOIILIO
YTUIIUTHL «psexec.exe» u3 Habopa yTunuT «Sysinternals Suite»:

— CkauaiuTe Sysinternals Suite: http://technet.microsoft.com/en-
us/sysinternals/bb842062.aspx

— 3anycTuTe KOMaHOHYIO CTPOKY cmd oT AOMUHUCTpATOpa, IeperuuTe B IalKy
Sysinternals, BEImOTHUTE KOMaHAY:

psexec -i -s cmd.exe

OTKpoeTcsa KOHCOIb OT UMeHHU "nt authority\system".

— TTopmkmiounTe CETEBOM OUCK, TP HEOOXOOMMOCTH 3afiaBasi JaHHbBIE [JIs JOCTYIIa
K HEMY:

NET USE V: \\host\share <pass> /USER:<domain>\<user> /PERSISTENT:YES
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OTa KOMaHIa IOOK/IIYUT ceTeBou pecypc \\host\share kKak ceTeBou OUCK V:,
HUCIOJIb3YSI UMS IOJIb30BaTeNnsa <domain>\<user> u mapoab <pass> OIS OOCTyma K

3TOMYy pecypcy (PucyHok 7).

EX CWIN-0TLCOALAZCS: cmd.exe

W1 Hdo _
aLMa o 1, 2009, Bce npasa SalMweHb .

BN ALMUHUCTRAToR: C:\Windc-ws‘-.s}'stemﬂ"\cmd.exe“. ' I. — | (5] |£h

Microsoft Windows [Uerszion 6.1.76011]
Cc>» Kopnopauuna Masikpocoor (Microsoft Corp.2?,. 2009. Boce npasa 3auMWEHBH.

C:sUWindowsssystemd2*MET USE U: sshostsshare <pass?> SUSER:<{domainX>-<user’* PERSIS
TENT :YES _

Pucynok 7 - [logkitouyeHnue CETEBOr0O JUCKa
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3 HACTPOMKA IIK «AK CK3HU. CEPBUC»

['paduueckuit mHTEP(dENC U CTPYKTypa UHTepdelica, IepBb 3allyCK U HAaCTPOU-
K1 IIK «AK CK3U. CepsBuc» onucansl B fokymerte BAME.00077-06 92 04 «“Banu-
maTta Knuent” Bepcus 4. ABTomatusupoBaHHEIN KineHT CK3U. CepBuc. PyKoBoncTBO
I10JIb30BaTEISA».
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4 VYIOAJIEHHME IIK «AK CK3HU. CEPBHC»

4.1 Yoanenue I10

[Tepen 3amyckoM Ipoienyps yoaneHus I10 Heo6XogUMO 3aperuCcTpUpPOBaThCA Ha
KOMIIBIOTEPE C IIpaBaMU JIOKAQJIbHOT'0 afMUHUCTPATOpa.

s ypmaneHWs HWCIOJIb3yUTe NYHKT cucteMHoro MeHO Windows «IIyck»,
«HacTpouka», «IIaHe/lb ynIpaBJIeHHsA», <YCTAaHOBKA H yda/IecHHE IMMPOrpaMM».

BrIOepuTe MyHKT <KABTOMAaTH3HPOBaHHBIM KJIHeHT CK3HU. CepBHC» U HAXKXKMHU-
Te KHOIKY «YOanuTh». B 0OKHe MHCTaJIsiTOpa BhIOEpUTE NMYyHKT «YIaJaHUTh» U Ha-
KMUTe KHONKY «da».

4.2 Ynanenue HacTtpoek I1O niss moiab30BarTens

Taxk kak [IK «AK CK3U. CepBuc» ucnosibs3yeT OJid XpaHEeHUs CBOUX HaCTPOEK KaTa-
JIOTHU U KJIIOYU PeecTpa, OOCTYyIIHBIe BCeM nonb3oBaTensaM (B kiwde HKEY LOCAL -
MACHINE), To, gns nonHoro ynanenus [10, Heo6XxoguMo He0OXOOUMO YOalIuTh KITI0d
peectpa HKLM\Software\Validata\zpkiservice.
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IIEPEYEHBb COKPAIIIEHUN

Kpunrtorpadpuyeckas 3amuTa “HGOpMaILuu
OnepanmonHas cucteMa (Operating System)
[TporpaMMHBIN KOMIIJIEKC

[TporpaMmMHOe obeciedyeHUue

CpencTBo KpunrorpadrndeCcKkou 3aluThl nHpopMaluu
OJIEeKTPOHHO-BEIUNCIUTEIbHASA MallluHa
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IIEPEYEHDb PUCYHKOB

HayanbHbIN OUanor yCTaHOBKYU

BriOop Kiro4a peecTpa [OJIst HACTPOEK JOCTYIIA . . v v v v v v v v v e v o . .

MeHI0 HaCTpPOEK pa3pelleHnun

..........................

MeH1o mO0aBIEHUS MOMB30BATEIICHM . . . . . . . v v v v e e e e e e e

ITouck monmn3oBaTeneut . . . . .

HacTpoyika npaB fOCTyla OIS MOJIb30BATEIIST . . . « v v v v v v v v v v v

IlogkioueHHNEe CeTeBOr0 JUCKA

..........................



15
BAME.00077-06 91 03

JIucT peructpauuv U3AMeHEHUN

Howmepa nucTOB (CTpaHHUI) Bcero Ne moxyMmeH- | Bxogsmmmii |ITogm | daTta
N3Mu3me- 3aMe- HOBBIX QHHYJHU- |JIUCTOB |Ta Ne compoBo-
HEHHBIX |HEHHBIX poBaH- |(CTpa- OUTEJIBHO-
HBIX HUI[) B ro JOKYyM M

JOKYyM maTa
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