YnpolieHHas nowarosas MHCTPYKLMA MO YCTaHOBKE M HAaCTPOMKE NPOrpaMMHOro Komnsaekca «LeHTp
CepTnduKaumm» U3 cocTaBa NporpammHoro Komnsaekca «CurHatypa-ceptudmKaT L» Bepcus 6 B pamkax
TECTOBOrO YAOCTOBEPAIOLWEro LeHTpa Ha Astra Linux

[aHHbIN LOKYMEHT COAEPHMUT NOLIAroBYO YNPOLLEHHYIO MHCTPYKUMIO MO YCTAHOBKE M HacTpoiKe
nporpammuoro komrekca (MK) «LeHTp ceptudmkauumn» (ganee — MK LC), Bxoasawero B coctas MK
BAMB.00128-06 «“CurHatypa-ceptuduKat L” Bepcusa 6» (ganee — MK «CurHaTypa-ceptuduKar L») B
paMKax TeCTOBOTO yaocToBepAtowero LeHTpa (YL) Ha onepaunoHHyto cucTemy cneumnanbHoro
Ha3HayeHua (OC CH) «Astra Linux Special Edition» PYCB.10015-16 ncnonHeHue 1 («CMoONEHCK»).

[aHHaa MHCTPYKUMA NpegHasHayeHa TONbKO ANA TECTUPOBAHUA U He NPUMEHUMA A/151 YCTAHOBKU U
HACTPOWMKM aKKpeamuToBaHHoro YLI.

LWar 1. YcTaHOBKa HEOO6X0AMMbIX NAKETOB

Ona koppeKkTHoM yctaHoBKM MK «CurHatypa-ceptndmkat L» Heobxoanmmo ycTaHOBUTL Bce Heobxoammblie
ans ero pabotbl naketbl 1 ODBC-apaiiBep c anctpubyTtusa Astra Linux Special Edition cnegytoweit
KOMaHAoM B TepmuHane FLY (BbINONHEHHOM C NpaBamu noab3osBaTens root):

sudo apt-get install libccid pcscd libcurl3 libsasl2-modules-gssapi-mit odbc-postgresq|

[ns KOppeKTHOM ycTaHOBKM U HacTpolikn CYBM, PostgreSQL B anctpmbytmee Astra Linux Special Edition
Heobxoammo yctaHoBuTb CYB/ PostgreSQL B npouecce yctaHoBKM OC, NOMeTUB AN YCTaHOBKM
nporpammHoe obecneueHmne CYB/[, B Aanorosom okHe «Bblbop nporpammHoro obecneyeHmna»
npoueAaypbl yctaHoBku OC.

Ecnn Bo Bpemsa yctaHoBkM OC CYB/[], PostgreSQL He 6bis1 yCTaHOBJIEH, MOXXHO BbINO/IHUTL €r0 YCTaHOBKY
BPYYHYIO KOMaHAO0M (BbINOJIHEHHOW C NpaBamM Nnosb3oBaTens root):

sudo apt-get install postgresql-astra

War 2. YcraHosKa MO KomnaHuu Banugara

Mocne ycTaHOBKM BCEX HEODXOAMMbBIX NAKETOB MOXKHO NPUCTYNaTb K Npoueccy ycTaHoBKu MK
«CurHatypa-ceptudmKat L». Nepepq yctaHosKom MK «CurHaTypa-ceptudmkaT L» Ha IBM Heobxognmo
npegsaputenbHo yctaHoBUTb MK «CurHaTypa-KameHT L» Bepcua 6 cneayrolen KomaHaom
(BbINONIHEHHOM C NpaBaMyu Noab3oBaTeNs root):

sudo dpkg -i spki-6.0.451.0-0.amd64.deb

YcTtaHoBKa MK «CurHaTypa-cepTuduKat L» BbINOAHAETCA cneaytoweil KoMaHaol (BbINONHEHHOM C
npaBamu Nosb3oBaTens root):

sudo dpkg -i scara-6.0.452.0-0.amd64.deb
MpumeyaHue: He0bX0AMMO YKa3bIBaTb MNOJIHbIE MYTU 40 YCTAHOBOYHbIX MaKETOB.

Mocne yctaHoBKM MO MalnHy HeobxoamMmo byaeT nepesarpysuTb, YTOObl UISMEHEHMS, BHECEHHbIE BO
BPEMA YCTAaHOBKM, BCTYNW/N B CUY A/1A BCEX NONb30BATENEN MALLIMHbBI, B TOM YMC/Ie NOb30BaTENA
postgres, c NTOMOLLbIO KOTOPOrO OCYyLLLEeCTBAsSETCA HacTpolika CYB/, PostgresSQL.



LWar 3. Hactpoiika CYB/ PostgresSQL
MNepea Hayanom paboTsi ¢ MK LC Heobxoanmo nposectn HacTponky OC 1 pa3BepHyTb 6a3y AaHHbIX.

Ons HacTpoikm CYB/ PostgresSQL Heob6xoaMMo NepPeKNoYnTLCA Ha No/ib3oBaTeNs postgres
cneayoulein KomaHaom (BbINONHEHHOM ¢ NpaBamu NOAb30BaTeNs root):

sudo su postgres
Jdanee Heobxoanmo 3anyctuTb yTuauty psql CYB PostgresSQL, BbINOJHUB CAeAYIOLLYI0 KOMaHAY:
psql

Ona dyHKUMOHUpoBaHMA nogunHeHHoro LleHTpa Ceptudumkaymm (LLC) B pexknume agMmMHUCTpaTopa
HeobxoaMMmo co3aaTb AB8e 6a3bl AaHHbIX A1 NOKANbHOIO XpaHnauwa n 6asbl ceptudmKaumm YL,
cnepyowymmm SQL-3anpocamu:

CREATE DATABASE "CALOC" WITH ENCODING="WIN1251' LC_COLLATE="ru_RU.cp1251'
LC_CTYPE="ru_RU.cp1251' CONNECTION LIMIT=-1 TEMPLATE templateO;

CREATE DATABASE "CABASE" WITH ENCODING='"WIN1251' LC_COLLATE="'ru_RU.cp1251"
LC_CTYPE="ru_RU.cp1251' CONNECTION LIMIT=-1 TEMPLATE template0;

[danee HeobxoaAMMo co3aaTb NoNb30BaTeNA 6asbl AaHHbIX U 3a4aTb AN5 HEro Naposib. BHMMaHue:
NMOCKOJIbKY B AaHHOM BapuaHTe OC nosb3osatenb CYB/[ A0/1KEH 0AHOBPEMEHHO ObITb MO/Ib30BATENEM
OC, uma nonb3oBartens 6a3bl AaHHbIX 0643aTeNIbHO A,0/13KHO COBMNAAaTb C UMeHeM nosnb3oBatens OC
(manee ana npumep Gyaem ncnonb3oBaTb UMA Nosb3osBatens adminca). ns co3gaHMa Nonb3osBaTens
CYB/ Heobxoanmo BbINoAHUTL SQL-3anpoc Buaa:

CREATE USER adminca WITH PASSWORD 'l1gaz2wsx';

[ns paspeleHuma nonHoro gocTtyna nonbsosatens CYB/ K cxeme public cosgaHHbIx paHee B/]
Heobxo4MMO BbINOAHUTL SQL-3anpockl BUAa:

GRANT CONNECT ON DATABASE "CALOC" TO adminca;
GRANT CONNECT ON DATABASE "CABASE" TO adminca;

Mocne ycnewHoro BbINOJHEHWA BCEX BblEONMCaHHbIX SQL-3anpocoB N0/1b30BaTelb MOMKET BbIATU U3
yTunuThl psql cneaytouert KomaHaoM:

\q
YT106bI BbINTM U3 CeaHca NoJib3oBaTeNn postgres, HEOOXOAMMO BbINONHUTL C/IEAYIOLLYI0O KOMaHAY:

exit

LWar 4. HacTpoiika MaHAATHOro pasrpaHUYeHusa A4ocTyna

Y nonb3osatena CYAB (4, cnepoatenbHo, OC) AONKHbBI NPUCYTCTBOBATbL NpaBa Ha YTeHWe aTpubyTos
MaHAaTHoro pasrpaHuyeHua goctyna (Mandatory Access Control, MAC). aTb nonb3osaTento CYB/]
npaBsa Ha yTeHne aTpmbytoB MAC MOXKHO BPYUHYIO cieaytolein KomaHaom (BbINOHEHHOM ¢ NpaBamu
nosb3oBaTtesia root):

sudo pdpl-user -1 0:0 adminca



MpumeuaHue: 3Tn Npasa BbIAAOTCA AaBTOMATUYECKU, €CIN NOIb30BaTeNb Bbl/l CO34aH C MOMOLLBHO
nporpammesl yrnpasaeHus nonuTnkoi 6esonacHoctn OC («MpunoxkeHua» - «MaHenb ynpaBaeHusa» -
«Bbe3sonacHocTb» - «MonnuTuKa 6esonacHocTn» - «fMonb3osatenn» - «Co3gaTb HOBbIA 31I€MEHTY).

LWar 5. Hacrpoitka ODBC noakntoveHus K CYB[,

Mocne 3apaHuAa Bcex HeobxoanMblx HacTpoek b/l n nonbsosaTena OC, Heobxoanmo co3gate ODBC nms
WCTOYHUKa AaHHbIX (Data Source Name, DSN), ucnonbayemsbix g8 XpaHeHUA NepcoHanbHOIo U
JIOKaNbHOro cnpaBoYyHunKoB LleHTpa Ceptudukaumm. DSN npeactasaset coboi cekumio (C umeHem
AaHHoro DSN) KoHdurypaumnoHHoro INI-dalina, nonHOCTbIO ONUCbIBaOLLYO NoaKAoYeHMe K B, cepBepa
CybA.

Co3pgaBaTtb N0/Ib30BaTeNbCKME (T.€. AOCTYMHbIE KOHKpeTHOoMY nonb3osaTento OC) DSN cnegyet
nocpeAcTBOM CO34aHUA M pelaKkTUPOBaHMA KoHPUrypaumoHHoro INI-dpaitna SHOME/.odbc.ini.
BHumaHue: uma painna obasaTesibHO A0NKHO COAEPXKATb TOYKY B HaYasie, YTO NOMEYaEeT ero B
dalinoBon cucteme Kak ckpbiTbii. Co3aaTb nycTto ¢paiin B 4OMALLHEN NANKe NoAb30BaTENA MOXKHO
cneayrowmmm KOMaHaamm:

cd
kate .odbc.ini

Mpumep onncaHmna DSN ana goctyna kK 6 noa ynpasneHmem CYB/[, PostgreSQL B8 ¢daine .odbc.ini
npusBeaeH HUXe:

[CALOC]

Driver = /usr/lib/x86_64-linux-gnu/odbc/psglodbcw.so
Servername = 127.0.0.1

Port = 5432

Database = CALOC

ConnSettings = SET CLIENT_ENCODING TO 'Windows-1251"

[CABASE]

Driver = /usr/lib/x86_64-linux-gnu/odbc/psglodbcw.so
Servername = 127.0.0.1

Port = 5432

Database = CABASE

ConnSettings = SET CLIENT_ENCODING TO 'Windows-1251"

Mocne BHeCeHNA U3MEHEHUI COXpaHUTe NU3MEeHEHNA B d)aﬁn.

LWar 6. Hactpoiika MK LC

Mocne yctaHoBKuM MK LLC MOXKHO NPUCTYNaTb K €ro HacTpomKe.



Ons HopmanbHoi paboTsl MK LC HeobxoamMmo 3aaaTb HacCTPOWKKM ero cepsuca. 3anyctute MK LIC n3
MmeHto «MpunoxeHua» - «Cuctemuble» - «LleHTp CeptuduKaumm». B KauecTse perkmma paboTsl
BblOEpPUTE peUM agMUHUCTPATOPA. B rnaBHOM OKHE NPUAOKEHMA BblIbepUTe NYHKT MEHIO
«Hactpoitku» - «Hactpoiku Cepsuca LieHtpa Ceptuduraumm» (PucyHok 1).
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/A B5/88 17:14:44 He ukaszad nuTe k oadau MCO.

AL BS/HEE 17:14:44 He ukazad kaTanor gna BegeHus npoTokona

5 aBrycra 2022 r. 14:17:34 GMT

PucyHok 1 - Boibop nyHKTa meHio «HacTpoinkmu Cepsuca LleHTpa CepTudmkaummn»

B OKHe HacTpoeK cepsuca Heobxo4MMO 334aTb KaTanor BeAeHUA NPOTOKO/1a BO BKAagKe «06wue
HaCTPOMKN» (PUCYHOK 2).

HacTpoiika cepenca LleHTpa CepTudrKaymm O X

1 Obwme HacTpoKkK CnpaBoYHWKW Ebinyck CAC »

MapameTpbl RPC
MNpoTokon: ncacn_ip_tcp Mopt: 13333

Katanor BEAEHWA NPOTOKONa

/home/vladislav/Desktop/s6/calog i
YpoBeHb npoTokonMpoBaHWa: | HopManbHbIA hd
Mims npoduna gns nognucu: (He BbIbpaH) v
MHTepBan nognucK: 60 — 4+ | (MKMH.)

OK OTmeHa

PucyHOK 2 - BKiagKa HacTpoek cepsuca «ObLime HaCTpoKmu»



[anee Bo BKNaaKe «CNpaBoOYHMKUY HEOBXOAMMO 3a4aTb NYTb K KaTanory, B KOTOpom byaeT co3aaH
MepcoHanbHbI CnpaBoyHuk Monbsosatens (MCM) n umeHa ODBC noakntoueHui K 6azam AaHHbIX
JIOKaNIbHOTO XpaHMAULLLA cepTUdUKATOB U Basbl cepTudUKaumm (PUcyHok 3).

HacTpoiika cepeunca LleHTpa CepTuduKaymm O =

4 0bwme HacTpoKkKM CnpaBoYHWKW Ebinyck CAC

MyTe K MNepcoHanbHoMy CnpaBoyHWky MNons3oeatena (MCMT)

/home/vladislav/Desktop/s6/ca/PSEStore i

JlokankHoe XpaHWUn1Le

ODBC: | CALOC

basa cepTdmkaymm

ODBC: | CABASE

Wcnonesoeate Touku pacnpoctpadeHus CAC (CDP) u vHgof

OK OTmeHa

PucyHok 3 - BKnagka HacTpoeK cepsuca «CnpaBoOYHUKU»

LWar 7. NpaBka ¢aiina koHpurypauyum MK LUC

Mocne HaxaTtua KHomKn «OK» HacTpoiiku MK LLC 6yayT coxpaHeHbl B dpaiine SHOME/ . Validata/spki.ini,
HaxoAALLEMCA B CKPbITOM Narnke B JOMALLHeM KaTanore nonb3osatens OC. OTKpbITb 3TOT dalin ans
penaKTMPOBaHWUA MOXKHO C MOMOLLBIO C/IeAYHOLLMX KOMaHA,:

cd
kate .Validata/spki.ini

B oTKpbITOM daine HeobxoaMMmo 3a4aTb MMA M NApob Noab3osaTens CYB/, nos y4eTHoM 3anuncoto
KOTOporo byaeT ocywecTBAATbCA A0CTYN K B, na 3Toro HeobxoAMmo HailTh pasgen «Parameters» u
OoTpeAaKTUpoBaTb CTPOKOBbIe 3HauYeHMA PkiODBCUsername u PkiODBCPassword.

[Parameters]

PkiODBCUsername = adminca

PkiODBCPassword = 1qaz2wsx



LWar 8. CospaaHue PKCS#10 3anpoca Ha nony4yeHue ceptudpukara LeHtpa Ceptupukaumm
MoaunHeHHbIn LIC nosyyaeT cBon cepTudmKaT Kntoua nposepkm 31 B BbiwecToswem YL,

Mpu pa3BepTbiBaHUN NogunHeHHoro YL, ana dopmmnpoBaHma 3anpoca Ha nonydeHue ceptudukarta LUC,
npeaHa3HayeHHOoro As1a OTNpPaBKM B BbiwecToawmin YL, Heobxoaumo Bbi6paTb NYHKT MeHto «LleHTp
Ceptudukaummn» — «Cospgartb 3anpoc Ha ceptudukar LleHTpa Ceptudukauum (8 popmarte PKCS#10)»
(PvcyHok 4).

B LUeHnTp CepTrudukaumnm [m]

®aiin Hacrpoiikn Cepeuc

J? 0O6paboTate paiin agna LeHtpa Ceprudmkaummn
122

@
& Cosgate ceptudukar Lientpa Ceptudumkaumm
b Gl WmnopTuposate »

Co3pate cepTUduKat »
= Co3pate wabnoH cepTnémkara Ctrl+T
BeinyctuTe HoBbIA CAC LleHTpa CepTudurkaummn

Co3gatk XpaHWAWLa

3anycTuts cepemc LienTpa Ceptmdmkanmm

i' 29488 14:57:53 Mporpamma Uentp CepTubukaguu [pesuM agvuHucTpatopa) Bepocusa 6.0, 4528 sanuweHa.
AL 29468 14:57:54 CepBuc UenTpa CepTubukauuu He SaMUWEH.

AL 29488 14:57:54 He ykasad nuTe K palny NCO.

Ay 29/88 14:57:54 He ykasad kaTanor gns Begenua npoTokona

29 aprycra 2022 r. 11:59:49 GMT

PucyHoK 4 - Bbibop nyHKTa meHto «Co3aatb 3anpoc Ha ceptudukaT LleHtpa Ceptudukaumm (B popmare
PKCS#10)»

Ecnm y AomunnHuctpatopa LIC ectb XML daiin gaHHbIX co Bcemu aTpubytamu, Tpebyembimu ana
dopmumpoBaHua ceptudmkata UC, To B cTapToBOM AManore macrepa co3faHuA 3anpoca Ha cepTudurkat
LC (PUCYHOK 5) ero Mo»KHO yKa3aTb C MOMOLLbIO KHOMKK «BbibpaTb», B MPOTUBHOM C/ly4Yae Bce
HeobxoaMmble aTpMbYTbl HYKHO ByAEeT yKa3aTb BPYYHYHO B AMAIOrOBbIX OKHaX MacTepa co3gaHms
3anpoca Ha cepTudmMKaT. HaxkmumTte KHOMKy «Janee» 4Tobbl NPOAOIKAUTD.



CozgaHwve 3anpoca Ha cepTuduKaT LleHTpa CepTUduKaLK

Co3paHue 3anpoca Ha cepTtupukaT
LUeHTpa CepTndmkauun

HavmeHoBaHwue wabnoHa

D@ain gaHHbIX:

Beibpath

Janee = OTmeHa

PucyHoK 5 - CTapToBbIl Ananor mactepa co3aaHua 3anpoca Ha ceptudmkar LIC

[danee HeobX0AMMO 3aNONHUTL aTPMBYTLI cepTUdUKaTa. B nepsom guanore (PucyHoK 6) HeobxoamMmo
3a4atb X.500-ums. MNpwu Bbinycke cnegytowmx ceptnuoukatos LIC (cmeHe Kntoua LIC) X.500-Mms ocTaHeTcs
TaKWUM Ke, KaK 1 Npu NepBOM MX 3aZaHnn. [locne BBOAA AaHHbIX HAXXMUTE KHOMKY «Janee».



CospaHme 3anpoca Ha cepTugmkaT UenTpa CeptuduKaymm

Wma Bnagensua ceptudukarta
3anonHnte aTprbyTel cepTidMkata

MapameTp 3HaueHue
JomxHocts (T)

HectpyktypuposaHHoe umMa [ unstructuredMame )
HectpykTypuposaHHbii agpec ( unstructuredAddress )
OrPH ( OGRN )

OrPHKN { OGRNIP }

CHWNC { SNILS )

WHH (INN }

WHH ropuanyeckoro niuua ( INNLE )

Daminma ( SN )

MpuobpeteHHoe uma ([ GN )

OBwee 1ima ( CN )

OBwee vima ( CN )

OpraHuzayma (O)

HazeaHue ynuubl, HoMep AoMa ( street )

Hacen8HHbIA myHKT (L)

lopoa, Obnacte ( 5T)

Crpana(C)

Mouroesii agpec RFC822 ( Email )

AomerHoe uma ( DC)

MogpasaeneHwe ( OU )

< Hazapg, Janee =

OTMmeHa

PucyHok 6 - lnanor 3anonHeHua X.500-umemu

Mocne 3Toro He0HX0AMMO 3a4aTh CPOK AeNCTBUA cepTUdMKaTa U CPOK AeUCTBUA Ktoda I
AamuHuctpatopa (PucyHok 7). Mocne Haxkmute KHOMKy «Janee».




CospaHue 3anpoca Ha cepTuguKaT LleHTpa CepTudnkauymmn m|

Bpems geiicTBnA cepTidmkaTa 1 Knoda 3N
YcraHoBWTE BpeMA geicTBuA cepTidumkaTa v kawoda 31

Bpema geiictena knwoda 3M:

Knwoy gefictButeneH | 36 — + | Mec

AetictBuTteneHd no: 29 aerycra 2025 .

Bpems gelictBus ceptudmkara:

Ceptu¢ukar geiicteuteneH | 216 — Mec.

JetictButened no: 29 aerycra 2040 .

< Hazap lanee = OtmeHa

PucyHoK 7 - Ouanor Bbibopa cpoKa gencreuns ceptudmKkaTa U Cpoka geincremna Kntoda 3N
ApmuHUCTpaTopa

3aTem Heo6X04MMO YCTaHOBUTb MaKCMMaslbHOE KONMYECTBO YPOBHEN nepapxmm (PUCYHOK 8).
PekomeHAyeTcs yCTaHOBUTb ypoBeHb 0. Moc/ie HaxkMmuTe KHOMKy «anee».



Co3zgaHWe 3anpoca Ha cepTUdUKaT LieHTpa CepTuduKaymm m|

MakcumaneHoe KoNM4YecTE0 YpoBHeiA nepapxum
YcTaHOBWTE MaKcMManbHOe KONMYeCTBO YPoBHed uepapxum

@ He ycTaHaBnuBaTb OrpaHWYeHWe YPOBHA Mepapxui

YcTaHOBWUTEL OrpaHUYeHWe YPOBHA Mepapxuun

< Hasap lanee > OTmeHa

PucyHoK 8 - [lnanor Bbibopa MaKCMMaNbHOE KOJIMYECTBO YPOBHEN MEpPapXUn

Mocne 3Toro HE0HX0AMMO 3a4aThb AONOSHUTE/IbHBIE PErlaMeHTbl cepTudmKaTa (PUCYHOK 9) 1 HaxKaTb
KHOMNKY «anee».



CozpaHWe 3anpoca Ha cepTUdUKaT LieHTpa CepTUdrKaLuK m|

BribepwTe pernameHT gna ceptudukara
[Ons Beibopa pernaMeHTa oTMeTbTe HeOBX0AMMEBIE MYHKTEI B CNIMCKE, PACNONIOXEHHOM HUXE

ong OnucaHwe Opranusayma
1.3.6.1.4.1.3670.4.20.6 Pac4yeTHan cuctema banka Pocc... BbaHk Poccum
1.3.6.1.4.1.3670.4.20.7 WHdopmaumoHHo-aHanuTu4ec... bBbaHk Poccum

1.3.6.1.4.1.3670.4.20.8 ¥YnpaBneHWe kKN4YeBbIMW CUCT... BaHk Poccumn

1.2.643.100.113.1 Knacc cpegerea 301 KC1 MuHkomceAss Poccnn
1.2.643.100.113.2 Knacc cpegctea 301 KC2 MwuHkomcease Poccnn
1.2.643.100.113.3 Knacc cpegerea 301 KC3 MwHkomcease Poccnn
1.2.643.100.113.4 Knacc cpegcrea 311 KB1 MuHkomcBa3E Poccmi
1.2.643.100.113.5 Knacc cpegcrea 311 KB2 MuHkoMcBa3E Poccnn
1.2.643.100.113.6 Knacc cpegcrea 311 KA1 MuHkoMcBa3bE Poccnn

< Hasap Janee > OTmeHa

PucyHok 9 - lnanor Bbibopa A0NONHUTENbHBIX PEr1aMeHToB cepTudmKaTta

B cnepytowem amManore Heob6xoaMMo BbibpaTb AOMNONHEHUA ANA cepTUdMKaTa U TUN UAEHTUPUKALMU
(PuncyHok 10). Mocne Haxkmute KHOMKy «[anee».



CozpaHwe 3anpoca Ha cepTUdMKaT LieHTpa CepTudMKaLMK m|

BribepwTe gononHeHwsa gna ceptudmkara
[ns Beibopa AononHeHWs oTMETETE HEOBX0AMMEIE MYHKTEI B CNIMCKE, PACcNooXeHHOM HIXKE

Tvn naeHTUdUKaLMK NpU Bblgaye cepTUdMKaTa

He 3apaH b

ouna OnucaHwe 3HayeHwe

1.3.6.1.5.5.7.48.1.5 be3 nposepkn OCSP
B 1.2.643.100.111 HaumeHoBaHwne cpeactea 20 Bn...  AlNK "CurHaTtypa-knueHT L' Bepaon...

< Hasapg Hanee > OtmeHa

PucyHok 10 - inanor Bbibopa AONOAHEHUN ANa cepTuduKata n TMna naeHTudurKaumm

Cneayowmii aManor Nno3BosAeT 3a4aTb A0NONHUTENbHbIE ATPUOYTbI B AONONHEHUN ANbTEPHATUBHOE
Nma Bnagenbua ceptuéumkata (PucyHok 11). B cnyyae LUC gaHHOe AONOAHEHME MOXKET ObITb He

MCNON1b30BaHO UJIM UCNON1b30BATbCA KaK MHd)OpMaTMBHOE. MNocne BBOAA M NPOBEPKM BCEX BBEAEHHbIX
AaHHbIX HAXXMUTE KHOMKY «lfoToBO».



CozgaHue 3anpoca Ha cepTUgukaT LleHTpa CepTtudmkaymmn

SEAEHHE d4leTEPHaTUEHONo MMeHW BEnagenkeua CEFTHq:IHI(ETE
3anonHwuTe AONONHWTENEBHBIE CBEAEHWMA O BNafjenbLe [EpTH¢HKaTa

MapameTp 3Ha4yeHue

email

DNS

URL

IP appec

OpraHwnsauwa
3aperucTpupoBaHHbIA Agpec
Qamunus

donxHocTe

Homep TenedoHa

OnucaHwe

Homep PacyetHoro CuyeTa
BaHkoBckuiA MaeHTUdMKaumMoHHEIA Kog
MouToBbIA Agpec

Aapec Exchange

Aapec Notes

Microsoft ima y4acTHUKa-nonb3oBaTens

< Hasapg, l[oToBO

PucyHok 11 - inanor Bbibopa £ONOAHUTENbHBIX aTPMBYTOB B A0NOJAHEHUN AnbTepHaTnBHoOe Nms
Bnagenbua ceptudmkaTa

Mpumeuanue: MNMpu nnaHoBom nepexoge YL, Ha HoBbIN Katoy 3N dopmupoBaHMe HOBOro Katoda I
AamumHuctpartopa LLC 1 3anpoca Ha cepTudukar LiC, npegHa3Ha4yeHHOro AnA OTNPaBKU B BbILLECTOALLMN
YU, BbINOAHAETCA aHaNoOrMYHbIM obpasom.

War 9. PopmuposanHue Knroua M AgmuHuctpartopa LLC

Mocne 3anonHeHua aTpmubytos cepTndukata MK LLC npegnaraet co3gate Katod I AgmuHuctpaTtopa LC
(pucyHok 12).



CozpgaHue KNw4a

3anwvce knoda 54411Z20PZ)01 Ha knoYyeBOW HOCUTENb
YcTaHOBWTE KNHOYEeBOW HOCKUTENb W HaxmuTe OK

PucyHok 12 - inanor co3ganumsa Karoda I AgmuHuctpartopa LUC

[anee HeE06X0AMMO YCTaHOBUTb KNHOUYEBOW HOCUTENb U BbIGPaTb TMN cuMTbiBaTENA (PUCYHOK 13).

BI:-IEEPI-"ITE CYMTBIEATENE KNKYa

HasBaHwue Bepcusa

= CuynTbiBaTeNnb ChéMHoOro gncka 6.0.433
& CumTbiBaTens JaCarta 6.0.433

CuutsbiBaTens vdToken (DKH) 6.0.433

® CuutbiBaTens vdToken 6.0.433

CuntbiBaTtens Kpuntollpo HSM 6.0.433

Ok OTmeHa

PucyHok 13 - inanor Bbibopa KAo4eBOro HocuTens

Mocne 3aBeplueHMA co3gaHmna 3anpoca Ha cepTudukaT LLIC 6yaeT nokasaHO AMaNOroBOE OKHO C
cogeprkaHuem 3anpoca (pucyHok 14).



3anpoc Ha cepTUgMKaT

Obuwwe CocTae

8 3anpoc Ha cepTUduKaT

WH$opmauma o Bnagenble cepTudmkaTa:

Opranunsaywa: UentpansHblid baHk Poccnidickoid Qepepaynn (bank Poccnn)
MouTosbli agpec RFC822: ca@cbrf.ru

SaperncTpyposaHHbId agpec: 107016, r. Mocksa, ynuua HernnHHas, 12
OnucaHue: LeHtp Ceptudumkaymm

Moutoebii agpec: 107016, r. Mockea, ynuuya HernmHHas, 12

MHH: 007702235133

OlPH: 1037700013020

Bnapgeney: INN=007702235133,0GRN=1037700013020,CN=LeHTpancHbli baHk ...

CoxpaHuTk... | PacnedartaTtb... JKCnopT...

OTmeHa

PucyHoK 14 - [JManoroBoe OKHO C cogepaHMem 3anpoca

Hanee APM LC npeanaraet coxpaHUTb CO34aHHbIM 3anpoc Ha cepTudmkaTt. CoxpaHEHHbIM 3anNpocC Ha
cepTMdUKaT foMKeH 6bITb NepeaaH B BblwecToAwmi LIC ans nonydeHms cepTuomkaTa.

LWar 10. Co3pgaHue XxpaHuauu, 1 3anyck cepsuca LieHtpa Ceptudpukauum

Mocne 3aBepLueHMA HAacTpoek cepeuca LieHTpa CepTudmkaumm n nonydeHma ceptudukaTa ot
BblwecToAwero YL, MOXHO NPUCTYNUTL K CO3aaHMI0 XxpaHuauwy LieHTpa Ceptudunkaumm. Boibepute nyHKT
meHio «LleHTp Ceptudmkaummy» - «Coszaatb XpaHunuwa» (PucyHok 15).



B UenTp Ceprndukaymmn - 0O x

@arin QIEHHREEMITITETEN Hactporikn CepBuc

% O6paboTats daiin ana LieHTpa CepTudmkaumm
#

Cosaatb 3anpoc Ha ceptuémkat LieHtpa Ceptudukaumu (8 dpopmate PKCS#10)

iU
& Cospatb ceptudmkat LleHTpa CepTidukaumm
» 5 VmnopTuposats 4
a Co3pgatb cepTudmkat 4
T Co3aaTb wabnoH ceptudmkara Ctrl+T

BoinyctuTe HoBblid CAC LieHTpa CepTudmkalmm

N Cospatb xpaHunuwa

3anyctuTe cepeuc LienTpa Ceptudumkaumn

® B5/88 17:14:44 Mporpamqa UenTp CepTubukauuu (pexur agMuHucTpaTopal Bepcua 6.8.452.8 sanywena.
A B/ 17014 44 CepBuc UeHTpa CEpTUBUKALUL HE Z&MUWEH.

A B/ 1701444 He ykazad nuTe k maling NGO,

AL B5/88 17:14:44 He ukazad ksTanor gna BegeHua npoTokona

5aerycta 2022 r. 14:17:13 GMT

PucyHok 15 — Boibop nyHKTa meHto «Co34aTb XpaHuauwa»

B nosaBmBLUEMCS OKHE BblDEpPUTE KAaTaNor, COAEPKaLLM BblAaHHbIE Bam BbllwecToAwmMMm YL,
cepTUPUKaTbl C GanNoBbIM PACLLMPEHNEM .CEF U CMIMCOK aHHYIMPOBAHHbIX CepPTUPUKATOB C PpaliioBbIM
pacwmupeHunem .crl.

B nosBmuBLIEMCS OKHE Bblbepute pabounin ceptndukat LeHTpa Ceptnudmkaumm (PucyHok 16).

CozgaHue XpaHWUAWLLY O x

Bribepute pabGounii ceptudukat LieHTpa CepTudmkaumm

Bnageney MN3patens MyTb
/home/vladislav/Desktop/s6/C...
CN=CA /home/vladislav/Desktop/s6/C...
oK OTmeHa

PucyHok 16 — Bbibop pabouero ceptndukara LleHTpa CepTudurraumm

B cny4yae ecnu Bce BbiWeONUCaHHbIe onepaumn 6blin BbINOJHEHbI KOPPEKTHO, ByAyT co3aaHbl

XpaHunumuwa LleHTpa Ceptnudmrkaumm u cepsuc UeHTpa CepTudmrKaLmMm 40NKEH aBTOMATUYECKHU

3anycTuTbes. B okHe «Bblibepute Mpodunb» MOXKHO HaXKaTb KHOMKY « OTMeHa» 1 He BblIbnpaTb
KOHKpeTHbIN MNpodunnb CnpaBoYHMKa.



